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Introduction

FortiGate is a network security appliance that can apply a number of features to your network traffic, providing a
consolidated security solution to match the needs of any network, big or small.

The FortiGate recipes is divided into the following sections:

« Getting Started: recipes to help you start using your FortiGate.

« Security: recipes about using a FortiGate to protect your network.

« WiFi: recipes about managing a wireless network with your FortiGate.

« Authentication: recipes about authenticating users and devices on your network.

« VPNs: recipes about virtual private networks (VPNs), including authentication methods.

« Expert: recipes about advanced FortiGate configurations for users with a higher degree of background
knowledge.

Some recipes are part of more than one of the above sections. When a recipe is part of multiple sections, it is
located in the section that appears first in the Cookbook.

This version of the complete FortiGate cookbook was written using FortiOS 5.4.0.
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Tips
Before you get started, here are a few tips about using the FortiGate Cookbook:

Understanding the basics

Some basic steps, such as logging into your FortiGate, are not included in most recipes. This information can be
found in the QuickStart guide for your product.

Screenshots vs. text

The FortiGate Cookbook uses both screenshots and text to explain the steps of each example. The screenshots
display the entire configuration, while the text highlights key details (i.e. the settings that are strictly necessary for
the configuration) and provides additional information. To get the most out of the FortiGate Cookbook, start with
the screenshots and then read the text for more details.

Model and firmware

GUI menus, options, and interface names may vary depending on the which model you are using and the firmware
build.

For example, some FortiGate have a default interface called lan, while on other FortiGate models this interface is
calledinternal.

Ports

The specific ports being used in the documentation are chosen as examples. When you are configuring your unit,
you can substitute your own ports, provided that they have the same function.

For example, in most recipes, wan1 is the port used to provide the FortiGate with access to the Intemet. If your
FortiGate uses a different port for this function, you should use that port in the parts of the configuration that the
recipe uses wan.

IP addresses and object names

IP addresses are sometimes shown in diagrams to make it easier to see the source of the addresses used in the
recipe. When you are configuring your product, substitute your own addresses. You should also use your own
named for any objects, including user accounts, that are created as part of the recipe. Make names as specific as
possible, to make it easier to determine later what the object is used for.
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Text elements

Bold text indicates the name of a GUI field or feature. When required, italic text indicates information that you
must enter. Italics are also used for notes, which contain information you may find useful.

Selecting OK/Apply

Always select OK or Apply when you complete a GUI step. Because this must be done frequently, it is an
assumed step and is not included in most recipes.

IPv4 vs IPv6 policies

Most recipes in the FortiGate Cookbook use IPv4 security policies. However, the majority of them could also be
done using IPv6 policies. If you wish to create an IPv6 policy, go to Policy & Objects > IPv6 Policy.

Turning on FortiOS features

Some FortiOS features can be turned off, which means they will not appear in the GUI. If an option required for a
recipe does not appear, go to System > Feature Select and make sure that option is turned on.

Also, on some FortiGate models, certain features are only available using the CLI. For more information about
this, see the Feature/Platform Matrix.
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Getting Started

This section contains information about basic tasks to get a FortiGate unit up and running, including installation,
as well common roles and configurations a FortiGate unit can have in your network.

Installation

« Installing a FortiGate in NAT/Route mode
« Installing a FortiGate in Transparent mode
« VDOM configuration

« Troubleshooting your FortiGate installation

Setting up your FortiGate

« Creating security policies
« Creating a virtual wire pair

Common configurations

« Limiting bandwidth with traffic shaping

Using a FortiGate with other Fortinet products

« Managing FortiSwitches with a FortiGate

Getting Started
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Installing a FortiGate in NAT/Route mode

TIOS

5.4

FOR
L]
VERSION

Network Address Translation (NAT)
____>—applied to traffic

(—D/ 'a"‘ FortiGate ’ ner! e

Internal Network

In this example, you will learn how to connect and configure a new FortiGate unit in NAT/Route mode to securely
connect a private network to the Internet.

In NAT/Route mode, a FortiGate unit is installed as a gateway or router between two networks. In most cases, it
is used between a private network and the Internet. This allows the FortiGate to hide the IP addresses of the
private network using network address translation (NAT).
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1. Connecting the network devices and logging onto the FortiGate

Connect the FortiGate’s Internet-facing
interface (typically WAN1) to your ISP-
supplied equipment and Connect a PC to
the FortiGate using an internal port

(typically port 1).

Power on the ISP’s equipment, the
FortiGate unit, and the PC on the internal
network.

From the PC on the internal network,
connect to the FortiGate’s web-based
manager using either FortiExplorer or an
Internet browser (for information about
connecting to the web-based manager,
please see your models QuickStart
Guide).

Login using an admin account (the
default admin account has the username
admin and no password).

Getting Started
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2. Configuring the FortiGate’s interfaces

Go to Network > Interfaces and edit the
Internet-facing interface (in the example,
wanT).

If your FortiGate is directly connecting to
your ISP, set Addressing Mode to
Manual and set the IP/Netmask to the
public IP address your ISP has provided
you with.

Interface Name wanl (00:09:0F:BO:EB:EA)

Alias | 5]
Link Status Up o

Type Phwsical Interface

Role @ | Undefined v
Address

Addressingmode  [[iatal] DHCP | PPPOE | Dedicated to FortiAP
IP/Network Mask | 172.20.121.46/255.255.255.0 |

If you have ISP equipment between your FortiGate and the Internet (for example, a router), then the wan1 IP will
also use a private IP assigned by the ISP equipment. If this equipment uses DHCP, set Addressing Mode to

DHCP to get an IP assigned to the interface.

If the ISP equipment does not use DHCP, your ISP can provide you with the correct private IP to use for the

interface.

Edit the lan interface (called internal on
some FortiGate models).

Make sure the interface's Role is set to
LAN.

Set Addressing Mode to Manual and
set the IP/Netmask to the private IP
address you wish to use for the
FortiGate.

Interface Name lan

Hardware Switch

© port1 © © port2 © O port3 O
© port4 © © port5 @ O porté O
© port7 @ © pori8 © O port? O
Q port10 0 © port11 O
Qport12© © port13 0

@ port14 © O port1s O

@™ port1ls ©

| LAN v

Type
Physical Interface Members

Role @

Address

Addressingmode  [[iiatal] DHCP | PPPoE
IP/Network Mask | 192.168.200.99/255.255.255.0

)
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3. Adding a default route

Go to Network > Static Routes and
create a new route.

Set Destination to Subnet, Destination
IP/Mask to 0.0.0.0/0.0.0.0, the Device
to the Interet-facing interface, and the
Gateway to the gateway (or default
route) provided by your ISP or to the next
hop router, depending on your network
requirements.

A default route always has a Destination
IP/Mask of 0.0.0.0/0.0.0.0. Normally,
you would have only one default route. If
the static route list already contains a
default route, you can edit it or delete it
and add a new one.

Destination @ Mamed Address | Internet Service

| 0.0.00/0.000 |
Device | wanl v
Gateway | 172.20.1212

Administrative Distance @ | 10

Comments |

4. (Optional) Setting the FortiGate’s DNS servers

The FortiGate unit’'s DNS Settings are
set to use FortiGuard DNS servers by
default, which is sufficient for most
networks. However, if you need to
change the DNS servers, go to Network
> DNS, select Specify, and add Primary
and Secondary servers.

Use FortiGuard Servers

Primary DNS Server | 208.91.112.53

Secondary DNS Server | 208.91.112.52

Local Domain Name |

5. Creating a policy to allow traffic from the internal network to the Internet

Some FortiGate models include an IPv4 security policy in the default configuration. If you have one of these
models, edit it to include the logging options shown below, then proceed to the results section.

Getting Started
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Go to Policy & Objects > IPv4 Policy
and create a new policy. Give the policy
a Name that indicates that the policy will
be for traffic to the Internet (in the
example, Internet).

Set the Incoming Interface to thelan
interface and the Outgoing Interface to
the Internet-facing interface. Set
Source, Destination Address,
Schedule, and Services as required.

Make sure the Action is set to ACCEPT.
Turn on NAT and make sure Use
Outgoing Interface Address is
selected.

Scroll down to view the Logging
Options. In order to view the results
later, enable Log Allowed Traffic and
select All Sessions.

5. Results

You can now browse the Internet using
any computer that connects to the
FortiGate’s internal interface.

You can view information about the
traffic being processed by your FortiGate
by going to FortiView > All Sessions
and selecting the now view.

Select Add Filter and filter for Policy,
selecting the name of your new policy.
Only traffic flowing through the new
policy is displayed.

Name | Internet
Incoming Interface ‘ © lan
Qutgoing Interface ‘ © wani
Source ‘ B an

Destination Address ‘ﬁ all

Schedule ‘ r('p always
Services ‘ m ALL

Action DENY
Firewall / Network Options

NAT O

Fixed Port >

IP Pool Configuration QUSRS WLl e £l 48 Use Dynamic [P Pool

Logging Options

Log Allowed Traffic @ | Security Events WS

2 | Policy: Internet | AddFilter

Source
vickimartin (192.168.200.100) & 2c:87:23:06:d7:75 3G lan
vickimartin (192.168.200.100) & 2c:87:23:06:47:75 3G lan
viekimartin (192.168.200.100) & 2c:87:a3:06:d7:75 3G lan
viekimartin (192.168.200.100) @ 2c:87:a3:06:d7:75 3G lan
viekimartin (192.168.200.100) @ 2c:87:a3:06:d7:75 3G lan
viekimartin (192.168.200.100) @ 2c:87:a3:06:d7:75 3G lan
vickimartin (192.168.200.100) 23:06:d7:75 3G lan
vickimartin (192.168.200.100) # ac87:a3:06:d7:75 3G lan
vickimartin (192.168.200.100) # 2c:87:23:06:d7:75 3 lan
vickimartin (192.168.200.100) # 2c:87:23:06:d7:75 3G lan
vickimartin (192.168.200.100) # 2c:87:23:06:d7:75 3G lan
vickimartin (192.168.200.100) # 2c:87:23:06:d7:75 3G lan

Device Source Interface

Destination
11730.207.31
~192.168.100.99
=17.110.226.82
= 157.56.52.29
5 157.55.56.151
=208.91.112.195
=208.91.112.197
%157.55.130.142
208.91.112.195
208.91.112.197
1#1173.0.207.31
5 65.52.108.74

Destination Interface
@ wan1
@ wan1
[@ wan1
@ wan1
[@ wan1
@ wan1
@ wan1
[ wan1
[ wan1
[ wan1
[ wan1
[ wan1

‘m Sminutes  1hour 24hours =

Application | Bytes (Sent/Received) Policy

TCP/20817 5822kB 0 Internet

TCP/8010 632B | Internet
TCP/5223 966kB | Internet
UDP/40007 2488 | Internet
UDP/40023 276B | Internet
: UDP/gges 1568 | Internet
: UDP/gges 1568 1 Internet
i UDP/40024 3888 ! Internet
: UDP/gges 156B | Internet
: UDP/gges 156B | Internet
i UDP/20817 219kB | Internet
i TCP/443 41341kB == Internet
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Installing a FortiGate in Transparent mode

FORTIOS

5.4

VERSION

Traffic flows through

//Efw without NAT or routing \
] :' ________ Il‘ -

/ — ; Internet
lan | FortiGate |Wwanl
i Transparent Mode}_-,:

Internal Network e

In this example, you will learn how to connect and configure a new FortiGate unit in Transparent mode to securely
connect a private network to the Internet.

Transparent mode is used if you want to apply security scanning to traffic without applying routing or network
address translation (NAT), such as when a FortiGate is used as an Internal Segmentation Firewall (ISFW).

Getting Started
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1. Changing the FortiGate’s operation mode

From the PC on the internal network,
connect to the FortiGate’s web-based

manager using either FortiExplorer or an

Internet browser (for information about
connecting to the web-based manager,
please see your models QuickStart ad r'l'lil'l|
Guide).

Password

Login using an admin account (the
default admin account has the username

adminandno password).

Go to the Dashboard and enter the following command into the CLI console widget, substituting your own IP
addresses where necessary:

config system settings
set opmode transparent
set manageip 192.168.200.111 255.255.255.0
set gateway 192.168.200.99

end

You can now access the FortiGate using

the new Management IP address (in the  Systeminformation i

example, https://192.168.200.111). A st Standaione [Configure]
Host Name: FGT60D4615007557 [Change]

Go to the Dashboard. The System Serial Number: FGT60D4615007557

Information widget shows the [Operation Mode: Transparent |

Operation Mode is Transparent. Management IP: 192.168.200.111 [Change]
Inspection Mode: Proxy-based [Change]
System Time: Thu Nov 26 07:33:26 2015 (FortiGuard) [Change]
Firmware Version: v5.4.0,build996 (Release Candidate 2) [Update]
System Configuration: [Backup] [Restore] [Revisions]
Current Administrator: admin [Change Password] /4 in Total [Details]
Uptime: 0dayls) O hour(s) 7 min(s)
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2. (Optional) Setting the FortiGate’s DNS servers

The FortiGate unit’'s DNS Settings are
set to use FortiGuard DNS servers by
default, which is sufficient for most
networks. However, if you need to
change the DNS servers, go to Network
> DNS, select Specify, and add Primary
and Secondary DNS servers.

Use FortiGuard Servers

Primary DNS Server
Secondary DNS Server

Local Domain Name

| 208.91.112.53

| 208.91.112.52

3. Creating a policy to allow traffic from the internal network to the Internet

Some FortiGate models include an IPv4 security policy in the default configuration. If you have one of these

models, edit it to include the logging options shown below, then proceed to the results section.

Go to Policy & Objects > IPv4 Policy
and create a new policy. Give the policy
a Name that indicates that the policy will
be for traffic to the Internet (in the
example, Internet).

Set the Incoming Interface to the
internal interface (called internal on
some FortiGate models) and the
Outgoing Interface to the Internet-
facing interface (typically wan1). Set
Source, Schedule, and Services as
required.

Make sure the Action is set to ACCEPT.
Scroll down to view the Logging
Options. In order to view the results

later, enable Log Allowed Traffic and
select All Sessions.

20

Name Internet |
Incoming Interface ® lan [
OutgoingInterface | € wan1 (%]
Source i all 0
Destination Address | 5 all o
Schedule (o always hd
Service @ ALL [
Action DENY

Logging Options

Log Allowed Traffic @D | Security Events JEEEES0GH
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4. Connecting the network devices

Go tothe Dashboard and locate the System Resources widget. Select Shutdown to power off the FortiGate
unit.

Alternatively, you can enter the following command in the CLI Console:

execute shutdown

Wait until all the lights, except for the power light, on your FortiGate have turned off. If your FortiGate has a
power button, use it to turn the unit off. Otherwise, unplug the unit.

You can now connect the FortiGate unit
between the internal network and the
router.

Connect the wan1 interface to the router
internal interface and connect the internal
network to the FortiGate internal
interface port.

FortiGate

Internal Network

Power on the FortiGate unit.

Getting Started 21
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5. Results

You can now browse the Internet using
any computer that connects to the
FortiGate’s internal interface.

You can view information about the
traffic being processed by your FortiGate
by going to FortiView > All Sessions
and selecting the now view.

Select Add Filter and filter for Policy,
selecting the name of your new policy.
Only traffic flowing through the new
policy is displayed.

22

s Policy: Internet | Add Filter

| %

Source
192.168.200.150
192.168.200.150
192.168.200.150
192.168.200.150
192.168.200.150
192.168.200.150
192.168.200.150

‘ 192.168.200.150
192.168.200.150
192.168.200.150
192.168.200.150
192.168.200.150

Device
@ ac:87:23:06:d7:75
@ ac
‘ ac

@ ac 06:d7:75
@ ac 06:47:75
@ ac 06:47:75
@ ac 06:d7:75
@ ac 06:d7:75
@ ac 06:47:75

@ ac
‘ ac
@ ac:87:23:06:d7:75

Source Interface
% fan
3% lan
38 lan
G lan
3¢ lan
3 lan
% lan
g lan
32 lan
% lan
% lan
3 lan

Destination
192.168.110.30
192.168.110.30
192.168.110.30
192.168.110.30
192.168.110.30
192.168.110.30
192.168.110.30
192.168.110.30

E=65.52.108.74
192.168.110.30

217325289132

E192.230.64.4

Destination Interface
wan1
wanl
wanl
wan1
wan1
wanl
wanl
wan1
wan1
wan1
wanl
wan1

Application
UDP/53
UDP/53
UDP/53
UDP/53
UDP/53
UDP/53
UDP/53
UDP/53
TCP/443
UDP/53
TCP/443
TCP/443

Bytes (Sent/Received) | Policy

211B Internet

1
2788 | Internet
218B | Internet
191B | Internet
191B 1 Internet
2788 | Internet
264B | Internet
191B | Internet
113497 i Internet
1878 1 Internet
[ 849B 1 Internet
41088 kBT Internet
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VDOM configuration
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(ports 5-€)

e
]
T

Management PC

This example illustrates how to use virtual domains (VDOMSs) to host multiple FortiOS instances on a single
FortiGate.

In this example, two companies (called Company A and Company B) use the same FortiGate but have different
Internet service providers (ISPs). To provide both departments with network and Internet connectivity, each
company has its own VDOM (called VDOM-A and VDOM-B) that are managed independently.

The root VDOM will be used to manage the FortiGate's global settings.
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1. Switching to VDOM mode and creating two VDOMs

Connect a PC to FortiGate using an
Ethernet cable, as described in your
model's QuickStart Guide.

Log in using the admin account (the

default admin account has the username

admin and no password).

Go to the Dashboard and locate the
System Information widget. Find
Virtual Domain and select Enable.

You will be required to re-login after
enabling virtual domains because the
GUI menu options change.

admin|

*

Password

*

System Information

HA Status:

Host Name:

Serial Number:
Operation Mode:
Inspection Mode:
System Time:
Firmware Version:
System Configuration:
Current Administrator:

Uptime:

Standalone [Configure]

FG100D3G12812324 [Change]
FG100D3G12812324

NAT

Proxy-based [Change]

Wed Dec 16 11:23:57 2015 (FortiGuard) [Change]
v5.4.0,build1003 (Interim) [Update]

[Backup] [Restore] [Revisions]

admin [Change Password] /1 in Total [Details]

7 day(s} 21 hour(s) 22 min(s)

I Virtual Domain:

Disabled [Enable] |

Certain FortiGate models will not show the above option in the System Information widget. For these models, go

to the Dashboard and enter the following command in the CLI Console:

config system global

set vdom-admin enable

end

Enter y when you are asked if you want to continue.

You will be required to re-login to the GUI after enabling virtual domains because the GUI menu options change.
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Make sure that Global is selected from
dropdown menu located in the top-left
corner. This allows you to make changes
to the global configuration.

Go to System > VDOM and create two
VDOMs: VDOM-A and VDOM-B.

In this example, the Inspection Mode is
set to Proxy for VDOM-A. This will allow
this VDOM to use both proxy and flow-
based security scanning.

The Inspection Mode for VDOM-B is
set to Flow-based, so only flow-based
security scanning is available.

=.= FortiGate 100D FG100D3G12812324

@ Global v
Virtual Domain | VDOM-A| |
Inspection Mode 2 o MnEETA N Flow-based

Comments |

VDOM-B
Flow-based (Current) Bx{ %

Comments |

Virtual Domain

Inspection Mode

2. Configuring the root VDOM for FortiGate management

Go to Network > Interfaces. By default,
all interfaces are in the root VDOM.

Edit the interface you wish to use to
manage the FortiGate (in the example,
mgmt). If you wish to use this interface
exclusively for FortiGate management,
you can enable Dedicated
Management Port.

Set Administrative Access to HTTPS,
PING, and SSH.
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7| orss
Interface Name mgmt (00:09:0F:BO:EB:ED)
Alias | ‘
Link Status Down @
Type Physical Interface
Virtual Domain | root v
Role © | Undefined 0 |
Estimated Bandwidth € Kbps Upstream Kbps Downstream

& Dedicated Management Port
Address

IP/Network Mask | 192.168.1.99/255.255.25

Restrict Access

Administrative Access HTTPS
SSH

PING
| SNMP

| FMG-Access | | CAPWAP
~| RADIUS Accounting



http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/VDOMs/1c-global.png
http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/VDOMs/1d-vdom-a.png
http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/VDOMs/1e-vdom-b.png
http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/VDOMs/2a-mgmt.png

Go to System > Administrators and edit
the admin account.

Select Change Password to add a
password to this account.

Enable Restrict login to trusted hosts
and add the IP/Netmask of the admin
PC. This ensures that the admin must
login using the admin PC to be able to
manage the FortiGate.

3. Adding interfaces to VDOM-A

©® @& Change Password

//Jw_*is

User Name | admin

Comments | Write a comment...

Type

Match a user on a remote server group i}
Match all users in a remote server group 0

Security
(® Two-factor Authentication €}

@ Restrict login to trusted hosts

Trusted Host1 | 192.168.1.100/32 |
Trusted Host2 | 0.0.0.0/0 |
Trusted Host3 | 0.0.0.0/0 |

In this example, two interfaces will be added to VDOM-A: one for Internet access and one for use by the local

network.

If an interface is used in an existing FortiGate configuration, its VDOM assignment cannot be changed.
Because some FortiGate models have a default configuration, you may need to delete existing policies and

routes in order to add a particular interface.

Go to Network > Interfaces and edit the
interface that VDOM-A will use for
Internet access (in the example, wan1).
[tippy title="*" class="myclass"
showheader="false" width="auto"
height="auto"]In the example, the
interface's Link Status is Down
because nothing is currently connected
to the interface.[/tippy]

Set Virtual Domain to VDOM-A and
Role to WAN.

Interface Name wan1 (00:09:0F:B0O:EB:EA)

Alias ‘ *‘
Link Status Down &

Type Physical Interface

Virtual Domain | vDOM-A v
Role € | wan

v
Estimated Bandwidth € Kbps Upstream Kbps Downstream

Address

Addressingmode  [[ZERTE]] DHCP | PPPOE
IP/Network Mask | 172.20.121.46/255.255.255.0 *

If your FortiGate is directly connecting to your ISP, set Addressing Mode to Manual and set the IP/Netmask
to the public IP address your ISP has provided you with (in the example, 172.20.121.46/255.255.255.0).
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If you have some ISP equipment between your FortiGate and the Internet (for example, a router), then the wan1
IP will also use a private IP assigned by the ISP equipment. If this equipment uses DHCP, set Addressing
Mode to DHCP to get an IP assigned to the interface.

If the ISP equipment does not use DHCP, your ISP can provide you with the correct private IP to use for the

interface.

Go to Network > Interfaces and edit the

interface that will be connected to
VDOM-A's internal network (in the
example, port1).

Set Virtual Domain to VDOM-A and
Role to LAN.

Set Addressing Mode to Manual,
assign an IP/Network Mask to the
interface (in the example,
192.168.100. 1/255.255.255.0), set
Administrative Access to HTTPS,
PING, and SSH.

Interface Name  port1 (00:09:0F:B0O:EB:FO)

Alias |

Link Status Up ©

Type Physical Interface

Virtual Domain  VDOM-A

Role © | LAN ;
Address

Addressing mode DHCP PPPoE  Dedicated to Extension Device
IP/Network Mask | 192.168.100.1/255.255.2 |

Restrict Access

| FMG-Access || CAPWAP
~ | RADIUS Accounting

Administrative Access HTTPS
55H

PING
~ SNMP

4. Adding interfaces to VDOM-B

In this example, multiple interfaces will be added to VDOM-B: one for Internet access and four additional
interfaces for use by the internal network. These four interfaces will be combined into a hardware switch
interface called LAN-B, which the FortiGate treats as a single interface. This example also adds a DHCP server
to LAN-B to provide IP addresses for the VDOM-B's internal network.

Go to Network > Interfaces and edit the
interface that VDOM-B will use for
Internet access (in the example, wan2).

Set Virtual Domain to VDOM-B and
Role to WAN. Set an appropriate
Addressing Mode and IP/Netmask (in
the example,

172.20.120. 100/255.255.255.0).

Interface Name wan2 (00:09:0F:BC:EB:EC)

Alias

Link Status Down @
Physical Interface
Virtual Domain | voom-8

Role @ | wan

Estimated Bandwidth € Kbps Upstream

Address

Type

J

v

Addressingmode  [[{ERTEl] DHCP  PPPoE
IP/Network Mask | 172.20.120.100/255.255.255.0
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Go to Network > Interfaces and edit a
physical interface that will be used by
VDOM-B's internal network (in the
example, port5).

Set Virtual Domain to VDOM-B and
Role to LAN.

Repeat this process for any other
physical interfaces that will be used by
VDOM-B (in the example, port6, port7,
and port8).

Go to Network > Interfaces and create
a new interface to be used by VDOM-B's
internal network, called LAN-B.

Set Type to Hardware Switch and
Virtual Domain to VDOM-B. Add
VDOM-B's physical interfaces as
Physical Interface Members. Set Role
to LAN.

Set Addressing Mode to Manual,
assign an IP/Network Mask to the
interface (in the example,
192.168.200. 1/255.255.255.0), set
Administrative Access to HTTPS,
PING, and SSH and enable DHCP
Server.

Interface Name port5 (00:09:0F:BO:EB:F4)
Alias
Link Status Down &
Type Physical Interface
Virtual Domain | VDOM-B v
Role € | LAN v
Interface Name | LAN-B |
Type | Hardware Switch v|
Virtual Domain [ vDoMm-B v
Physical Interface Members | @ port5% @ porté % @ port7 %
Q port8 %
Role @ | LaN v
Address
Addressing mode DHCP | PPPoE
|P/Network Mask | 192.168.200.1/255.255.255.0
Restrict Access
Administrative Access HTTPS PING | FMG-Access ) CAPWAP
S5H | SNMP 1 RADIUS Accounting
@O DHCP Server
Address Range
= CreateNew = [# Edit  Til Delete
Starting IP End IP
192.168.200.2 192.168.200.254
Netmask | 255.255.255.0
Default Gateway EEINCEHNCEGEWCIIE Specify
DNS Server EENCESRTE IVl Same as Interface IP | Specify
€ Advanced...
Networked Devices

Device Detection O
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5. Adding administrators to each VDOM

Go to System > Administrators. Create
an administrator for VDOM-A, called
admin-a.

This administrator will be able to access
and configure VDOM-A, without
accessing either the root VDOM or
VDOM-B. The account will also not be
able to affect global settings.

Enter and confirm a Password. Set
Type to Local User and Administrator
Profile to prof_admin. Remove the root
VDOM from the Virtual Domains list,
then add VDOM-A.

Create an administrator that can access
VDOM-B, called admin-b.

Enter and confirm a Password. Set
Type to Local User and Administrator
Profile to prof_admin. Remove the root
VDOM from the Virtual Domains list,
then add VDOM-B.
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User Name ‘ admin-a

Password ‘ ssssssse

Confirm Password ‘ ssssssse

Comments ‘ Write a comment...

ijs

Type

Match a user on a remote server group (1]

Match all users in a remote server group o

Administrator Profile | prof_admin T|
Virtual Domains | VDOM-A o ©
User Name | admin-b III|
Password | sesssene ®
Confirm Password | sesnenee ®

Comments | Write a comment...

Type

Match a user on a remote server group

Match all users in a remote server group

Li]
i ]

Administrator Profile | prof_admin

Virtual Domains | VDOM-B

o |©@



http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/VDOMs/4a-admin-a.png
http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/VDOMs/4b-admin-b.png

6. Configuring VDOM-A

Access VDOM-A's configuration using
the dropdown menu and go to Network >
Static Routes to add a default route.

Set Destination to Subnet, Destination
IP/Mask to 0.0.0.0/0.0.0.0, the Device
to the Internet-facing interface, and the
Gateway to the gateway (or default
route) provided by your ISP or to the next
hop router, depending on your network
requirements.

Destination € Mamed Address | Internet Service
| 0.0.00/0.0.00 |

Device | wanl v |

Gateway | 172.20.121.2 |

Administrative Distance € | 10

"
¥

Comments |

//J 0/255
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Go to Policy & Objects > IPv4 Policies
and create a new policy to allow Internet
access for VDOM-A. Give the policy a
Name that indicates that the policy will
be for traffic to the Internet (in the
example, Internet-VDOM-A).

Set Incoming Interface to port1,
Outgoing Interface towan1, Source to
all, Destination Address to all, and
Service to ALL. Make sure NAT is
enabled.

Because this VDOM uses proxy
inspection, you can enable a variety of
security profiles that use either proxy or
flow-based inspection.

For testing purposes, under Logging
Options, enable Log Allowed Traffic
and select All Sessions.
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Name | Internet-VDOM-A |
Incoming Interface | © port1 x |
Outgoing Interface | © wan1l x |
Source i all x |
Destination Address | 45 all x |
Schedule | (o always hd |
Service | ALl x |
Action DENY

Firewall / Network Options

NAT | ©)

Fixed Port (@ ]

|IP Pool Configuration Use Dynamic IP Pool
Security Profiles

AntiVirus @

Web Filter »

DNS Filter @

Application Control (I
IPS »
Anti-Spam @
DLP Sensor >»
S5L/SSH Inspection (B

Logging Options

Log Allowed Traffic @0 Security Events BAREEAGE
Capture Packets (B
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7. Configuring VDOM-B

Access VDOM-B's configuration using
the dropdown menu and go to Network >
Static Routes to add default route.

Set Destination to Subnet, Destination
IP/Mask to 0.0.0.0/0.0.0.0, the Device
to the Internet-facing interface, and the
Gateway to the gateway (or default
route) provided by your ISP or to the next
hop router, depending on your network
requirements.

Destination €

Device

Gateway

Mamed Address  Internet Service

| 0.0.00/0.0.00

| wan2

v |

| 172.20.120.2

Administrative Distance € | 10

Comments

A 0/255
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Go to Policy & Objects > IPv4 Policies
and create a new policy to allow Internet
access for VDOM-B. Give the policy a
Name that indicates that the policy will
be for traffic to the Internet (in the
example, Internet-VDOM-B).

Set Incoming Interface to LAN-B,
Outgoing Interface towan2, Source to
all, Destination Address to all, and
Service to ALL. Make sure NAT is
enabled.

Because this VDOM uses flow-based
inspection, you can only enable security
profiles that use flow-based inspection.

For testing purposes, under Logging
Options, enable Log Allowed Traffic
and select All Sessions.
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Name | Internet-VDOM-B |
Incoming Interface | © LAN-B x |
Qutgoing Interface | © wan2 x |
Source | Ba x |
Destination Address | Ba x |
Schedule | [ always - |
Service | @A x |
Action DENY

Firewall / Network Options

NAT O

Fixed Port @ ]

|IP Pool Configuration Use Dynamic IP Pool
Security Profiles

AntiVirus O | default - ‘
Web Filter © | =Y default - |
Application Control @ | B default - ‘
IPS © | N default - |
S5L/SSH Inspection @O | certificate-inspection - ‘
Logging Options

Log Allowed Traffic @D  Security Events BAEEESGLE
Capture Packets (B

Comments | Write acomment... A| 0/1023

Enable this policy @
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8. Results

Using a PC located on VDOM-A's
internal network, browse to the IP of the
LAN-A interface (in the example,
https://192.168.100. 7).

Login to the VDOM using admin-a's
credentials. When the GUI loads, only
the options for configuration VDOM-A
appear.

Generate Internet traffic for VDOM-A.

Go to FortiView > Policies and select
the now view. You can see traffic flowing
through the Internet-VDOM-A policy.

Right-click on the policy, then select Drill
Down to Details. You can see more
information about the traffic.

admin-a

Policy Source Interface Destination Interface Bytes (Sent/Received) + Sessions

Bandwidth

Internet-VDOM-A porti (@ wan1 279MB I 1 325 I

1 4.95Mbps |

Summary of Internet-VDOM-A

Policy Name : Internet-VDOM-A

Policy ID: 1
Source Interface : portl
Destination Interface:  wan1
Bytes (Sent/Received): 2.62MB
Bandwidth : 42.92 kbps
Sessions 306

Time Period : Realtime

Sources Destinations Applications Countries Sessions

Source Device | Source Interface | Bytes (Sent/Received) + Sessions

Bandwidth

vmartin-mac.fortinet-us.com (192.168.100.2) portl 262MB [ | 306 I

1 42.92 kbps!
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Logout of the VDOM, then attempt to
login using the global admin's

credentials. You will not be able to log in.

You can also not log in using admin-b's
credentials.

Using a PC located on VDOM-B's
internet network, browse to the IP of the
LAN-B interface (in the example,
https://192.168.200.1).

Login to the VDOM using admin-b's
credentials. When the GUI loads, only
the options for configuration VDOM-B
appear.

Generate Internet traffic for VDOM-B.

Go to FortiView > Policies and select

the now view. You can see traffic flowing

through the Internet-VDOM-B policy.
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Authentication failure. Please try again...

User Name *

Password Ik

admin-b *

(T TN XN 4k

Policy Source Interface Destination Interface Bytes (Sent/Received) + Sessions Bandwidth

InternetVDOM-B 23 LAN-B @ wan2 446MB I 183 I 1 1.27Mbps [
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Troubleshooting your FortiGate installation

If your FortiGate does not function as desired after completing the installation, try the following troubleshooting
methods.

Most methods can be used for FortiGates in both NAT/Route and Transparent mode. Any exceptions are marked.

1. Use FortiExplorer if you can’t connect to the FortiGate over Ethernet.

If you can’t connect to the FortiGate GUI or CLI, you may be able to connect using FortiExplorer. See your
FortiGate unit’s QuickStart Guide for details.

2. Check for equipment issues.

Verify that all network equipment is powered on and operating as expected. Refer to the QuickStart Guide for
information about connecting your FortiGate to the network. You will also find detailed information about the
FortiGate unit LED indicators.

3. Check the physical network connections.

Check the cables used for all physical connections to ensure that they are fully connected and do not appear
damaged. Make sure that each cable connects to the correct device and the correct Ethernet port on that device.
Also, check the Unit Operation widget in the Dashboard to make sure the connected interfaces are shown in
green.

4. Verify that you can connect to the internal IP address of the FortiGate unit
(NAT/Route mode).

Connect to the web-based manager from the FortiGate’s internal interface by browsing to its IP address. From the
PC, try to ping the internal interface IP address; for example, ping 192.168.1.99.

If you cannot connect to the internal interface, verify the IP configuration of the PC. If you can ping the interface
but can’t connect to the web-based manager, check the settings for administrative access on that interface.

5. Verify that you can connect to the management IP address of the FortiGate unit
(Transparent mode).

From the internal network, attempt to ping the management IP address. If you cannot connect to the internal
interface, verify the IP configuration of the PC and make sure the cables are connected and all switches and other
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devices on the network are powered on and operating. Go to the next step when you can connect to the internal
interface.

6. Check the FortiGate interface configurations (NAT/Route mode).

Check the configuration of the FortiGate interface connected to the internal network, and check the configuration
of the FortiGate interface that connects to the Internet to make sure Addressing Mode is set to the correct mode.

7. Verify the security policy configuration.

Verify that the internal interface to Internet-facing interface security policy has been added and is located near the
top of the policy list. Check the Sessions column to ensure that traffic has been processed (if this column does
not appear, right-click on the title row, select Sessions, and select Apply).

If you are using NAT/Route mode, check the configuration of the policy to make sure that NAT is tumed on and
that Use Destination Interface Address is selected.

8. Verify that you can connect to the Internet-facing interface’s IP address
(NAT/Route mode).

Ping the IP address of the FortiGate’s Internet-facing interface. If you cannot connect to the interface, the
FortiGate unit is not allowing sessions from the internal interface to the Internet-facing interface.

9. Verify the static routing configuration (NAT/Route mode).

Verify that the default route is correct. View the Routing Monitor and verify that the default route appears in the

list as a static route. Along with the default route, you should see two routes shown as Connected, one for each
connected FortiGate interface.

10. Verify that you can connect to the gateway provided by your ISP.

Ping the default gateway IP address from a PC on the internal network. If you cannot reach the gateway, contact
your ISP to verify that you are using the correct gateway.

11. Verify that you can communicate from the FortiGate unit to the Internet.

Access the FortiGate CLI and use the command execute ping 8.8.8.8. Youcanalsousethe execute
traceroute 8.8.8.8 command to troubleshoot connectivity to the Interet.
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12. Verify the DNS configurations of the FortiGate unit and the PCs.

Check for DNS errors by pinging or using traceroute to connect to a domain name; for example: ping
www . fortinet.com. If the name cannot be resolved, the FortiGate unit or PC cannot connect to a DNS server
and you should confirm that the DNS server |IP addresses are present and correct.

13. Confirm that the FortiGate unit can connect to the FortiGuard network.

Once registered, the FortiGate unit obtains antivirus and application control and other updates from the FortiGuard
network. Once the FortiGate unit is on your network, confirm that it can reach FortiGuard.

First, check the License Information widget to make sure that the status of all FortiGuard services matches the
services that you have purchased. Go to your FortiGuard settings and expand Web Filtering and Email
Filtering Options. Select Test Availability. After a minute, the GUI should show a successful connection.

14. Consider changing the MAC address of your external interface (NAT/Route
mode).

Some ISPs do not want the MAC address of the device connecting to their network cable to change and so you
may have to change the MAC address of the Internet-facing interface using the following CLI command:

config system interface
edit

set macaddr

end

end

15. Check the FortiGate bridge table (Transparent mode).

When the FortiGate is in Transparent mode, the unit acts like a bridge sending all incoming traffic out on the other
interfaces. The bridge is between interfaces on the FortiGate unit. Each bridge listed is a link between interfaces.
Where traffic is flowing between interfaces, you expect to find bridges listed. If you are having connectivity issues
and there are no bridges listed, that is a likely cause. Check for the MAC address of the interface or device in
question.

To list the existing bridge instances on the FortiGate unit, use the following CLI command:

diagnose netlink brctl name host root.b

show bridge control interface root.b host.
fdb: size=2048, used=25, num=25, depth=1
Bridge root.b host table

port no device devname mac addr ttl attributes
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[glossary exclude]wanl[/glossary exclude] 00:09:0f:cb:c2:77 88

[glossary exclude]wanl[/glossary exclude] 00:26:2d:24:b7:d3 0

[glossary exclude]lwanl[/glossary exclude] 00:13:72:38:72:21 98

internal 00:1a:a0:2f:bc:c6 6

glossary exclude]dmz[/glossary exclude] 00:09:0f:dc:90:69 0 Local Static
c4:2c:03:0d:3a:38 81
00:09:0£:15:05:46 89
c4:2c:03:1d:1b:10 O
00:09:0f:dc:90:68 0 Local Static

glossary exclude]wanl[/glossary exclude

N W W wE & Wwww
[ B e O TR U T S S o

[ ]

[ ] ]
[glossary exclude]wanl[/glossary exclude]
[glossary exclude]wanl[/glossary exclude]
[glossary_exclude]wan2[/glossary_exclude]

If your device’s MAC address is not listed, the FortiGate unit cannot find the device on the network. Check the
device’s network connections and make sure they are connected and operational.

16. Either reset the FortiGate unit to factory defaults or contact the technical assist-
ance center.

If all else fails, reset the FortiGate unit to factory defaults using the CLI command execute factoryreset.
When prompted, type y to confirm the reset.

Resetting the FortiGate unit to factory defaults puts the unit back into NAT/Route mode.

You can also contact the technical assistance center. For contact information, go to support.fortinet.com.
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Creating security policies

VERSION

Internal Network

Uses Internet policy Web access

N I =
a3 Uses Mobile policy } I ‘ ‘ Web access with web filtering
k=g Internet
Uses Admin policy FortiGate | Full access -
Mobile Device -
SysAdminPC

In this recipe, you will create and order multiple security policies in the policy table, to apply the appropriate policy
to various types of network traffic.

In the example, three IPv4 policies will be configured:

« Intemnet: a policy allowing general Internet access to the LAN

« Mobile: a policy allowing Internet access while applying web filtering for mobile devices|[tippy title="*" class-
s="myclass" showheader="false" width="auto" height="auto"]In this example, a wireless network has
already been configured that is in the same subnet as the wired LAN.[/tippy]

o Admin: a policy allowing the system administrator's PC (named SysAdminPC) to have full access

A fourth policy, the default Implicit Deny policy, will also be used.
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1. Configuring the Internet policy

Go to Policy & Objects > IPv4 Policy
and edit the policy allowing outgoing
traffic. Set Name to /nternet.

Set Service toHTTP, HTTPS, and
DNS.

Ensure that you have enabled NAT. In
order to view the results later, enable
Log Allowed Traffic and select All
Sessions.

Name | Internet |
Incoming Interface | Q lan (] |
Qutgoing Interface | @ wanil [x ] |
Source | B o |
Destination Address | B an (%] |
Schedule ||3 always h |
Services m DNS Q

@ HTTP o

B HTTPS Q
Action DENY

Firewall / Network Options

NAT [ @)
Fixed Port »

IP Pool Configuration RESXeINe0 AR gt sl =l [ se Dynamic IP Pool

Security Profiles

AntiVirus @ J
Web Filter >
IPS @
Web Application Firewall O
SSL Inspection >

Logging Options

Log Allowed Traffic @D | Security Events RIS
Capture Packets e

Cormments

Enable this policy @
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2. Creating the Mobile policy

Go to Policy & Objects > IPv4 Policy
and create a new policy. Set Name to
Mobile.

Set Incoming Interface to lan, Source
Device Type to Mobile Devices (a
custom device group that includes
tablets and mobile phones), Outgoing
Interface to your Internet-facing
interface, and Service to HTTP, HTTPS,
and DNS.

Using a device group will automatically
enable device identification on the lan
interface.

Enable NAT.

Under Security Profiles, enable Web
Filter and set it to use the default profile.
Enable SSL Inspection and and set it to
certificate-inspection to allow HTTPS
traffic to be inspected. Doing this will
enable Proxy Options; set that to use
the default profile.

Enable Log Allowed Traffic and select
All Sessions.
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Name
Incoming Interface
QOutgoing Interface

Source

Destination Address
Schedule

Services

Action

 Mobile

‘OIan

‘ © wanl

Ba
£ Mobile Devices

Ba

‘ always

@l DNs
@ HTTP

@ HrTPRS

000« |0 000 0O

NIl DENY

Firewall / Network Options

NAT O
Fixed Port >

IP Pool Configuration

Security Profiles
AntiVirus

Web Filter

IPS

Use Qutgoing Interface Address

Use Dynamic IP Pool

Web Application Firewall C

Proxy Options

S5L Inspection

Logging Options

Log Allowed Traffic®D | Security Events aBESE00H

Capture Packets @ J

»
© | EZ] default v |
(®

| [57] default v |
[ @] | certificate-inspection - |

Comrments

Enable this policy @



http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/creating-security-policies/2a-mobile-policy.png

3. Defining SysAdminPC

Go toUser & Device > Custom
Devices & Groups and create a new
device. This will identify the system
administrator's PC.

Select an approprate Alias, then set the
MAC Address. Set the appropriate
Device Type.

Alias

MAC Address
Additional MACs
Device Type
Custom Groups

Comments

| SysAdminPC

| 00:1F:16:FA:4B:31

| Click to add...

| =8 Windows PC

| None
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4. Creating the Admin policy

Go to Policy & Objects > IPv4 Policy
and create a new policy. Set Name to
Admin.

Set Incoming Interface to lan, Source
Device Type to SysAdminPC,
Outgoing Interface to your Internet-
facing interface, and Service to ALL.

Enable NAT. Enable Log Allowed
Traffic and select All Sessions.
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Name | Admin |
Incoming Interface ‘ @ lan Q |
Outgoing Interface ‘ @ wanl [x] |
Source ﬁ all [ x ]

EE SysAdminPC ]
Destination Address ‘ Ban (] |
Schedule ‘ always - |
Services ‘ QAL (] |
Action DENY

Firewall / Network Options

NAT O
Fixed Port >

IP Pool Configuration [RUSROMETEA =g E =gatu g2 Use DynamiclP Pool

Security Profiles

AntiVirus
Web Filter
IPS

*N°N°

Web Application Firewall CB
SSL Inspection »

Logging Options

Log Allowed Traffic @D @ Security Events RESSHNS
Capture Packets e J

Comments

Enable this policy @©
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5. Ordering the policy table

Go to Policy & Objects > IPv4 Policy to
view the policy table. Select the By
Sequence view, which shows the
policies in the order that they are used by
the FortiGate.

Currently, the policies are arranged in the
order they were created.

In order to have the correct traffic flowing
through each policy, they must be
arranged so that the more specific
policies are located at the top.

To rearrange the policies, select the
column on the far left (in the example,
Seq.#) and drag the policy to the desired
position, as shown on the right.

6. Results

Browse the Internet using the system administrator's PC, a different PC, and a mobile device.

Go to FortiView > Policies and select
the now view. You can see traffic flowing
through all three security policies.

Right-click on the Admin policy and
select Drill Down to Details.

View the Sources tab to confirm that this
policy is being used exclusively by
SysAdminPC.

Seq# Name From To Source Destination Service Action NAT Security Profiles Log
@ DNs
1 Internet Q lan @ wanl Bal Ban @IHTTP Accept @ Enabled @ Al
@ HTTRS
@ pns
Bal @ &=
2 Mobile @ lan © wanl Ba @IHTTP  + Accept @ Enabled @Al
£ Mobile Devices Ea
@ uTTRS
Bal
3 Admin @ lan @ wanl Ban @ AL + Accept @ Enabled @Al
=2 SysAdminPC
4 ImplicitDeny O any  Oany Ba Dan DAL @ Deny © Disabled|
Seq# Name From To Source Destination Service Action NAT Security Profiles Log
Ba
1 Admin Q@ lan O want Ba @A « Accept @ Enabled [T
22 SysAdminPC
®ons
) Ba m 3
2 Mobile Qlan @ wanl Sa @ HTTP  « Accept @ Enabled Q Al
£% Mobile Devices =
@ HTTPS
@ ons
3 Internet @ lan Q@ wanl Ban Ban QIHTTP o Accept & Enabled S Al
QI HTTPS
4 ImplicitDeny Jany  Oany Ba Ban B A @ Deny O Disabled
Policy Source Interface Destination Interface Bytes (Sent/Received) + Sessions Bandwidth
Admin 3G lan wanl 216MB E 45 1 1 21.31kbps ©
Internet 33 lan wanl 3609kE 0 17 === 688bps 1
Mobile 3 lan wanl 3686kB 1 10 == 129kbps B
Summary of Admin
Policy Name:: Admin
Policy ID': 3
Source Interface : lan
Destination Interface:  wanl
Bytes (Sent/Received): 503.50kB Emm==]
Bandwidth: 2.24kbps
Sessions: 32
Time Period : Realtime
Applications | Sources | Destinations  Countries  Sessions
Source Device Source Interface Bytes (Sent/Received) + Sessions Bandwidth
172.20.12147 =2 SysAdminPC 3G lan 49024 kB 32 1 1 224kbps |

(Optional) Attempt to make an SSL connection to a web server with all three devices. Only the system
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administrator's PC will be able to connect.
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Creating a virtual wire pair

Virtual wire pair allows

access to/from server
- ~—— Internal Network

1]

"h\ -

Internet

A

port4|  isFw

T _FortiGate

Web Server

Router

In this example, you will create a virtual wire pair (consisting of port3 and port4) to make it easier to protect a web
server that is behind a FortiGate operating as an Internal Segmentation Firewall (ISFW). Users on the internal
network will access the web server through the ISFW over the virtual wire pair.

A virtual wire pair consists of two interfaces that have no IP addresses and all traffic received by one interface in
the pair can only be forwarded out the other; as controlled by firewall policies. Since the interfaces do not have IP
addresses, you can insert a virtual wire pair into a network without having to make any changes to the network.

In FortiOS 5.4, virtual wire pair replaces the feature port pairing from earlier firmware versions. Unlike port pairing,
virtual wire pair can be used for a FortiGate in NAT/Route mode, as well as Transparent mode.

47



1. Adding a virtual wire pair

Interfaces used in a virtual wire pair
cannot be used to access the ISFW
FortiGate. Before creating a virtual wire
pair, make sure you have a different port
(in the example, port1) configured to
allow admin access using your preferred
protocol.

Go to Network > Interfaces and select
Create New > Virtual Wire Pair.

Add port3 and port4 add to the virtual wire
pair.

JIf the interfaces you wish to use are part
of a switch, such as the default
lan/internal interface, you will need to
remove them before they can be added to
the virtual wire pair.

Interface Name  port1(08:5B:0E:CF:86:62)

Alias \

Link Status Up ©

Type Physical Interface
Address

Restrict Access

Administrative Access HTTPS PING | FMG-Access || CAPWAP S5H
SNMP RADIUS Accounting FortiHeartBeat
Name ‘ web-server
Physical Interface Members | ) port3 4
© port4 x

Wildcard VLAN o
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2. Adding virtual wire pair firewall policies

Go to Policy & Objects > IPv4 Virtual
Wire Pair Policy and create a policy will
allow users on the internal network to
connect to the server. Give the policy an
appropriate name (in the example,
Network-server-access).

Select the direction that traffic is allowed
to flow (from port3 to port4).

Configure the other firewall options as
needed. In the example, AntiVirus is
enabled to protect the server.

49

Name ‘ Network-server-access
Virtual Wire Pair port3 port4

—

—
Source i all x ‘
Destination Address | 5 all x
Schedule [0 always v
Service AL x
Action DENY
Security Profiles
AntiVirus | @] default A
Web Filter »
DNS Filter »
Application Control
CASI »
Proxy Options [0 default -

-

SSL/SSH Inspection @O | W deep-inspection

Logging Options
Log Allowed Traffic @0 BEEisAa=010 All Sessions
Capture Packets (B

Comments | Write a comment... A a1023

Enable this policy @O
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Create a second virtual wire pair policy
allowing traffic from port4 to exit out of
port3. This policy allows the server to
connect to the Internet, in order to
download updates.

Name ‘ Server-Internet-access

Virtual Wire Pair port3 port4
—

Source i all x ‘
Destination Address [ all x ‘
Schedule [0 always v
Service AL x
Action DENY

Security Profiles

AntiVirus © 3 default v
Web Filter © ) default v
DNS Filter »

Application Control C

CASI »

Proxy Options m default -
SSL/SSH Inspection @O deep-inspection -

Logging Options

Log Allowed Traffic @ All Sessions

Capture Packets (B

Comments | Write a comment... //J 01023

Enable this policy @
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3. Results

To test both virtual wire pair policies, connect to the web server from a PC on the internal network, and also

connect to the Internet from the web server.

Go to FortiView > Policies to see traffic
flowing through both policies.

Policy Source Interface | Destination Interface | Bytes (Sent/Received) &

Server-Internet-access portd
Network-server-access port3

port3
portd

32521kB
106kB |

Sessions

21 T 398kbps

6 1

Bandwidth

Obps
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Limiting bandwidth with traffic shaping

FORTIOS

5.4

VERSION

Shared Shaper

Upload Bandwidth
Limit 200kbps

Internal user
192.168.10.10

Reverse Shaper

Internet

Download Bandwidth
Limit 200kbps

FortiGate

When a particular IP address uses too many resources, you can prevent that IP from consuming your bandwidth
indiscriminately. In this recipe, you learn how to use Traffic Shaping on your FortiGate to limit the bandwidth for a
specific IP address.

This recipe also explains how to configure traffic shaping to set a maximum bandwidth limit for uploads and/or
downloads to 200 kb/s.
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1. Enabling Traffic Shaping

Go to System > Feature Select and
under Additional Features enable
Traffic Shaping.

Two new traffic shaping menus, Traffic
Shapers and Traffic Shaping Policy,
will appear under Policy & Objects.

2. Creating a firewall address

Go to Policy & Objects > Addresses to
define the address you would like to
limit. Select Create New and select
Address from the drop down menu.

Enter a name: limited_bandwidth. Set
Type to IP/Netmask. Set the
Subnet/IP Range to the internal IP
address you wish to limit (in this
example, 192.168.10.10/32. Set
Interface to Any.

Feature Select

Additional Features

Changes €
[ (@] Traffic Shaping ]
@ Traffic Shaping
{ O VolP ]
Edit Address
Name ' limited_bandwidth
Type IP/Netmask
Subnet /1P Range 192.168.10.10
Interface any
Show in Address List O

3. Configuring a traffic shaper to limit bandwidth

Go to Policy & Objects > Traffic
Shapers and select Create New to
define a new shared Traffic Shaper
profile.

Set Type to Shared.

Shared shapers affect upload speeds,
Reverse shapers affect download
speeds, and Per IP shapers affect both
upload and download speeds
simultaneously.

Enter the name limited_bandwidth for your shaper and set the Traffic Priority to Medium.

Edit Traffic Shaper

Type Per-IP
Name limited_bandwidth
Traffic Priority Medium

Max Bandwidth @© 200

Guaranteed Bandwidth @O 100

DSCP C» 000000

Kb/s
Kb/s
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Setting a Traffic Priority will only have an impact if you have enabled Traffic Shaping in ALL your other Internet
access policies using the same two interfaces. There must also be some variation, for example you will not see
any differences while all policies are set to the default setting (High).

Select Max Bandwidth and enter 200 kb/s (0.2 Mbps). If you would like to set a Guaranteed Bandwidth
make sure the rate is lower than the Max Bandwidth. Apply your changes.

By default, shared shapers apply
shaping by evenly distributing the
bandwidth to all policies using it. You
can also enable Per Policy shaping to
apply shaping individually to each
policy. Right-click your new limited_
bandwidth shaper, and select Edit in
CLI from the drop down menu.

Enter the following CLI commands:

set per-policy enable
end

Now that Per Policy shaping is enabled,
edit your limited_bandwidth shaper and
set Apply Shaper to Per Policy.

Now, each security policy using this
shaper will have the same distribution of
bandwidth, regardless of the number of
policies using the shaper. In this
example, 200 kb/s (0.2 Mbps) each.

Name Type Guaranteed Bandwidth (Kb/s) Max Bandwidth (Kb
guarantee-100kbps Shared 100 1048576
high-priority Shared 0 1048576
limited_bandwidth =, ———== 200
low-priority F‘" Edit 1048576
medium-priority | >— EAiEINCLL 1048576
shared-1M-pipe | Il Clone 1024

Tay Delete
Clear Counters
|da Show in FortiView
Edit Traffic Shaper
Type M Per-IP
Name limited_bandwidth
Apply shaper All policies using this shaper

4. Verifying your Internet access security policy

Go to Policy & Objects > IPv4 Policy
and look at your general Internet access
policy. Take a note of the Incoming
interface, Outgoing interface, Source
and Destination.

If necessary, edit your policy and ensure
that Logging Options is set to All
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Seq.# Name From To
1 Internet_access ) lan © wan1l
2 Implicit Deny O any O any

Source

=] all

& all

Destination
=l all

& all



http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/trafficshaping-limit-bandwidth-54/3b.png
http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/trafficshaping-limit-bandwidth-54/3c.png
http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/trafficshaping-limit-bandwidth-54/4a_securitypolicies.png

Sessions for testing purposes.

4. Create two Traffic Shaping Policies

Go to Policy & Objects > Traffic
Shaping Policy and select Create New
to create a shaping policy that will set
regular traffic to high priority.

Under Matching Criteria, set Source,
Destination, Service to match your
Internet Access policy.

Under Apply Shaper, set the Outgoing
Interface to match your Internet Access
policy and enable Shared Shaper and
Reverse Shaper. Shared Shapers
affect upload speeds and reverse
shapers affect download speeds. Set
both shapers to high-priority.

Select Create New to create a second
traffic shaping policy that will affect the
IP address you wish to limit.

Under Matching Criteria, set Source to
limited_bandwidth. Set Destination
and Service to ALL. Apply the shaper to
the same Outgoing Interface. Enable
Shared Shaper and Reverse Shaper
and set both shapers to limited_
bandwidth.

Edit Shaping Policy

Matching Criteria

Source ‘ B al X
Destination ‘ B al %
Service ‘ @IALL x

Application Category ‘

Application

URL Category

Apply shaper

Outgoing Interface | @ wan1l

Shared Shaper @ | high-priority

Reverse Shaper @ | high-priority

Per-IP Shaper (B
Enable this policy @O

Matching Criteria

Source ‘E limited_bandwidth x |
Destination Bal x|
Service ALL X |
Apply shaper

Outgoing Interface |  wani

Shared Shaper @ | |imited_bandwidth

Reverse Shaper @ | limited_bandwidth

Enable this policy @O
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Order your traffic shaping policies so
that your more granular limited_
bandwidth policy is above your general
high-priority Internet access policy.

Click on the far left column of the policy
and move it up or down to change the
sequence order.

5. Results

When a computer with the IP you have
specified, 192.168.10.10, browses the
Internet from your internal network, its
bandwidth will be restricted by the
amount you set in your shaper.

Go to FortiView > Sources to view
traffic, and use the search field to filter
your results by the Source IP
(192.168.10.10).

Go to FortiView > Traffic Shaping to
view the current bandwidth usage for

any active shapers. Users on the local
network will have high-priority traffic.

ID | Seq.#

Source Address Destination QOutgoing Interface Shared Shaper Reverse Shaper

14 1 * limited_bandwidth e all * wanl limited_bandwidth limited_bandwidth
2 2 o all e all * wanl high-priority high-priority
3 * none * none Priority: medium

o Source: 192.168.10.10 Add Filter

~ |§ v mt':minutes 1hour 24hours = &

Sessions Bandwidth
34 ) 199.31 kbps T

Source Device

192.168.10.10

Bytes (Sent/Received) &
590MB

Shaper Bytes (Sent/Received) & Sessions
high-priority 17534MB | ] 96 1
limited_bandwidth 149.87MB  mmmmmmm— 21

Bandwidth + Dropped Bytes =
1 5.54Mbps Emmm—— 0B
192.37kbps 394MB  EE—

The IP address you have specified will receive limited-bandwidth treatment and may experience dropped
bytes. Your limited-bandwidth shaper should not exceed 200kbps. Note that the results show the Bytes
(Sent/Received) in Megabytes (MB) and the Bandwidth in kilobits per second (kbps).
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You can also view these results ina —~
bubble graph by changing the graph type ~
in the drop down menu. Sort by
Bandwidth to verify that your regular
traffic is using more bandwidth.

Add Filter 19 ~| %
Sort By: | Bandwidth 3]

You can also double-click on either

i i € | TrafficShaper: limited_bandwidth Add Filter v %
shaper to see more granular information. Summary of limited_bandwidth
Select the Destinations tab to see )
i ) X Bytes (Sent/Received): 2.61MB
which websites are using up the most
. Bandwidth : 230.06 kbps
bandwidth.
Dropped Bytes: 2.37MB T
Sessions : 176
Time Period : Realtime

Sources Destinations Applications Policies Sessions

W

Sort By: | Bandwidth
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Managing FortiSwitches with a FortiGate

Manage up to 16 FortiSwitches from the FortiGate web-based manager or CLI. You can create and assign VLANs
and configure port information. The connection between the FortiSwitch and the FortiGate is called a FortiLink.

Prerequisites

A. Connect a cable from any FortiSwitch port to an unused internal port on the FortiGate.

1. If necessary, enable the port for FortiLink auto-discovery (using the FortiSwitch CLI).
-> |n general, the last four copper ports on the FortiSwitch are enabled for auto-detect by default.
Refer to the documents below for specific details.

B. You may need to enable the Switch Controller using the FortiGate web-based manager.
1. Goto System > Config > Features.
2. Tumn on the WiFi & Switch Controller feature.
3. Select Apply.

C. This recipe is applicable to FortiSwitchOS 3.3.0 and above.

Procedure

From the FortiGate web-based manager:

Go to System > Network > Interfaces and edit the new FortiLink port.

Set Addressing mode to Dedicate to Extension Device.

Select OK.

Go to WiFi & Switch Controller > Managed Devices > Managed FortiSwitch.

-> This page displays the faceplate for each managed FortiSwitch. The FortiLink for the new managed
switch will display as a dashed line (FortiLink connection not established).

-> After a short delay (while FortiGate sets up the connection), the FortiLink displays as a solid line
(FortiLink established). For smaller FortiSwitch models, such as FS-108D-POE, the delay may be up to 3
minutes.

Ao =

Notes

1. InFortiOS 5.4, new FortiLink features include:
a. POE configuration from the FortiGate.
b. Link Aggregation Group (LAG) support for Fortilink.
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c. Auto-detect the switch FortiLink ports
d. Improved user interface for Managed FortiSwitches, switch ports and VLANs.
2. Referto the document below to see the FortiSwitch and FortiGate models that support FortiLink.

For additional information, see Managing
FortiSwitch with a FortiGate (FortiOS 5.4),

which is also available in the FortiOS 5.4
Handbook.
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Security

This section contains information about using a FortiGate’s security features, including antivirus, web filtering,
application control, intrusion protection (IPS), email filtering, and data leak prevention (DLP). This section also
includes information about using SSL inspection to inspect encrypted traffic.

AntiVirus

« Sandboxing with FortiSandbox and FortiClient

DNS Filtering

« Protection from Botnet C&C attacks

Endpoint Control

« Enforcing network security using a FortiClient Profile

SSL Inspection

« Why you should use SSL inspection

« Preventing certificate warmnings

Web Application Firewall

« Protecting web applications

Web Filtering

« Sandboxing with FortiSandbox and FortiClient
« Troubleshooting web filtering

Security



Sandboxing with FortiSandbox and FortiClient

Suspicious File

T P |

/OO0 —
[ | ll.l'f'L'Ji'j,lL')_m
e ,I:.J(_)J:Ia, | |
o l'[‘!ﬂ.l'fi);E-},"l [Jl,ll o | Oy f |'II

5 o
O.'U(“J'J'[mjf

Windows PC PC Quarantined
running FortiClient by FortiClient

In this recipe, you will set up sandboxing to send suspicious files to a FortiSandbox Appliance for further
inspection. The FortiSandbox tests the files for threats that can get past other detection methods using a variety of
virtual machines (VMs).

You will also configure your FortiGate to automatically receive signature updates from FortiSandbox and add the
originating URL of any malicious file to a blocked URL list. Finally, you will configure FortiClient to use extended
scanning that includes FortiSandbox.

This feature is currently only available in FortiClient 5.4 for Windows.

This recipe was tested using FortiOS 5.4 Beta 4, FortiSandbox 2.1.0, and FortiClient for Windows 5.4 Beta 2.
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1. Connecting the FortiSandbox

Connect the FortiSandbox to your Port 1 Port 1
FortiGate as shown in the diagram, so 172.20.121.2 (admin port)
that port 1 and port 3 on the FortiSandbox I I ‘
are on different subnets.
FortiGate Port 15 Port 3 | FortiSandbox
172.20.120.2 (outgoing port)

FortiSandbox port 3 is used for outgoing communication triggered by the execution of the files under analysis. It
is recommended to connect this port to a dedicated interface on your FortiGate (in the example, port 15), to
protect the rest of the network from threats currently being investigated by the FortiSandbox.

FortiSandbox port 3 must be able to

connect to the Internet. On the FortiGate, | Name | FortiSandbox-Internet |

goto Policy & ijects > IPv4 Pollcy Incoming Interface © portl5 O

and create a policy allowing connections

from the FortiSandbox to the Internet Outgoing Interface © wan1l ()

(using the isolated interface on the .

FortiGate mentioned above). Source = all ©
Destination Address | I3 all ()
Schedule alwa?-s -
Services @ ALL (%]
Action lsslaym DENY

On the FortiSandbox, go to System > I S A S

Network > Static Routing and add F 0.0.0.0/0.0.0.0 172.20.120.2 port3

Statlc routes for both por[ 1 and port 3 | 172.20.0.0/255.255.0.0 172.20.121.2 portl

The static route for port 3 must have the
Destination/IP Mask 0.0.0.0/0.0.0.0,
while port 1 is assigned the
Destination/IP Mask for traffic in the
local network.
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Once the FortiSandbox has access to
the Internet through port 3, it will begin to
activate its VM licenses.

Before continuing with this recipe, wait
until a green arrow shows up beside
Windows VM in the FortiSandbox’s
System Information widget, found at
System > Status. This indicates that the
VM activation process is complete.

+ System Information £ O X

HA-Cluster Status

Host Name

Serial Number

System Time

Firmware Version
System Configuration
System Utilities Version

Current Administrator

Standalone

FSA1KD3A14000118 [Change]
FSA1KD3A14000118

Wed Aug 26 14:43:33 2015 EDT [Change]
v2.10,build0D81 (GA) [Update]

Last Backup: 2015-0B-25 16:58 [Backup/Restore]
02001.00078 [Update]

admin

Uptime 0 day(s) O hour(s) 8 minute(s)
I'WTndows VM [+] I

Microsoft Office /8, [Upload License]

VM Internet Access [+]

FDN Download Server [+]

Cloud Server [+]

Web Filtering Server (+]

Antivirus DB Contract NfA

Woeb Filtering Contract MN/A

Shutdown / Reboot

Reboot
Shutdown

2. Enabling Sandbox Inspection

On the FortiGate, go to System > Config
> FortiSandbox. Select Enable
Sandbox Inspection and select
FortiSandbox Appliance.

Set the IP Address (in the example,
172.20.121. 128) and enter a Notifier
Email, where notifications and reports

FortiSandbox Settings

Enable Sandbox Inspection @

FortiSandbox Type @ WZliElslser g ==l FortiSandbox Cloud

|P Address

Notifier Email

117220121128 | Test Connectivity

| admin@example.com

will be sent.
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If you select Test Connectivity, the
Status shows as Service is not
configured because the FortiGate has
not been authorized to connect to the
FortiSandbox.

On the FortiSandbox, go to File-based
Detection > File Input > Device. Edit
the entry for the FortiGate.

Under Permissions, enable Authorized.

On the FortiGate, go to System >
FortiSandbox and select Test
Connectivity. The Status now shows
that Service is online.

Security

Test FortiSandbox Connectivity B
FortiSandbox Server 0.0.0.0
Status
Service is not configured.
Return
Device Status
Serial Number: FG100D3G12812324
Alias: FG100D3G12812324
1P: 172.20.121.46
Status: [+]
Last Modified: 2015-08-26 14:44:25

Last Seen:

Permissions

2015-08-26 14:46:56

Authorized:

New VDOMs Inherit Authorization:

Last Changed 2015-08-26 10:09:03

Test FortiSandbox Connectivity B

FortiSandbox Server

Status

172.20.121.128

Service is online.

Return
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3. Configuring sandboxing in the default AntiVirus profile

Go to Security Profiles > AntiVirus and
edit the default profile.

Under Inspection Options, enable both
Send Files to FortiSandbox Appliance
for Inspection and Use FortiSandbox
Database.

If FortiSandbox discovers a threat, it
creates a signature for that file that is
added to the FortiGate’s AntiVirus
signature database.
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25/255
Comments | Scan files and block viruses. //J

Inspection Mode | Proxy RalllgsEH=

Scan Mode Quick m
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Inspection Options

Treat Windows Executables in Email Attachments as Viruses

Send Files to FortiSandbox Appliance for Inspection O

Use FortiSandbox Database @ O

Include Mobile Malware Protection O
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4. Configuring sandboxing in the default Web Filter profile

Go to Security Profiles > Web Filter
and edit the default profile.

Under Static URL Filter, enable Block
malicious URLS discovered by
FortiSandbox.

If the FortiSandbox discovers a threat,
the URL that threat came from will be
added to the list of URLs that will be
blocked by the FortiGate.

Name default

Comments

A 224255

| Default web filtering.

(3 FortiGuard category based filter
(3 Allow users to override blocked categories

B SearchEngines
Enforce 'Safe Search’ on Google, Yahoo!, Bing, Yandex ()

YouTube Education Filter @ ]
Log all search keywords »

& Static URL Filter

Block invalid URLs »
URL Filter »
Block malicious URLs discovered by FortiSandbox @
Web Content Filter »

5. Configuring sandboxing in the default FortiClient profile

Go to Security Profiles > FortiClient
Profiles and edit the default profile.

Under AntiVirus, enable Realtime
Protection, then enable Scan
Downloads, followed by Scan with
FortiSandbox. Enter the IP of the
FortiSandbox.

Decide if you want to wait for
FortiSandbox results before sending files
to the PC running FortiClient, orif you
want downloaded files to be sent at the
same time as they are being scanned by
FortiSandbox.

Security

Profile Name default
Comments | Write a comment... A 055
On-Net Detection By Address | Click toadd... v
Security VPN Advanced Maobile
© AntiVirus @
Realtime Protection
Scan Downloads @ [ o
Scan with FortiSandbox ©
FortiSandbox IP | 172.20.121.128
Wait for FortiSandbox results @ €@
Use FortiSandbox signatures ® ©
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Enable Use FortiSandbox signatures
to make sure new virus signatures and
blocked URLs from the FortiSandbox are
added to FortiClient's databases.

This profile will be pushed to any device running FortiClient that is registered to your FortiGate. These settings
can also be configured from within FortiClient's AntiVirus settings.

6. Applying AntiVirus and Web Filter scanning to network traffic

GO to Pollcy & Objects > IPV4 P0||cy Sea# Name From To Source | T Destination | T Schedule | T Service | T Action NAT Security Profiles
and view the po||Cy list. If a po||cy has 1 LAN-Internet © fan Owint  Fa  Bal [Gaways AL v Accept @ Enabled
AntiVirus and web filteri ng Scanning 2 wiF ShortinetWF)  Qwant  Eal  Bal [Gaways AL  « Accept @ Enabled

3 FortiSandbox-internet  © port15 Owant  @al Bl [Gaways @ALL  + Accept @ Enabled

applied, the profiles will be listed in the

4 Implicit Deny O any O any Dan Pan [0 always ALL @ Deny

Security Profiles column.

If scanning needs to be added to any Security Profiles

security policy (excluding the Implicit ANTIVIRUS PROFILE (1)
Deny policy) select the + button in the + U default
Security Profiles column f.or.that poll?y, © WEB FILTER PROFILE (2)
then select the default AntiVirus Profile,
the default Web Filter Profile, the EE] default
appropriate Proxy Options, and the EZ] monitor-all
deep-in.spectio.n profile for SSL DNS FILTER PROFILE (1)
Inspection Options (to ensure that
encrypted traffic is inspected). Then [ default
select OK. APPLICATION CONTROL (3)
I3 block-p2p
I3 default

B3 monitor-p2p-and-media
PROXY OPTIONS (1)

default
SSLINSPECTION OPTIONS (2)
certificate-inspection
deep-inspection

Cance
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7. Results

If your FortiGate discovers a suspicious
file, it will now be sent to the
FortiSandbox. To view information about
the files that have been sent on the
FortiGate, go to FortiView >
FortiSandbox to see a list of file names
and current status.

You can also view results on the
FortiSandbox by going to System >
Status and viewing the Scanning
Statistics widget.

There may be a delay before results
appear on the FortiSandbox.

Open FortiClient using a Windows PC on
the internal network. Make sure it is
registered to your FortiGate.

Go to AntiVirus > Realtime Protection
Enabled and edit the settings. You will
see that the Realtime Protection
settings match the FortiClient Profile
configured on the FortiGate. These
settings cannot be changed using
FortiClient.

On the FortiGate, go to Monitor >
FortiClient Monitor. Select the
FortiClient device, then select
Quarantine.

Security

2 [ AddFilter IEEX source  Sminutes 1hour
Source File Name Status © Submitted

vickimartin (192.168.200.110) Breakpoints.js [ CEn T 10/02/201509:40.00
vickimartin (192.168.200.110) Corp_Reverb.css [ GEn T 10/02/201509:40:00
vickimartin (192.168.200.110) FortiOS%205.2%20CLI_sxjs [GE  10/02/2015 09:40:00
vickimartin (192.168.200.110) Languagejs [ CERT  10/02/2015 09:40:00
vickimartin (192.168.200.110) MadCapAlljs [ GEn  10/02/201509:40:00

in (192.168.200.110) i [ GEn T 10/02/201509:40:00
vickimartin (192.168.200.110) Tocjs [GE  10/02/2015 09:40:00
vickimartin (192.168.200.110) Toc_Chunké js [ CERT  10/02/2015 09:40:00
vickimartin (192.168.200.110) Web.css [ GEn ) 10/02/201509:40:00

+ Scanning Statistics - Last 24 Hours £ X

Scanning Files Statistics in Last 24 Hours

Rating Sniffer Device(s) On Demand Network All
Malicious 0 0 i i 0
Suspicious - High Risk 0 0 0 0 0
Suspicious - Medium Risk 0 0 0 0 0
Suspicious - Low Risk 0 0 0 0 0
Clean 0 35 0 0 35
Other 0 0 0 0 0
Processed o 35 [ [ 35
Pending o o [ [ o
Processing o o o o o
Total o 35 [ [ 35

Realtime Protection >

Scan files as they are downloaded or copied to my system
Scheduled Scan

Extended scanning using FortiSandbox
Exclusion List

7220121128

FortiSandbox |P address:

[¥] Wait for FortiSandbox results before allowing file access

Identify malware & exploits using signatures or URLS
received from FortiSandbox

@ Block © unregister | £ Refresh ‘ Q search
Status FortiClient Profile Device 0s
Windows PC (1)
@ Registered - On-Net

default = 'WIN-A32AKMQMAIE (2 interfaces) Windows / 7 Service Pack 1
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The PC is now quarantined by FortiClient
and cannot connect to the Internet or
other network devices.

A message appears in FortiClient, telling
the user to contact the system
administrator.

FortiClient cannot be shutdown on the
PC. It can also not be uninstalled or
unregistered from the FortiGate.

2 Refresh QSearch
Status FortiClient Profile Device
Windows PC (1)
default 22 WIN-A32AKMQMAIE (2 interfaces)

0s

‘Windows /7 Service Pack 1

Quarantined

system has been quarantined by FortiGate FG100D3G12

(192.168.100.99:8013).

Contact your system administrator for assistance.

If the PC had downloaded a suspicious file that the FortiSandbox determined was malicious, quarantine would

be applied automatically.

The quarantine can only be released from the FortiClient Monitor on the FortiGate.
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Protection from Botnet C&C attacks

FORTIOS

5.4

VERSION

FortiGuard Botnet C&C
DNS Filter Database
Profile

T e

— Internet
Fo rtI_Gate M

Static Domain Filter
(Allowed/
Monitored/Blocked)

Internal Network

This recipe uses a new FortiGuard feature: the Botnet C&C (command and control) database to protect your
network from Botnet C&C attacks.

For this recipe, you will create a new DNS Filter Profile called Botnet&Facebook, block access to all known C&C
addresses, and block access to the Social Networking FortiGuard category. In addition, you will enhance this with
a Static Domain Filter in order to block access to www.facebook.com, and all of its affiliated subdomains.

For this recipe to work, your device must be licensed for the FortiGuard Web Filtering service. DNS filtering is only
available when Inspection Mode is Proxy-based.

A video of this recipe is available here.
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1. Enabling the DNS Filter Security Feature

Go to System > Feature Select, and
enable DNS Filter under Security
Features. Select Apply.

& DNSFilter

2. Creating the DNS Filter Profile and enabling Botnet C&C database

Go to Security Profiles > DNS Filter,
and create a new profile called
Botnet&Facebook.

Right-click and block the Social
Networking category from the
FortiGuard category based filter table.

Under Options, enable Block DNS
requests to known botnet C&C.

Security

Name Botnet&Facebook
Comments y
FortiGuard category based filter

Show | @ All

------ @ Personal Websites and Blogs
------ @ Political Organizations

------ @ Real Estate

------ @ Reference

;- @ General Interest - Business

221255

Options

Block DNS requests to known botnet C&C @
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3. Configuring Static Domain Filter in DNS Filter Profile

In the DNS Filter Profile, enable Domain
Filter under Static Domain Filter. You
will now be able to add domains of your
choosing.

Select Create and enter
* facebook.com.

Set Type to Wildcard, and set Action to
Block. Make sure Status is enabled.
This will block access to Facebook, and
all its other affiliated subdomains.
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Static Domain Filter

Domain Filter @O

== Create  [#] Edit

[ Delete

Action Status

Type

Mo matching entries found

Domain

Edit Domain Filter

Domain *.facebook.com

Type Simple = Reg. Expression
Action Allow = Monitor

Status O

OK Cancel
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4. Creating a DNS Filtering firewall policy

Go to Policy & Objects > IPv4 Policy,
and create a firewall policy that allows

Name | internall |
Internet access.
. ] Incoming Interface int 1 {lan1
Set Incoming Interface to the internal & | © internal (lan1) © |
interface and set Outgoing Interface to Outgoing Interface | © wan [x] |
the external interface. Source | B al o |
Set Source to all and set Destination Destination Address | B al o |
Address toall.
] Schedule ||3 always v |
Set Schedule to always, set Services ]
to ALL, and make sure NAT is enabled. Services | G ALL (% |
Action flelelSu M DENY | IPsec
Firewall / Network Options
NAT O
Under Security Profiles, enable DNS . .
Filter and select the Botnet&Facebook Security Profiles
DNS Filter profile — this will AntiVirus »
automatically enable Proxy Options.
Y Xy op Web Filter >
DNS Filter © | B Botnet&Facebook -
Application Control OB
IPS >
DLP Sensor >
Proxy Options 0 default -
SSL/SSH Inspection CB
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5. Results

To confirm that the DNS Filter Profile has | [seqs| 7 name| T source| T bestination| T schedute | T service| T Action| T NaT | T security profies | T Log Bytes

H H [l 1an1-wan(1-1)
been added’ gO tO POIlcy & ObJeCts > 1 internall  an Ban [Gaways AL Accept @ Enabled [ e | U UTM 67.68 MB
IPv4 Policy. The policy will now have the

DNS filter icon in the Security Profiles
column.

To confirm that the filter is working
correctly, open a browser and attempt to
browse to www.facebook.com. The
DNS request will be blocked.

This webpage is not available

Details
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To confirm that the known Botnet C&C
feature is working correctly, browse to a
known Botnet site — the example is
nateve.us. Again, the DNS request will
be blocked.

Note that the blocked pages may look
different on other web browsers.

Security

This webpage is not available

Details
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Enforcing network security using a FortiClient Profile

Unregistered Device
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= Internet
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/(- _ FortiGate
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o ﬁ% AntiVirus
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- s

Registered Device Exchange_&'verver

In this recipe, you will learn how to enforce a FortiClient Profile on an internal network such that only internal
devices registered with FortiClient can access the Internet and the corporate network. You will edit the default
FortiClient Profile to enforce realtime antivirus protection and malicious website blocking.

This recipe requires you to enable FortiHeartBeat on a FortiGate interface. When you enable FortiHeartBeat on an
interface, the option to enforce FortiClient registration becomes available. Devices connecting to that interface are
forced to register to the FortiGate and install FortiClient before getting access to network services.

FortiGates come with a free FortiClient license allowing a limited number of devices to register to the FortiGate
and download FortiClient. Your FortiGate gets the latest version of FortiClient for Mac and for Windows from
FortiGuard. When devices register with the FortiGate they download and install one of these copies of FortiClient.
You can see the status of your FortiClient licensing and purchase additional FortiClient licenses from the License
Information Dashboard Widget.

This recipe was tested using FortiClient version 5.4.

A video of this recipe is available here.

Security 76


http://cookbook.fortinet.com/enforcing-network-security-with-a-forticlient-profile-5-4-video/

1. Enabling endpoint control on the FortiGate

On the FortiGate, go to System >
Feature Select and make sure that
Endpoint Control is enabled.

[ @ Endpoint Control

@

2. Enforcing FortiClient registration on the internal interface

Go to Network > Interfaces and select
the internal interface.

Under Restrict Access, enable
FortiHeartBeat.

Under Admission Control, enable
Enforce FortiHeartBeat for all
FortiClient.

You can also Exempt Sources and/or
Exempt Destinations/Services. If you
were to exempt a source device, that
device would not require FortiClient
registration to access network services
orthe Intemnet.

Restrict Access

Administrative Access HTTPS PING [0 FMG-Access [ CAPWAP SSH
[ SNMP [ RADIUS Accounting FortiHeartBeat

Admission Control

Security Mode | None v ‘

|Enforce FortiHeartBeat for all FortiClients [ (@]

Exempt Sources

Exempt Destinations/Services

3. Configuring the FortiClient Profile

Configuring a FortiClient Profile allows you to control the security features enabled on the registered endpoint.

The profile is automatically downloaded to FortiClient when it registers to the FortiGate.

You can add additional FortiClient Profiles to define exceptions to the default profile. The configuration of the
exception profiles includes devices, users, or addresses to which the exception applies.

Security
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Go to Security Profiles > FortiClient
Profiles and edit the default profile to
provide realtime antivirus protection that
scans files as they are downloaded or
copied to the device, block malicious
websites and block attack channels.
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Edit FortiClient Profile

Profile Name default

Comments | Write a comment...

| /255

On-Net Detection By Address | Click to add...

Security VPN Advanced Mobile

@© AntiVirus @

Realtime Protection O
Scan File Downloads €@ @
Scan with FortiSandbox (B
Block malicious websites @O

Block attack channels €@ @

Scheduled Scan @ J
Excluded Paths »
@ Web Filter €

(@ Application Firewall €
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4. Results

In this image, an internal device has
FortiClient installed but not registered
with a FortiGate. This is indicated by the
Attention banner, and also because the

option to Register Endpoint is available.

When a user on this device attempts to
browse the Internet, an Endpoint
Security Required page appears
instructing the user to install and register
endpoint security in the form of
FortiClient.

Security

] — s

File Help

FEERTINET.

ention

(]

AntiVirus
il Realtime Protection Disabled

Web Security
h Web Security Disabled

W Realtime Protection Disabled ¥
File
Ext

based malware scanning

d scanning using FortiSandbox
' Block malicious websites

v Block known attack communication channels

—_
g Remote Access Qly Status
e VN Eennsdsd + Database is Up To Date
Updating...
» 0 Threats Detected

+ Mo Scan Scheduled

Q Last Scan: Never Scanned

W
4

F::RTINET

Powared by FortiGuard

Endpoint Security Required
The use of this security policy requires that the latest FortiClient Endpeint Security software
and antivirus signature package are installed.
Please make sure:
1. FortiClient is installed and running,

2. FortiClient is registered with FortiGate and currently in "online" status, and
3. the "Disable configuration sync with FortiGate" option in FortiClient settings is turned off.

Installing FortiClient requires that you have administrator privileges on your computer. If you do
not, please contact your network administrator to have FortiClient installed.

Installation Instructions for Windows:
1. Click on the button below to download the FortiClient installer file.

2. Double-click the installer file and this will run a standard installation.
3. Follow the instructions on screen to install FortiClient.

@ Download
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A download link is provided at the bottom
of the page. When the user clicks on this
link, the FortiGate responds with a
download of the latest FortiClient
software.

Similarly, since the device requires a
registered FortiClient to access network
services, internal servers (such as
Exchange mail servers) will also be
blocked, unless otherwise exempted—
see Step 2.

Opening FortiClientinstaller-Windows-Enterprise-5.4.0.exe *

You have chosen to open:

[%] FortiClientinstaller-Windows-Enterprise-5.4.0.exe

which is: Binary File (481 KB)
from: http://10.11.12.13:8009

Would you like to save this file?

coca

(’ﬁ‘j There is a problem with the proxy server's security certificate,
S The security certificate is not from a trusted certifying authority.

Outlock is unable to connect to the proxy server exch-cas.fortinet.com.
(Error Code 18).

By comparison, a registered device appears below. The device shows as registered, with a lock icon next to the

device name in the upper right corner.
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FortiClient should automatically attempt
to register to the nearest FortiGate,
provided that FortiHeartBeat has been
enabled and registration enforced.

A user on this device can verify their
registration status by clicking on the
device name.

£28 FortiClient - Interim Build — >
File Help
FiERATINET.
by FortiClient
Ws &
o . Titus ¢ close
Antivirus &4 Realtime L Hostname: v7
Realtime Protection Ensbled - Domain: N/A
« File-bag =) -
SM: FWF60D4615016384
Extendg IP:10.11.12.13
Remote Access « Blockm Unreqister
A Mo VPN Connected
""' 1 & Blockkt Show Remembered FortiGate/ENS
FY
QF/I Status
+ Databaseis Up To Date
1 + Last Update: 2016-01-08
» 0 Threats Detected
| + Mo Scan Scheduled
Q Last Scan: Never Scanned Scan Now ™

FortiClient displays the device's On-Net/Off-Net status, Hosthame, Domain, registered FortiGate's serial

number (SN), and IP address.

Upon registration, the FortiGate updates
the FortiClient configuration to match the
FortiClient Profile and downloads the
latest FortiGuard antivirus database to
the device.

You can verify that the registered
configuration update matches the
FortiClient Profile.

Security

W Enrtl'CIie nt

onfiguratic

n\f/ ' Realtime Protection Enabled L
" File-based malware scanning
Extended scanning using FortiSandbox

&' Block malicious websites

" Block known attack communication channels
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Depending on the FortiClient Profile, the
user may also have the option to
Unregister the device. This can be
disabled on the FortiGate in Security
Profiles > FortiClient Profiles, under the
Advanced tab.

The registered device can now access
corporate network services and browse
the Internet.
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Edit FortiClient Profile

Profile Name default

Comments Nrite a comment... o255

On-Net Detection By Address Click to add... v
Security VPN Advanced Mobile

Install CA Certificates »

Disable Unregister Option O

Upload Logs to FortiAnalyzer »

FortiManager updates €9 @ )

Dashboard Banner »

Client-based Logging when On-Net €@ (B
Single Sign-on Maobility Agent @

= @ 8
425 Network Security, Enterpri.. ¥ +

€ www fortinet.com @ || Q search + & W B

Resources  Customers FortiGuard Senvices

F::RTINET

PRODUCTS  SOLUTIONS ~ SERVICES & SUPPORT  TRAINING ~ PARTNERS ~ CORPORATE

Get.End-to-End Security with
Advanced Threat Protection

LEARN MORE

Securing Your Network with

» Advanced Threat Protection » Next Generation Firewall

» Data Center Firewall » Public Cloud Computing

= |nternal Segmentation Firewall = SDN & Network Virtualization
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To verify the status of the endpoints on
the FortiGate, go to User & Device >
Device List.

Note that this list also includes
unregistered endpoints and any other
connected device.

E internal @ (4)

2 & Mac(1)
@ Offline @ drs 10.11.12.103 MacOSX
= =& Windows PC (3)
[E] Registered - Online - On-Net 5= abristow-PC abristow 10.11.12.101 Windows /7 Service
(@) Registered - Online-On-Net S v7 (4 interfaces) Titus 10.11.12.100 Windows /10
@ Online = WIN-DNVK2JCJKRO 10.11.12.102 Windows8.1/2012

By default, this list shows On-Net/Off-Net Status, endpoint Device (Hostname and device name), endpoint IP
Address, and the device's operating system (OS).

To view only the status of FortiClient
connections, go to Monitor > FortiClient
Monitor.

The FortiClient monitor shows both
registered and unregistered FortiClients,
including On-Net/Off-Net status.

E internal @ (2)

& () Registered - Online - On-Net (2)
= abristow-PC abristow 10.11.12.101 (fortinet-us.com) 5.4.0 Microsoft Windows 7
2= v7 (4 interfaces) Titus 10.11.12.100 5.4.0 Microsoft Windows 10

For further reading, check out the

FortiClient 5.4 Administration Guide.

Security
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Why you should use SSL inspection
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Most of us are familiar with Hypertext Transfer Protocol Secure (HTTPS) and how it protects a variety of activities
on the Internet by applying Secure Sockets Layer (SSL) encryption to the web traffic.

The benefits of HTTPS are obvious, as encryption keeps your private data safe from prying eyes. However, there
are risks associated with its use, since encrypted traffic can be used to get around your normal defenses.

For example, you might download a file containing a virus during an e-commerce session. Or you could receive a
phishing email containing a seemingly harmless downloader file that, when launched, creates an encrypted
session to a command and control (C&C) server and downloads malware onto your computer. Because the
sessions in these attacks are encrypted, they might get past your network's security measures.

To protect your network from these threats, SSL inspection is the key your FortiGate uses to unlock encrypted
sessions, see into encrypted packets, find threats, and block them. SSL inspection not only protects you from
attacks that use HTTPS, but also from other commonly used SSL-encrypted protocols, such as SMTPS, POP3S,
IMAPS, and FTPS.
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Full SSL inspection

To make sure that all SSL encrypted content is inspected, you must use full SSL inspection (also known as deep
inspection). When full SSL inspection is used, the FortiGate impersonates the recipient of the originating SSL
session, then decrypts and inspects the content. The FortiGate then re-encrypts the content, creates a new SSL
session between the FortiGate and the recipient by impersonating the sender, and sends the content to the
sender.

When the FortiGate re-encrypts the content it uses a certificate stored on the FortiGate. The client must trust this
certificate to avoid certificate errors. Whether or not this trust exists depends on the client, which can be the
computer's OS, a browser, or some other application, which will likely maintain it's own certificate repository. For
more information about this, see the recipe Preventing certificate warnings.

There are two deployment methods for full SSL inspection:
1. Multiple Clients Connecting to Multiple Servers:

« Uses a CA certificate (which can be uploaded using the Certificates menu).
« Typically applied to outbound policies where destinations are unknown (i.e. normal web traffic).
« Address and web category whitelists can be configured to bypass SSL inspection.

2. Protecting SSL Server

« Uses aserver certificate (which can be uploaded using the Certificates menu) to protect a single server.
« Typically used on inbound policies to protect servers available externally through Virtual IPs

« Since this is typically deployed “outside-in” (clients on the Internet accessing server(s) on the internal side
of the FortiGate), server certificates using the public FQDN of the server are often purchased from a com-
mercial Certificate Authority and uploaded to the FortiGate. This avoids client applications generating SSL
certificate errors due to certificate mismatch.

More detail is available in the FortiOS Handbook. Also, check the Fortinet Knowledge Base for these technical
notes:

« How to Enable SSL inspection from the CLI and Apply it to a Policy
« How to block web-based chat on Gmail webmail using App Sensor + SSL inspection

SSL certificate inspection

FortiGates also supports a second type of SSL inspection, called SSL certificate inspection. When certificate
inspection is used, the FortiGate only inspects the header information of the packets.

Certificate inspection is used to verify the identity of web servers and can be used to make sure that HTTPS
protocol isn't used as a workaround to access sites you have blocked using web filtering.
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The only security feature that can be applied using SSL certificate inspection mode is web filtering. However,
since only the packet is inspected, this method does not introduce certificate errors and can be a useful alternative
to full SSL inspection when web filtering is used.

Troubleshooting

The most common problem with SSL inspection is users receiving SSL errors when the CA certificate is not
trusted. This is because by default the FortiGate uses a certificate that is not trusted by the client. There are two
ways to fix this:

1. Allusers must import the FortiGate’s default certificate into their client applications as a trusted certificate.

2. Configure the FortiGate to use a certificate that is already trusted by your clients. For example, a cer-
tification signed by a CA that your clients already trust.

The first method can be more labor intensive because you have to distribute a certification to all clients. This can
also be an ongoing problem as new clients are added to your network. The second method is usually less work but
may require paying for a CA. Both of these methods are covered in the recipe Preventing Certificate Warnings.

If you choose to install the certificate on client applications, this can be done with greater ease in a Microsoft
Active Directory domain environment by using Group Policy Objects to install the certificate on domain members.
Check that the Group Policy has propagated to all computers by opening Internet Explorer on a workstation PC,
opening Tools > Internet Options > Content > Certificates >Trusted Root Certification Authorities, and
ensuring that the FortiGate's certificate is present.

For corporate-owned mobile devices, MDM solutions like AirWatch, Mobilelron, or Fiberlink, use Simple
Certificate Enrollment Protocol (SCEP) to ease certificate enroliment.

Best practices

Because all traffic needs to be decrypted, inspected, and re-encrypted, using SSL inspection can reduce overall
performance of your FortiGate. To make sure you aren't using too many resources for SSL inspection, do the
following:

« Know your traffic — Know how much traffic is expected and what percent of the traffic is encrypted. You
can also limit the number of policies that allow encrypted traffic.
« Be selective — Use white lists or trim your policy to apply SSL inspection only where it is needed.

« Use hardware acceleration - FortiGate models with either the CP6 or CPU processor have an SSL/TLS
protocol processor for SSL content scanning and SSL acceleration. For more information about this, see
the Hardware Acceleration handbook.

» Testreal-world SSL inspection performance yourself - Use the flexibility of FortiGate’s security policy
to gradually deploy SSL inspection, rather than enabling it all at once.

Security 86


http://cookbook.fortinet.com/preventing-certificate-warnings/
http://docs.fortinet.com/fortigate/admin-guides

Preventing certificate warnings

VERSION

.\ Website Certificate used Certiﬁcate installed
=X | certificate = | for SSL inspection ~— | on network devices

WIREN 1 ]

Internal Network

In this recipe, you will prevent users from receiving a security certificate warning when your FortiGate applies full
SSL inspection to incoming traffic.

When full SSL inspection is used, your FortiGate impersonates the recipient of the originating SSL session, then
decrypts and inspects the content. The FortiGate then re-encrypts the content, creates a new SSL session
between the FortiGate and the recipient by impersonating the sender, and sends the content to the end user. This
is the same process used in "man-in-the-middle" attacks, which is why a user's device may show a security
certificate warning.

For more information about SSL inspection, see Why you should use SSL inspection.

Often, when a user receives a security certificate warning, they simply select Continue without understanding
why the error is occurring. To avoid encouraging this habit, you can prevent the warning from appearing in the first
place.

There are two methods for doing this, depending on whether you are using Using the default certificate or Using a
self-signed certificate.
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Using the default certificate

All FortiGates have a default certificate that is used for full SSL inspection. This certificate is also used in the
default deep-inspection profile. To prevent your users from seeing certificate warnings, you can install this
certificate on your users' devices.

If you have the right environment, you can distribute the certificate and have it installed automatically.

1. Downloading the certificate used for full SSL inspection

Go to Security Profiles > SSL/SSH )
Inspection. Use the dropdown menu in 1753 ® x admin~
the top right corner to select deep-

inspection, the profile used to apply full | certificate-inspection ¥
SSL inspection. - - p
certificate-inspection

deep-inspection

The default FortiGate certificate is listed
as the CA Certificate. Select Download
Certificate.

Name | deep-inspection |I||

Comments | Deep inspection. //J 167255

55L Inspection Options

Enable S5L Inspection of Multiple Clients Connecting to
Multiple Servers

Protecting S5L Server

Inspection Method S5L Certificate Inspection JgTIRSSIMIlTails],]

CA Certificate | Fortinet_CA_SSL v |q_¢rn Download Certificate I

Untrusted SSL Certificates WAIIVA Block = View Trusted CAs List
RPC over HTTPS O

2. Installing the certificate on the user's browser

Internet Explorer, Chrome, and Safari (on Windows or Mac OS):

The above browsers use the operating system's certificate store for Internet browsing. If your users will be using
these applications, you must install the certificate into the certificate store for your OS.
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If you are using Windows 7/8/10, double-
click on the certificate file and select
Open. Select Install Certificate to
launch the Certificate Import Wizard.

Use the wizard to install the certificate
into the Trusted Root Certificate
Authorities store. If a security warning
appears, select Yes toinstall the
certificate.

If you are using Mac OS X, double-click
on the certificate file to launch Keychain
Access.

Locate the certificate in the Certificates
list and select it. Expand Trust and
select Always Trust. If necessary, enter
the administrative password for your
computer to make this change.

89

Certificate Import Wizard

=5

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

‘You have specified the following settings:

Certificate Store Selected by User [gV=i=s L3l s1d® = jile
Content Certificate
] 1] =
<Back || Finish | [ cancel
200 FG100D3G12812324
= FG100D3G12812324
Certifecate
s Root certificate authority
‘| Expires: Tuesday, November 4, 2025 at 5:10:03 PM GMT-05:00
€3 This root certificate is not trusted
¥ Trust
‘When using this certificate: Always Trust E ?
Secure Sockets Layer (SSL) Always Trust
Secure Mail (S/MIME) Always Trust E
Extensible Authentication (EAP) Always Trust E
IP Securit <
y (IPsec) Always Trust W
: : ~
iChat Security Always Trust
Kerberos Client Always Trust E
Kerberos Server Always Trust E
Code Signing Always Trust
: : ~
Time Stamping Always Trust
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If you have the right environment, the certificate can be pushed to your users' devices. However, if Firefox is
used, the certificate must be installed on each individual device, using the instructions below.

Firefox (on Windows or Mac OS)

Firefox has its own certificate store. To avoid errors in Firefox, then the certificate must be installed in this store,

rather than in the OS.

Go to Tools > Options > Advanced or
Firefox > Preferences > Advanced and
find the Certificates tab.

Select View Certificates, then select the
Authorities list. Import the certificate
and set it to be trusted for website
identification.

3. Results

Before installing the certificate, an error
message would appear in the browser
when a site that used HTTPS was
accessed (the example shows an error
message appearing in Firefox).

Security

You have been asked to trust a new Certificate Authority [CA).

Do you want to trust "FG100D3G12812324" for the following purposes?

Trust this CA to identify websites.

| Trust this CA to identify email users.

| Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

View

Examine CA certificate

Cancel OK

This Connection is Untrusted

You have asked Firefox to connect securely to secure.eicar.org, but we can't confirm that
your connection is secure.

MNormally, when you try to connect securely, sites will present trusted identification to prove
that you are going to the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect to this site without problems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

Get me out of here!
Technical Details

| Understand the Risks
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After you install the certificate, you
should not experience a certificate
security issue when you browse to sites
on which the FortiGate unit performs SSL
content inspection.

If you view information about the
connection, you will see that it is verified
by Fortinet.
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Secure Connection

Verified by: Fortinet
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Using a self-signed certificate

In this method, a self-signed certificate is created using OpenSSL. This certificate will then be installed on the
FortiGate for use with SSL inspection.

In this recipe, OpenSSL for Windows version 0.9.8h-1 is used.

1. Creating a certificate with OpenSSL

If necessary, download and install Open SSL. Make sure that the file openssl.cnfis located in the BIN folder for
OpenSSL.

Using Command Prompt (CMD), navigate to the BIN folder (in the example, the command is cd
c:\OpenSSL\openssl-0.9.8h-1-1bin\bin

Generate an RSA key with the following command:

OpenSSL genrsa -aes256 -out fgcaprivkey.pem 2048 -config openssl cnf
This RSA key uses AES 256 encryption and a 2058-bit key.
When prompted, enter a pass phrase for encrypting the private key.

Use the following command to launch OpenSSL, submit a new certificate request, and sign the request:

openssl req - new -x509 -days 3650 -extensions v3 ca -key fgcaprivkey.pem -
out fgcacert.pem - config openssl.cnf

The result is a standard x509 binary certificate that is valid for 3,650 days (approx. 10 years)

When prompted, re-enter the pass phrase for encryption, then enter the details required for the certificate
request, such as location and organization name.

Two new files have been created: a public certificate (fgcacert.pem) and a private key (in the example,
fgcaprivkey.pem).

2. Enabling certificate configuration in the web-based manager

Go to System > Feature Select. Under Additional
Features, enable Certificates and Apply the @ Certificates
changes.
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3. Importing the self-signed certificate

Go to System > Certificates and select Import >
Local Certificate.

Set Type to Certificate, then select your Certificate
file and Key file. Enter the Password used to create
the certificate.

The certificate now appears on the Local CA
Certificates list.

4. Edit the SSL inspection profile

To use your certificate in an SSL inspection profile go
to Security Profiles > SSL/SSH Inspection. Use the
dropdown menu in the top right corner to select deep-
inspection, the profile used to apply full SSL
inspection.

Set CA Certificate to use the new certificate.

Select Download Certificate, to download the
certificate file needed in the next step.

Import Certificate x

Type Certificate <]
Certificate file Browse.. fgcacert.pem
Key file Browse.. fgcaprivkey.pem

Password

Certificate Name fgcacert

OK Cancel

Local CA Certificates (3)

OU = Cert

Srmereer]

| certificate-inspection ¥

certificate-inspection
deep-inspection

Name ‘ deep-inspection EI|

//J 164255

Comments ‘ Deep inspection.

S5L Inspection Options

Enable S5L Inspection of Multiple Clients Connecting to
Multiple Servers

Protecting S5L Server

Inspection Method S5L Certificate Inspection [EVIIES<TR i Sailely]
CA Certificate  fgeacert ¥ @& Download Certificate

Untrusted SSL Certificates WISV Block = = View Trusted CAs List

RPC over HTTPS [ &)

5. Importing the certificate into the web browser

Internet Explorer, Chrome, and Safari (on Windows or Mac OS):
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The above browsers use the operating system's certificate store for Internet browsing. If your users will be using
these applications, you must install the certificate into the certificate store for your OS.

If you are using Windows 7/8/10, double-click on the
certificate file and select Open. Select Install
Certificate to launch the Certificate Import Wizard.

Use the wizard to install the certificate into the
Trusted Root Certificate Authorities store. If a
security warning appears, select Yes to install the
certificate.

If you are using Mac OS X, double-click on the
certificate file to launch Keychain Access.

Locate the certificate in the Certificates list and select
it. Expand Trust and select Always Trust. If
necessary, enter the administrative password for your
computer to make this change.

Security

Certificate Import Wizard (=23

Completing the Certificate Import
Wizard

The certificate will be imported after you dick Finish.

‘You have specified the following settings:

Certificate Store Selected by User AL A6 e
Content Certificate

4 m 3

<Back | Fnsh | [ cancel

Fortinet Docs CA

Fortinet Docs CA

et Root certificate authority

.| Expires: Sunday, September 14, 2025 at 2:37:08 PM GMT-04:00
€ This root certificate is not trusted

v Trust

o]
b

When using this certificate: Always Trust

Secure Sockets Layer (SSL) Always Trust

Secure Mail (S/MIME) Always Trust
Extensible Authentication (EAP) Always Trust
IP Security (IPsec) Always Trust
iChat Security Always Trust
Kerberos Client Always Trust
Kerberos Server Always Trust

Code Signing Always Trust

CDODEODOODO

Time Stamping Always Trust
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If you have the right environment, the certificate can be pushed to your users' devices. However, if Firefox is
used, the certificate must be installed on each individual device, using the instructions below.

Firefox (on Windows or Mac OS)

Firefox has its own certificate store. To avoid errors in Firefox, then the certificate must be installed in this store,

rather than in the OS.

Go to Tools > Options > Advanced or Firefox >
Preferences > Advanced and find the Certificates
tab.

Select View Certificates, then select the Authorities
list. Import the certificate and set it to be trusted for
website identification.

6. Results

Before installing the certificate, an error message
would appear in the browser when a site that used
HTTPS was accessed (the example shows an error
message appearing in Firefox).

After you install the certificate, you should not
experience certificate errors when you browse to sites
on which the FortiGate unit performs SSL content
inspection.
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You have been asked to trust a new Certificate Authority (CA).

Do you want to trust "www.fortinet.com" for the following purposes?
Trust this CA to identify websites.

| Trust this CA to identify email users.

| Trust this CA to identify software developers.

Before trusting this CA for any purpose, you should examine its certificate and its policy
and procedures (if available).

View Examine CA certificate

Cancel | [0

% | This Connection is Untrusted

v 4' You have asked Firefox to connect securely to secure.eicar.org, but we can't confirm that
your connection is secure.

Normally, when you try to eonnect securely, sites will present trusted identification to prove
that you are going ta the right place. However, this site's identity can't be verified.

What Should | Do?

If you usually connect ta this site without prablems, this error could mean that someone is
trying to impersonate the site, and you shouldn't continue.

Get me out of nere!
Technical Details

| Understand the Risks
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If you view information about the certificate in the
browser, you will see that your self-signed certificate is
used.

Security

Certificate Viewer:"secure.eicar.org"

Details

This certificate has been verified for the following uses:

SSL Server Certificate

Issued To

Common Name (CN)
Organization (O}
Organizational Unit {OU)
Serial Number

Issued By

Common Name (CN)
Organization (O)
Organizational Unit {(OU}
Period of Validity
Begins On

Expires On

Fingerprints

SHA-256 Fingerprint

SHA1 Fingerprint

secure.eicar.org

<Not Part Of Certificate>
GT25307976
56:38:B5:17:00:00:00:00:00:00:00:2B

www.fortinet.com
Fortinet
Docs,Certificates, VPN

2012-10-27
2016-10-28

98:3A:06:
75:FC:DF

:63:EC:09:8B:
40:75:3C:48

:3C:BF:5A:CLl:4D:
3D:77:56:B6:37

7C:6D:11:5A12:F5:61:BA:38:EF:28:F1:2E:ED:6B:A7:DD:5B:B8:CD
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Protecting web applications

FORTIOS

5.4

VERSION

Traffic from web applications

| l Internet
FortIGate

Internal Network \_\—//

SAl injection
attempt is blocked

In this recipe, you will use a Web Application Firewall profile to protect web applications, such as Internet
browsers, from being attacked. In this example, the default profile will be targeted to block SQL injection attempts,

as well as generic attacks.

Web Application Firewall is only available when Inspection Mode is Proxy-based.
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1. Enabling Web Application Firewall

Go to System > Features and enable
Web Application Firewall. Select Show Web Application Firewall € |
More and enable Multiple Security

Profiles. o«

&

Apply your changes.

Multiple Security Profiles e‘ f
e

2. Editing the default Web Application Firewall profile

Web Application Firewall profiles are created with a variety of options, called Signatures and Constraints.
Once these options are enabled, Action can be set to Allow, Monitor, or Block, and Severity can be set to
High, Medium, or Low.

You can also use a Web Application Firewall profile to enforce an HTTP method policy, which controls the
HTTP method allowed when accessing websites that match the specified pattern.

Security
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Go to Security Profiles > Web

Application Firewall and edit the default

profile.

In this example, the signatures for SQL
Injection (Extended) and Generic

Attacks (Extended) have been enabled,

with the Action set to Block and
Severity set to High.

99

Ll default
Comments
Signatures
Menae [ s | acien | severiv |
Cross Site Seripting Manitor Medium
Cross Site Scripting (Extended) Allow Medium
[ on ] SaL Injection @l Block High
«» SQL Injection (Extended) & Block High
«» Generic Attacks @ Block High
I e L N
«» Trojans &l Block High
o« Information Disclosure @ Allow Low
[ on ] Known Exploits @ Block High
Credit Card Detection ) Bleck High
«» Bad Robot @ Allow High
Constraints
Enable Constraint Action Severity
tliegal Host Name - Medium
lilegal HTTP Version - Monitor Medium
lllegal HTTP Request Method - 7| Block Medium
«» Content Length 67108864 [E Monitor Low
o« Header Length 8192 [E8) Monitor Low
«» Header Line Length 1024 &8 Monitor Low
[ on ] Number of Header Lines in Request 32 &) manitor Low
[ on ] Total URL and Body Parameters Length B192 [E8] Monitor Low
o« Total URL Parameters Length 8192 58 Monitor Low
o« Number of URL Parameters 16 &8 Monitor Low
«» Number of Cookies in Request 16 &8 Monitor Low
o« Number of Ranges in Range Header 5 [E8) Monitor High
[ on ] Malformed Request - [E8) Monitor Medium
HTTP Method Policy
_oFr_ Enfarce HTTP Method Policy
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3. Applying the profile to a security policy

Go to Policy & Objects > IPv4 Policies
and edit the policy that allows
connections from the internal network to
the Internet.

Under Security Profiles, enable Web
Application Firewall and set it to use the
default profile. Set the appropriate Proxy
Option and set SSL/SSH Inspection to
use the deep-inspection profile.

Using the deep-inspection profile may
cause certificate errors. For information
about avoiding this, see Preventing
certificate warmnings.

4. Results

Long URLs, such as this link, can be
used to simulate an attack on your web
browser.

After selecting one of these links, a
replacement message will appear,
stating that the transfer has been blocked
by the Web Application Firewall.

Security

Name Internet

Incoming Interface © lan o
Outgoing Interface © wan1l [}
Source & an {x]
Destination Address | I all ]
Schedule (o always h
Services AL [}
Action DENY

Firewall / Network Options

NAT O

Fixed Port »

IP Pool Configuration Use Dynamic IP Pool
Security Profiles

AntiVirus ® ]

Web Filter >

DNS Filter o ]

Application Control a»

Woeb Application Firewall @ m default -
Proxy Options default -
S5L/SSH Inspection O deep-inspection -

Web Application Firewall

The transfer has triggered a Web Application Firewall,

This transfer is blocked.
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GotoLog & Report > Web Application
Firewall and filter for Action: block to
view information about blocked traffic.

5. Offloading to a FortiWeb

If you have a FortiWeb, you may be able to offload the functions of the Web Application Control to your

2 & |0 Action: block | Add Filter |

# Date/Time
11:40:31
11:35:33
11:35:18
11:35:03
11:34:48
11:34:33
11:34:18
11:34:03
11:33:48
11:33:33

WY R W R e

[
5]

Level

Source
192.168.200.112
192.168.200.112
192.168.200.112
192.168.200.112
192.168.200.112
192.168.200.112
192.168.200.112
192.168.200.112
192.168.200.112
192.168.200.112

Action
block
block
block
block
block
block
block
block
block
block

Reason
Signature
Signature
Signature
Signature
Signature
Signature
Signature
Signature
Signature

Signature

Signature Main Category

Generic Attacks
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection
SQL Injection

Log location: Disk

FortiWeb. To find out if this option is available, refer to the FortiOS or FortiWeb Release Notes for information

about device compatibility.

Go to System > External Security
Devices and enable HTTP Service.
Enter your FortiWeb's IP address.

If necessary, enable Authentication and
enter the FortiWeb's password.
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@ HTTP Service

Device Type

FortiWeb IPs @

Authentication ©

Password

FortiWeb

| 172.20.121.56

¥ 0+
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Troubleshooting web filtering

This section contains tips to help you with some common challenges of FortiGate web filtering.

The Web Filter option does not appear in the GUI.

Go to Feature Select and enable Web Filter.

New Web Filter profiles cannot be created.

Go to Feature Select and enable Multiple Security Profiles.

Web Filtering has been configured but is not working.

Make sure that web filtering is enabled in a policy. If it is enabled, check that the policy is the policy being used for
the correct traffic. Also check that the policy is getting traffic by going to the policy list and adding the Sessions
column to the list.

An active FortiGuard Web Filtering license displays as expired/unreachable.

If this occurs, make sure web filtering is enabled in one of your security policies. The FortiGuard service will
sometimes show as expired when it is not being used, to save CPU cycles.

If web filtering is enabled in a policy, go to your FortiGuard settings and expand Web Filtering. Under Port
Selection, select Use Alternate Port (8888). Select Apply to save the changes. Check whether the license is
shown as active. If it is still inactive/expired, switch back to the default port and check again.
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WiFi
These recipes describe how to use FortiAPs to add WiFi (or Wi-Fi) services to your network.

FortiAPs, managed by FortiGates, provide a full suite of WiFi features. Small offices can use FortiAPs to quickly
add WiFi. Enterprises and educational institutions can take advantage of FortiAP access control features. Each
WiFi network, or SSID, is represented by a WiFi network interface to which you can apply firewall policies,
security profiles, and other features in the same way you would for wired networks.

Getting started with WiFi

« WiFi network on a schedule
« Extending WiFi range with mesh topology

WiFi authentication

« Assigning WiFi users to VLANs dynamically
« WiFi RADIUS authentication with FortiAuthenticator
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WiFi network on a schedule

Internet

1l

FortiGate

wireless mobile
devices

Internal

Wtemal
network

In this example, a school enables its WiFi network only during school hours. The school is open from 8am to 6pm
Monday through Friday.

A schedule applied in the security policy would control access to the Internet, but outside of the scheduled period
the SSID would still be visible and clients could associate with it. In this example, the schedule is applied in the
SSID configuration. The SSID is available only during the scheduled hours.

This configuration was tested with FortiOS 5.4 Beta 3 and FortiAP v5.2-build0245.
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1. Create the schedule

Go to Policy & Objects > Schedules.
Create a recurring schedule for school
hours (in the example, 8am-6pm,
Monday through Friday).

2. Create the SSID

Go to WiFi Controller > SSID and create
the WiFi interface.

Set a Name and IP/Network Mask for
the interface.

Enable DHCP Server to provide a range
of IP addresses for your WiFi clients.

WiFi

New Schedule

Type One-time
Name schoolday
Days [0 Sunday Monday 2 Tuesday [ Wednesday 1 Thursday Friday [J Saturday
Start Time Hour | 8 3 | Minute | O H e
Stop Time Hour | 18 3 | Minute | O s
OK Cancel
New Interface
Interface Name | Ednet
Type WiFi SSID v
Traffic Mode (@) Tunnel to Wireless Controller ¥
Address
IP/Network Mask 10.11.12.1/255.255.255.0
Restrict Access
Administrative Access £ HTTPS O PING O HTTP [ FMG-Access
[F] SSH ] SNMP ] RADIUS Accounting
@ DHCP Server
Address Range
+ Create New B} Edit ]ﬂ Delete
Starting IP End IP
10.11.12.2 10.11.12.254

Netmask 255.255.255.0
Default Gateway Specify
DNS Server Same as Interface IP | Specify
£ Advanced..
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Set Schedule to the new schedule, and WiFi Settings

configure the other WiFi Settings as SSID [ Student-net |
reqUi red . Security Mode ‘ WRPA2 Enterprise v |
Authentication RADIUS Server
\_ students v |°
Broadcast SSID [ o}
Schedule @ ‘ schoolday v|

Block Intra-SSID Trafic (B

Maximum Clients (e ]
Split Tunneling >
Optional VLAN ID ) H|

Filter MAC Addresses (B

3. Create the security policy

Go to Policy & Objects > IPv4 Policy —
and create a policy that allows Internet Name | Student-Wi-Internet |
access for mobile devices on the Incoming Interface | % Student-net (Ednet} % |
Student-net wireless network. Give the Outgoing Interface | © wanl % |
policy a name that identifies what it is
. o Source |ﬁ all b 4 |
used for (in the example, Student-WiFi-
Internet). Destination Address | Ea » |
. . Schedule hoold i

Set Incoming Interface to the wireless | schoolday |
interface and Outgoing Interface to the Service | @ AL x |
Internet-facing interface. Set Schedule Action ACCEPT JalatVg
to the new schedule and make sure NAT
is enabled. Firewall / Network Options

NAT O

Fixed Port »

IP Pool Configuration UG EA g - lo-Fat s g2 | Jse Dynamic IP Pool
Results

Verify that mobile devices can connect to the Internet outside of class time, when the schedule group is valid.
Verify that the SSID is not available after scheduled times.
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Extending WiFi range with mesh topology

FORTIOS

5.4

VERSION

Internet

((( Backhaul Netwerk

")

FortiAP-1

( ( -)) .FortiﬁP—z

e
= =
example-staff Network example-staff Network
Wireless Users Wireless Users

In this example, a second FortiAP are used to extend the range of a WiFi network. The second FortiAP is
connected to the FortiGate WiFi controller through a dedicated WiFi backhaul network.

In this example, both FortiAPs provide the example-staff network to clients that are in range.

More mesh-connected FortiAPs could be added to further expand the coverage range of the network. Each AP
must be within range of at least one other FortiAP. Mesh operation requires FortiAP models with two radios, such
as the FortiAP-221C units used here.

WiFi 107



1. Creating the backhaul SSID

Go to WiFi Controller > SSID.

Create a new SSID. Set Traffic Mode to
Mesh Downlink.

You will need the pre-shared key when
configuring the mesh-connected FortiAP.

2. Creating the client SSID
Go to WiFi Controller > SSID. Create

the WiFi network (SSID) that clients will
use.

Configure DHCP to provide IP
addresses for your clients.

WiFi

Interface Name  bkhaul

Type WiFi SSID

Traffic Mode Mesh Downlink

Role €@ | LAN v
WiFi Settings

SsID | fortinet.mesh.root |
Security Mode | WRPAZ2 Personal v |

| LIIITT] | [3-63 characters}

Pre-shared Key

Schedule € | always v |
Interface Name example-wifi

Type WIFiSSID

Traffic Mode Tunnel to Wireless Controller

Role €@ | LAN v
Address

IP/Network Mask | 10.10.12.1/255.255.255.0 |
IPv6 Addressing mode

IPv6 Address/Prefix | /0 |

@ DHCP Server

Address Range
+ Create New B Edit Iﬁ[ Delete
Starting IP EndIP
10.10.12.2 10.10.12.254
Netmask | 255.255.255.0 |

Default Gateway RERENMEESINGECAEE Specify
DNS Server LEINCERRUSN Gl IDVRCE Same as Interface IP | Specify
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3. Creating the FortiAP Profile

Go to WiFi Controller > FortiAP
Profiles and create a profile for the
Platform (FortiAP model) that you are
using.

Configure Radio 1 for the client channel
on the 2.4GHz 802.11n/g Band.

Configure Radio 2 for the backhaul
channel on the 5GHz 802.11ac/n Band.
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¥ Radio 1
Maode

WIDS Profile

Radio Resource Provision
Client Load Balancing
Band

Channel

Auto TX Power Control
TX Power

S5IDs

¥ Radio 2
Maode

Radio Resource Provision
Client Load Balancing
Band

Select Channel Width

Channel

Auto TX Power Control
TX Power

S5IDs

(O Disable ® Access Point (O Dedicated Monitor
Click to set... -
[] Frequency Handoff [] AP Handoff

[2.4GHz 802.11n/g/b ~|

M1 Oz O3 [O4 Os e O7 [Os
e Qo 11
(® Disable (O) Enable
_..----...llllllll__
| 100 %

(O Automatically assign Tunnel-mode SSIDs
(® Select S5IDs
@ example-wifi (S5ID: exa.. H iy

(O Disable ® Access Point (O Dedicated Monitor
[ Frequency Handoff [] AP Handoff

5GHz 802.11ac/nfa ~
20MHz ~

[£136 [J40 [144 [J48 [152* []56™ 60 [64*
100*[]104* [ 108*[]112*[] 116 [/ 132*[] 136* [] 140*
149 []153 157 []161 165

(® Disable (O) Enable

_..----...llllllll
100 %

(O Automatically assign Tunnel-mode S5IDs
(® Select S5IDs
# bkhaul (SSID: fortinet.m... ¥y
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4. Configuring the security policy

Go to Policy & Objects > IPv4 Policy
and create a new policy.

Name WiFi Internet

Incoming Interface | = example-staff (example-wifi) Q
Outgoing Interface © wanl (%]
Source E all (%]
Destination Address | 5 all [x]
Schedule o always v
Service ALL (x]
Action DENY | IPsec

Firewall / Network Options

NAT [ @]
Fixed Port @ ]

IP Pool Configuration RUSSeNe A EwFabilGl] Use Dynamic IP Pool

5. Configuring an interface dedicated to FortiAP

Go to Network > Interfaces and edit an
available interface (in this example, port
15). Set Addressing mode to Dedicate
to Extension Device.

WiFi

Interface Name  port15 (00:09:0F:4E:10:2D)

Alias

Link Status Up @

Type Physical Interface

Role €@ LAN v
Address

Addressing mode Manual  DHCP | PPPoE [QBLileiicRie] Shusy Sl ) bl v

IP/Network Mask 192.168.2.1/255.255.255.0
Connected Devices None

Automatically authorize devices € (B

110


http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/wifi-mesh-54/policy.png
http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/wifi-mesh-54/devintf.png

6. Preauthorizing FortiAP-1

Go to WiFi Controller > Managed
FortiAPs and create a new entry.

Enter the serial number of the FortiAP
unit and give it a name. Select the
FortiAP profile that you created earlier.

Doing this will allow FortiAP-1to go
online as soon as it is connected to the
FortiGate. Optionally, you could connect
the FortiAP to the FortiGate and then
manually authorize it at that point, as will
be done with FortiAP-2.

Serial Number

7. Configuring FortiAP-2 for mesh operation

Connect FortiAP-2's Ethernet port to the FortiGate network interface that you configured for FortiAPs.

Go to WiFi Controller > Managed
FortiAPs. Click Refresh every 15
seconds until FortiAP-2 is listed. Select
the AP, then select Authorize.

Edit FortiAP-2. Under Managed AP
Status, select Connectto CLI.

|FP221Cc3x14023979 |
Name |Fortiap-1 |
Comments | 0/35
State Authorized
WTP Mode Normal
Wireless Settings
FortiAP Profile | mesh-profile ~
Access Point « State Connected Via SSIDs Channel

2941401 GO TS Radio 1: Al Radiol1:0
FP221C3X14019926 e 192.168.2.4 Radio 2 All Radio2: 0
Managed AP Status
Status Online
Connected Via Ethernet (192.168.2.2)
Base MAC Address 08:5b:0e:89:1b:6¢c
Join Time 01/26/16 03:16
Clients 0
FortiAP OS5 Version FP221C-v5.2-build0249 (Upgrade From File)
CLI Consaole Connect to CLI
State Authorized Deauthorize Restart
WTP Mode Narmal

Log in with the username admin, then enter the following CLI commands, substituting your SSID and password

where necessary:
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cfg —a MESH AP TYPE=1

cfg -a MESH AP SSID=fortinet.mesh.root
cfg -a MESH AP PASSWD=hardtoguess

cfg -c
exit

Disconnect FortiAP-2 from the FortiGate.

8. Connecting and authorizing the FortiAPs

Connect FortiAP-1. Go to WiFi
Controller > Managed FortiAPs. Click
Refresh every 15 seconds until FortiAP-1
is listed.

Power up FortiAP-2. Periodically click
Refresh. With a minute or two, Radio 2 of
FortiAP-1 will indicate 1 client and
FortiAP-2 will be listed as mesh-
connected.

Go to WiFi Controller > Managed
FortiAPs. Edit FortiAP-2. Enter the
Name and select the FortiAP Profile
that you created earlier.

Click Refresh to update the display as
needed. Within a minute or two, FortiAP-
2 will be listed as Online.

WiFi

Access Point ¥ State Connected Via SSIDs Channel Clients FortiAP Profile
FortAP-1 ° BI16822 et Redop32  Radioz0 MeSMPIONe
Access Point & State Connected Via SSIDs Channel Clients FortiAP Profile
FP221C3X14019926 #192.168.2.3 E:S:g 2i z:j:i;g FAP221C-default
FortAP-1 ° B2 oot Radioz: 52 Radioz1 TS PrOne
Serial Number FP221C3%14019926
Name Fortiap-2
Comments | 0/35
Managed AP Status
Status Online
Connected Via Mesh (192.168.2.3)
State Discoverad Authorize
WTP Mode Normal
Wireless Settings
FortiAP Profile mesh-profile -
Access Point + State Connected Via SSIDs Channel Clients FortiAP Profile
FortAp-2 ° 1216020 metmehroot  Radiof 52 Redozio  MSTPrOe
FortiAP-1 ° ez oot Redzi2  Redozd MMPOMe
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9. Results

Go to Monitor > WiFi Client Monitor. Both backhaul and client SSIDs are shown. Click Refresh as needed to

see updated information.

Connect to the network near FortiAP-2.
The FortiAP column shows the client is
associated with the mesh-connected
FortiAP-2.

Connect to the network near FortiAP-1.

The FortiAP column shows the client is
associated with FortiAP-1.

113

SSID - FortiAP User P Device Channel Bandwidth Tx/Rx Signal
Hfortinet.mesh.root  FortiAP-1(2) 192.168.2.3 @ 7a:5b:0e:77:52:fb 52 Obps 20dB
() example-staff FortiAP-2 (1) rgreen  10.10.12.2 08:fd:0e:ff:0c:56 6 80kbps T 54dB

SSID + FortiAP User 1P Device Channel Bandwidth Tx/Rx Signal
$ fortinet.mesh.root FortiAP-1(2) 192.168.2.3 @ 7a:5b:0e:7f:52:fb 52 Obps 23dB
() example-staff FortiAP-1(1) rgreen  10.10.12.2 08:fd:0e:ff:0c:56 1 13kbps T 18dB
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Assigning WiFi users to VLANs dynamically

FORTIOS
\."ER-SION
M
D User jsmith
Marketing
A
=t
Marketing
¢ VIANI0O 1
I l l Internet
- FortiAP ;
orti Techdoc FortiGate
VLAN 200
AN
D User twhite T
Techdoc

FortiAuthenticator

Virtual LANs (VLANS) are used to assign wireless users to different networks without requiring the use of multiple

SSIDs. Each user's VLAN assignment is stored in the user database of the RADIUS server that authenticates the
users.

This example creates dynamic VLANSs for the Techdoc and Marketing departments. The RADIUS serveris a
FortiAuthenticator.
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1. Configure the FortiAuthenticator

Go to Authentication > RADIUS
Service > Clients to register the
FortiGate as a client.

Enter a Secret (a password) and
remember it. It will also be used in the
FortiGate configuration.

Go to Authentication > User
Management > Local Users and create
local user accounts as needed.

WiFi

Name: ForiGate-1

Client name/IP: 172.20120.142

Secret: ssssssss

Description: 200D

@ Enforce two-factor authentication

) Apply two-factor authentication if available (authenticate any user)

) Password-only authentication (exclude users without a password)
) FortiToken-only authentication (exclude users without a FortiToken)

Authentication method:

) usemame@realm
) realmiusername
@ realmiusername

Username input format:

Realms: Allow local .
Use Windows AD
users to b

. domain

override remote .

authentication
users
@ local | Local users E O O
ok Add a realm

Groups &

Filter: (%]
employees
[Edi]

Allow MAC-based authentication

Check machine authentication

EAP types

EAP-TTLS

Lsername: jsmith

Disabled

Password-based authentication
Token-based authentication
Allow RADIUS authentication

Enable account expiration

Role: (™ Administrator

i@ User

Allow LDAP browsing

[Change Password]
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For each user, add these RADIUS
attributes which specify the VLAN
information to be sent to the FortiGate.
Tunnel-Private-Group-ld specifies the
VLAN ID.

In this example, jsmith is assigned
VLAN 100 and twhite is assigned VLAN
200.

¥ RADIUS Attributes

2. Add the RADIUS server to the FortiGate configuration

Go to User & Device > RADIUS
Servers. Select Create New.

Enter the FortiAuthenticator |P address
and the server secret that you entered on
the FortiAuthenticator. Optionally, you
can click Test Connectivity. Enter a
RADIUS user's ID and password. The
result should be "Successful".

Attribute Value Vendor Actions
Tunnel-Type VLAN (13} Default a1
Tunnel-Medium-Type IEEE-B02 (6) Default e 4
Tunnel-Private-Group-id 100 Default e

| Add Attribute |

Name | facRADIUS

Primary Server IP/Name | 172.20.121.127

Primary Server Secret | sssssesssee

Secondary Server IP/Name |

|
|
| Test Connectivity
|
| Test Connectivity

Secondary Server Secret |

Authentication Method Specify

NAS IP/ Called StationID | |
Include inevery User O

Group

3. Create an SSID with dynamic VLAN assignment

Go to WiFi Controller > SSID. Create a
new SSID.
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Interface Name | example-wifi

Type | WiFi SSID v
Traffic Mode | () Tunnel to Wireless Controller ¥ |
Role @ | LAN v
Address

IP/Network Mask | 10.10.12.1/255.255.255.0
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Set up DHCP service.

Select WPA2 Enterprise security and
select your RADIUS server for
authentication.

Set the default VLAN ID to 10. This
VLAN is used when RADIUS doesn't
assign a VLAN.

Go to the Dashboard and use the CLI
Console to enable dynamic VLANs on
the SSID.

WiFi

@ DHCP Server

Address Range
+ Create New Ei Edit ]ﬁ[ Delete
Starting IP EndIP
10.10.12.2 10.10.12.254
Netmask | 255.255.255.0 |

Default Gateway JREIEERINGCHEAIE Specify
DNS Server CEINEERREENINNRE Same as Interface IP | Specify

WiFi Settings
SsID | example-staff |
Security Mode | WPAZ Enterprise v |
Authentication Local

[ facRADIUS v
Broadcast SSID ©
Schedule @ | always v
Block Intra-SSID Traffic @
Maximum Clients @
Split Tunneling >
Optional VLAN ID [ 10 El

Filter MAC Addresses (B

config wireless-controller vap
edit example-wifi

set dynamic-vlan enable

end
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4. Create the VLAN interfaces

Go to Network > Interfaces.

Create the VLAN interface for default
VLAN-10 and set up DHCP service.
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Interface Name VLAN-10

Type VLAN

Interface example-wif

VLANID 10

Role € LAN v
Address

Addressing mode DHCP | PPPOE
IP/NetworkMask | 192.168.3.1/255.255.255.0

Restrict Access

Administrative Access [ HTTPS O PING O FMG-Access [ CAPWAP
O ssH 0 SNMP [0 RADIUS Accounting
[®@]DHCP Server
Address Range
== CreateNew | [# Edit  Tif Delete
Starting IP End IP

192.168.3.2 192.168.3.254

Netmask 255.255.255.0

Default Gateway RREIMCESNCIERIME Specify
DNS Server RENWCELSTR LIRS Same as Interface [P | Specify
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Create the VLAN interface for marketing-
100 and set up DHCP service.

WiFi

New Interface

Interface Name |marketing—100 |

Type | VLAN v|
Interface | example-wifi (SSID: example-staff) v|
VLANID [ 100 &
Role @ | LAN v |
Address

Addressing mode DHCP | PPPoE
IP/Network Mask | 10.11.13.1/24 |

Restrict Access

Administrative Access ] HTTPS O PING O FMG-Access [ CAPWAP
[ SSH ] SNMP [] RADIUS Accounting

@© DHCP Server
Address Range

== CreateNew  [# Edit i Delete

Starting IP End IP

10.11.13.2 10.11.13.254

Netmask | 255.255.255.0 |

Default Gateway REENEESNCIERAE Specify
DNS Server LEEI RSN LINYEE Same as Interface IP - Specify
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Create the VLAN interface for techdoc-

New Interface

200 and set up DHCP service. Interface Name | techdoc-200 |
Type | VLAN v|
Interface | example-wifi (SSID: example-staff) v|
VLANID [ 200 [
Role @ | Lan v
Address

Addressing mode DHCP | PPPoE
IP/Network Mask | 10.11.14.1/24

Restrict Access

Administrative Access [0 HTTPS O PING [0 FMG-Access [0 CAPWAP
[ ssH [ SNMP [J RADIUS Accounting

@ DHCP Server

Address Range

== CreateNew | [# Edit [0 Delete

Starting IP End IP
10.11.14.2 10.11.14.254
Netmask | 255.255.255.0 |

Default Gateway ERENEESINGCERCIE Specify
DNS Server RENCENRS CINIDNRE Same as Interface IP | Specify

5. Create security policies

Goto Policy & Objects > IPv4 Policy.

MNew Policy

Name | marketing-100-internet |

Incoming Interface | @ marketing-100 (example-wifi) @ |

Create a policy that allows outbound

traffic from marketing-100 to the Internet. | ©U8om8!mertece O went o]
Source | Ban [x] |
Destination Address | ) al 1
Schedule | always v |
Services @A o]

Action ACCEPT geiayyg

Firewall / Network Options

NAT [ ®]
Fixed Port @ ]

|P Pool Configuration [REEIeNeGIEAINCERG LI S0 Use Dynamic IP Pool
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In Logging Options, enable logging for
all sessions.

Create a policy that allows outbound
traffic from techdoc-200 to the Internet.

For this policy too, in Logging Options
enable logging for all sessions.

6. Create the FortiAP Profile

Go to WiFi Controller > FortiAP
Profiles.

Create a new profile for your FortiAP
model and select the new SSID for both
Radio 1 and Radio 2.

WiFi

Logging Options
Log Allowed Traffic @ = Security Events JARESSS

New Policy

Name techdoc-200-internet

Incoming Interface © techdoc-200 (example-wifi) Q
Outgoing Interface © wanl [x]
Source S all (%}
Destination Address | ) all o
Schedule always h
Services @ AL (<}

Action ACCEPT geliyg

Firewall / Network Options

NAT [ @]
Fixed Port >

|IP Pool Configuration U0l A hicliEnF b5l Use Dynamic IP Pool

Name FAP221C-dyn-vlan
Comments H | 0/255
Platform FAP221C

Split Tunneling Subnets(s) | |

¥ Radio 1
Mode (C) Disable ® Access Point (O) Dedicated Monitor
WIDS Profile default "

Radio Resource Provision

Client Load Balancing [ Frequency Handoff [] AP Handoff

Band 2.4GHz 802.11n/g/b ~
Channel M1 Oz O3 Os4 Os Me [@O7 0Os

Os [Oio ™11
Auto TX Power Control @ Disable ) Enable

TX Power
___--llllllllllll
100 %
SSIDs () Automatically assign Tunnel-mode S51Ds
® Select S51Ds
@ example-wifi LIF)
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7. Connect and authorize the FortiAP

Go to Network > Interfaces and choose an unused interface. Set Addressing mode to Dedicated to Extension
Device. Connect the FortiAP unit to the this interface and apply power.

Go to WiFi Controller > Managed
FortiAPs.

Right-click on the FortiAP unit. Select
Authorize.

Right-click on the FortiAP unit again.
Select Assign Profile and select the
FortiAP profile that you created.

+ Create New E Edit ﬁ Delete 2 Refresh & Authorize . Radio | Managed Foi
Mesh « Access Point State Connected Via SSIDs Channel Clients
Ll crmnaams, Radio 1: example-staff Radiol:0  Radio1:0
FP221C3X14019926 [ Edit = Radio 2: All Radio2:0  Radio2:0
T Delete
@ Authorize
Deauthorize
C Restart
ﬁ, Upgrade Firmware
AssignProfile  » | FAP221C
FAP221C-default

Results

The SSID will appear in the list of available wireless networks on the users’ devices. Both twhite and jsmith can
connect to the SSID with their credentials and access the Internet. (If a certificate warning message appears,

accept the certificate.)

GotoLog & Report > Forward Traffic.

# | @ Date/Time
36 15:53:30
Note that traffic for jsmith and twhite AR i
pass through w ass202
. « . 40 15:51:58
different policies. 155123
42 15:51:21
(The column selections were customized | 2 s
i 45 15:48:49
for clarity.) | e

<

Source Destination

twhite (10.11.14.2) 141216.23.154.72 (b.scorecardresearch.com)
twhite (10.11.14.2) &= 75.101.153.17 (api.samsungosp.com)
twhite (10.11.14.2) 5 216.34.140.195 (bcmis2.glpals.com)
twhite (10.11.14.2) == 107.21.99.201 (api.samsungosp.com)
twhite (10.11.14.2) %5 63.128.176.5 (bcmls2.glpals.com)

Jjsmith (10.11.13.2) =5 173.194.121.26 (pubads.g.doubleclick.net)
jsmith (10.11.13.2) %5173.194.121.27 (s0.2mdn.net)
jsmith (10.11.13.2) = 74,125.228.237 (pagead2
jsmith (10.11.13.2) %5 173.194.121.26 (pubads.gdoubleclick.net)

jsmith (10.11.13.2) e 52.68.183.224 (ec2-52-68-183-224.ap-northeast-1.compute.amazonaws.com)
jsmith (10.11.13.2) ==5208.91.112.53

ication.com)

Policy

techdoc-200-interne
techdoc-200-interne
techdoc-200-interne:
techdoc-200-interne
techdoc-200-interne:
marketing-100-intert
marketing-100-inter!
marketing-100-interr
marketing-100-interr
marketing-100-interr

marketing-100-interr v
>

The security policies could be made
different so that Marketing and Techdoc
departments were allowed different
access, but didn't think that was fair.
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WiFi RADIUS authentication with FortiAuthenticator

FORTIOS
VERSION
N
|
“%g (( ')) — Internet
FortiAP FortiGate
rgreen
Authorized

wireless user

FortiAuthenticator

In this example, you use a RADIUS server to authenticate your WiFi clients.

The RADIUS server is a FortiAuthenticator (v4.00-build0008) that is used authenticate users who belong to the
employees user group.
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1. Create the user accounts and user group on the FortiAuthenticator

Go to Authentication > User
Management > Local Users and create
a user account.

User Role settings are available after
you click OK.

Create additional user accounts as
needed, one for each employee.

Go to Authentication > User
Management > User Groups and
create the local user group “employees”
on the FortiAuthenticator.

WiFi

Username: rgreen

[ Disabled

Password-based authentication [Change Password]
[] Token-based authentication

Allow RADIUS authentication

[] Enable account expiration

Role: O Administrator
@ User

[ Allow LDAP browsing

Name: employees

Type: @) Local Remote LDAP (O Remate RADIUS

Users: Available users @ Selected users

Q[ Filter foreen f

admin =
gbrown

hsimpson

jsmith

mburns

twhite

wloman

Choose all visible & Remove all
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2. Register the FortiGate as a RADIUS client on the FortiAuthenticator

Go to Authentication > RADIUS
Service > Clients and create a client
account.

Enable all of the EAP types.

Name: ForiGate-1
Client name/lP: 17220121124
Secret: .

First profile name: Default
Description

[ Apply this profile based on RADIUS atiributes.

Authentication method O Enforce two-factor authentication
O Apply two-factor authentication if available (authenticate any user)
@ Password-only authentication (exclude users without a password)

(O FortiToken-only authentication (exclude users without a FortiToken)

Usermame input format: @ username@realm
Oresimusemame
Qreslmiusemame
Realms Allow local users to i

Use Windows AD

Realm override remote . . Groups @
domain authentication

users

@® local | Local users |~ EgFiter
employees [Edi]

& Add aresim

[ Allow MAC-based authentication
[ Check machine authentication

Enable caplive portal [0 Credentials portal (URL: icaplogini)
[ secial portal (URL: /social_login/)

[JMAC address portal (URL: /malogin)

EAP types: EAP-GTC
EAP-TLS
PEAP
EAP-TTLS

3. Configure FortiGate to use the RADIUS server

Go toUser & Device > RADIUS
Servers and add the FortiAuthenticator
as a RADIUS server.
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MName facRADIUS
Primary Server |IP/Name 172.20.121.127
Primary Server Secret sssssssnene

Secondary Server IP/Name
Secondary Server Secret
Authentication Method DEEINNE Specify

NAS IP / Called Station ID

Include inevery User 0
Group

Test Connectivity

Test Connectivity
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4. Create the SSID and set up authentication

Go to WiFi Controller > SSID and define
your wireless network.

Set up DHCP for your clients.

WiFi

Interface Name | example-wifi

Type WiIFi SSID

Traffic Mode (=) Tunnel to Wireless Controller
Address

|P/Network Mask 10.10.12.1/255.255.255.0

& DHCP Server

Address Range

+ Create New E| Edit ]ﬂ[ Delete
Starting IP EndIP
10.10.12.2 10.10.12.254
Netmask 255.255.255.0
Default Gateway Specify

DNS Server

SEINGEERYEAGUIBNEE Same as Interface IP | Specify
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Configure WPA2 Enterprise security that
uses the RADIUS server.

WiFi Settings
S5SID | example-staff |
Security Mode | WPA2 Enterprise v
Authentication Local

| facRADIUS v
Broadcast 551D O
Schedule @ | always v
Block Intra-SSID Traffic @0
Maximum Clients »
Split Tunneling »
Optional VLAN ID 0 I

Filter MAC Addresses (B

5. Connect and authorize the FortiAP

Go to Network > Interfaces and
configure a dedicated interface for the
FortiAP.
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Interface Name  port15 (00:09:0F:4E:10:2D)

Alias |

Link Status Down ©
Type Physical Interface
Address

Addressing mode

Manual | DHCP | PPPoE RREGITEIE RGO S AG) o I BT o

IP/Network Mask 192.168.2.1/255.255.255.0

Connected Devices None

Networked Devices

Device Detection (B

Status

Comments |

Interface State A REENE N & Disabled

0¢255
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Connect the FortiAP unit. Go to WiFi
Controller > Managed FortiAPs.

When the FortiAP is listed, select and
authorize it.

Go to WiFi Controller > FortiAP
Profiles and edit the profile.

This example used a FortiAP-221C, so
the FAP221C-default profile applies.

For each radio:

« Enable Radio Resource Provision.
o Selectyour SSID.

WiFi

<+ CreateNew  [# Edit i Delete XM Radio | Managed Fortiaps 1/39
Mesh + Access Point State Connected Via 551Ds Channel Clients
. . Radio 1: None | Radio1:0
221C3X1401992 92.168.2.
FP221C3X14019926 @ 42 192.168.2.2 Radio 2 None | Radio2: 0
== CreateNew | [#jEdit | T Delete | & Refresh | @ Authorize Radio | Managed FortiAPs 1/32)
Mesh Access Point State Connected Via SSIDs Channel Clients OS Version
Radio 1: None Radiol:0 Radio 1: 0
FP221C3X14019926 @ % 192.168.22 Radio 2: None Radio2:0  Radio2:0
¥ Radio 1
Maode () Disable @ Access Point (C) Dedicated Monitor
WIDS Profile Click to set... -
Radio Resource Provision
Client Load Balancing [] Frequency Handoff [] AP Handoff
Band [2.46Hz 802.11n/g/b ~|
Channel M1 Oz Oz Oa [Ods e Oz s
[HE] 1o 11
Auto TX Power Control @ Disable O Enable
TX Power
10 %
S5IDs () Automatically assign Tunnel-mode 5SIDs
® Select 55IDs
@ example-wifi Hid
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6. Create the security policy

Go to Policy & Objects > IPv4 Policy
and add a policy that allows WiFi users
to access the Internet.

Results

Connect to the example-staff network
and browse Intemnet sites.

Go to Monitor > Client Monitor to see
that clients connect and authenticate.
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Name | WiFi Internet |
Incoming Interface ‘ %= example-staff (example-wifi) [x] ‘
Outgoing Interface ‘ @ wanl (] ‘
Source ‘ B an [x] ‘
Destination Address ‘ Ban (%] ‘
Schedule ‘ always v ‘
Services ‘ @ AL Q ‘

Action ACCEPT g3y

Firewall / Network Options

NAT [ @]
Fixed Port »

IP Pool Configuration RUEIONEGTHEARCEWERAG LI Use Dynamic IP Pool

SSID FortiAP User P Device Channel Bandwidth Tx/Rx Signal Strength,

() example-staff FP221C3X14019926(2) jsmith  10.10.12.2 08:fd:0e:ff:0c:56 100 490.71kB T 50dB
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Authentication

This section contains information about authenticating users and devices.

Authentication, the act of confirming the identity of a person or device, is a key part of network security. When
authentication is used, the identities of users or host computers must be established to ensure that only
authorized parties can access the network.

External authentication

o« 802.1X with VLAN Switch interfaces on a FortiGate

WiFi authentication

« Assigning WiFi users to VLANs dynamically
« WIiFi RADIUS authentication with FortiAuthenticator
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802.1X with VLAN Switch interfaces on a FortiGate

This recipe follows on from the general introductory video, Managing FortiSwitch from FortiGate, which uses the
FortiLink protocol.

Using 802.1X with VLAN Switch interfaces on the FortiGate secures the network at the switch port by requesting
a connecting user to authenticate. In most deployments the user database will be external to the FortiGate.

This example uses FortiAuthenticator for the RADIUS authentication server, however the example is generic
enough to be adapted to any authentication server supported by the FortiGate and the EAP protocol. Also this
example can be adapted for other products which make use of 802.1X, such as wireless access points.

In this example we will configure EAP-TTLS.

There are three elements to be configured:

« The supplicant, which identifies the client, in this case a Ubuntu host.
« The authenticator, which translates EAP to RADIUS messages, and vice-versa. Thisis the FortiGate switch controller.

« The authentication server, which processes the RADIUS messages. This is the FortiAuthenticator.

The topology is as shown:

1. Configuring a CA

In this example we configure EAP-TTLS which requires, as a minimum, server certificate validation. To do this
we use FortiAuthenticator, we create a CA root, self signed, and a service certificate for the authentication
server. The supplicant requires access to the CA certificate in order to validate the server authentication.
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On FortiAuthenticator, go to Certificate Management
> Certificate Authorities > Local CAs and create a
new Local CA. Enter a Certificate ID and Name (CN).
Leave all other settings default.

This creates aroot CA certificate that is self signed.
This certificate must be copied to the supplicant.

Go to Certificate Management > End Entities > Local
Services and create a new service. Enter a Certificate
ID, Issuer (your local CA), and Name (CN). Leave all
other settings default.

This creates a certificate for the authentication server.

2. Configuring RADIUS authentication

Certificate 10:

myCh

Certificate Authority Type

Certifcabe type:

w Fool TA cerficale Intermedale CA cerificale

Subjeat Inpat method:

Fully d=angushed name & Field-by-Sekd

Mame [CM): myCH
Cartificate 10 myCen
‘Certificate Signing Options
Issuer: w Local T4, Trird-party A

Cerficate authorty

s, | CHEmyCa =

Subject Information

Bubject inpat method:

Hame (CHE

Fully distinguished name &) Fisld-Iy-Neid

myCen|

The FortiAuthenticator will be the RADIUS sever and the FortiGate the RADIUS client.

On the FortiAuthenticator, go to Authentication >
RADIUS Service > Clients and create a new client.
Enter the Name, Client name/IP, and shared Secret.
For Realms, use the local user realm and set EAP
types touse EAP-TTLS.

Authentication

ol rarre P

E N

ChsscTipmion

Auttanicabon rardad

UsameTH IngLt formon

Reasima

AbEA WAL D BTSRRI
Checx mactrm sulbenl cebon

EAP types

R T
LL-ALRL ]

Friz:ca taz-tadtor asthanicasa

& Apply feo-facics suthentication Faraiisble (mthenticsls asy U]
Prarazes-orly suiarbeaiorn jaochide usems withead 8 pomaword)
FasiTokmn-anly srtanicetion (sachce umer wihosd s FortiTohen)

W LRsTaTE TR
T LRI
resiTE R RTAT

Defavit FAillzw local unal

L iotal | Local vsérs

EaPOTE
E&PTLE
PERE

W EAR-TTLE
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Go to Authentication > User Management > Local
Users and create a local user and password.

This is your user account for 802.1X authentication.

Go to Authentication > RADIUS Service > EAP and
select the local CA and local service certificates for the
server's authentication.

On the FortiGate, go to User & Device > RADIUS
Servers and create a new server connection. Enter
Name, Primary Server IP/Name, and Primary Server
Secret.

Go to WiFi & Switch Controller > VLANs

Modify your VLAN and change the admission control
authentication method to RADIUS, and select you
RADIUS server.

(This example follows on from the local user
configuration, given in the video.)

Test the RADIUS configuration from the the FortiGate CLI:

Usarname: mike

Pasaward creatian: Bpacity & passwand -

Faed ol -

Fagaaord confimasion

| Ao RADIUE authersication

Burwied Sein nges

E&F Sarr Cariicate

e | CRimTR A

EAR-TLE Authentication

Locad G Asullabie iocsl TAn g

&, Fa A | G
Hams facRADIUS
Primany Servai IR ams 17220421127

Primany Sener Sacnet
Seconclary Sarver | Pifdame
Secgndlary Sarver Secral

CITETTRTT e Y Test Conractivity

sutrentication Metrod [ EEERRR Seeciy

HAS P/ Called Station 1D

Inclusde imevery Lser o

Group

Admission Control

Security Mode HO2.1x L
Authentication Local EEENRIREE=TAE

Lacal Click o set... v
RADIUS Server myRADILS T

Allow FortiClient Connections O

# diagnose test authserver radius myRADIUS mschap2 mike@local mypassword

authenticate 'mike@local' against

'mschap?2’

succeeded, server=primary assigned

rad session 1d=790684157 session timeout=0 secs idle timeout=0 secs!

3. Configure the supplicant and test

We will configure the 802.1X supplicant settings on the wired interface of our Ubuntu host. Use the settings in

the following screenshot to test your connection.
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Edit your wired connection and select 802.1X security.
Chose Tunneled TLS (TTLS), your CA certificate,
MSCAPV2 for Inner authentication, and the
Username.

4. Results

Check FortiAuthenticator's log messages, look for
802. 1x authentication successful.

Authentication

Editing Wired connection 1

Connectlon name: | Wired connection 1

General Ethernet 802.1x Security  IPvd Settings  1Pv6 Settings

Use B02.1X security For this connection

Authentication: | Tunneled TLS -

Anonymous identity:

Ca certificate: miyCA crt =]

Inner authenticakion: = MSCHAPwW2 -

Username: | mike@local
Password: | seseesss

Ask For this password every time
Show password

Cancel Save.,

Log Details ®

Log Record Detall
1] 184
Timestamp Thu Ol 8 06:23:39 2015
Level indearnation
Action Authentication
Slatus Sucoess

NAS Name/lP 182.166.168.254

Message E;?J:Iaumemmun 5UC
User mikefiocal

Log Type
Type Id 2420
Name B2 1x Authentication O
Sub Category Authenticalion
Category Event
Deseription 80212 authentication suc

cassiul
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Using ifconfig, you should see that you have been milceubunti: -
allocated an address from the DHCP server. Lkeg :

If this does not work, check again the RADIUS client
works using the testauth command. If that is ok, check
your certificates, paying attention to the valid from date

and time. Certificate 1D myCA [Edif
Status Active
Version 3
Serial number 40:36:80:C8:B5: 101030
lasuer CH=ryCA
Subject CH=myCA
Effective date Wed Oet 7 13:00:32 2015 GMT
Expiration date Sat Oct 4 13:00032 2025 GMT
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VPNs

This section contains information about configuring a variety of different Virtual Private Networks (VPNs), as well
as different methods of authenticating VPN users. FortiGates support two types of VPNs: IPsec and SSL.

IPsec VPNs use Internet Protocol Security (IPsec) to create a VPN that extends a private network across a public
network, typically the Internet. In order to connect to an IPsec VPN, users must install and configure an IPsec
VPN client (such as FortiClient) on their PCs or mobile devices.

SSL VPNs use Secure Sockets Layer (SSL) to create a VPN that extends a private network across a public
network, typically the Internet. Connections to an SSL VPN are done through a web browser and do not require
any additional applications.

IPsec

o |Psec VPN with FortiClient
« Site-to-site IPsec VPN with two FortiGates
« IPsec troubleshooting

SSL

« SSL VPN using web and tunnel mode
« SSL VPN troubleshooting
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IPsec VPN with FortiClient

FORTIOS

5.4

VERSION

Remote FortiClient user

1

FortiGate

(YPoecv]

Internal Network

In this example, you will allow remote users to access the corporate network using an IPsec VPN that they
connect to using FortiClient for Mac OS X, Windows, or Android. Traffic to the Internet will also flow through the
FortiGate, to apply security scanning.

In this example, FortiClient 5.4.0.493 for Mac OS X is used.
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1. Creating a user group for remote users

Go to User & Device > User Definition.
Create a local user account for an IPsec
VPN user.

GotoUser & Device > User Groups.
Create a user group for IPsec VPN users
and add the new user account.

VPNs

€} User Type » @ Login Credentials ) & ContactInfo » € Extra Info

Remote RADIUS User
Remote TACACS+ User
Remote LDAP User

@ UserType > @ Login Credentials » &) ContactInfo » @ ExtraInfo

User Name | clementine |

Password | sesesene |

@ UserType > @ Login Credentials » € Contactinfo » @ Extra Info

Email Address | clementine@exam ple.com| |

SMS @

@ UserType » @ LoginCredentials » & Contactinfo » € Extra Info

Enable User Account O
Two-factor Authentication

User Group (@ ]

L IPsec-users

Type O Firewall (" Fortinet Single Sign-On (FS50) ( 'Guest  RADIUS Single Sign-On (RSS0)

Members | clementine X
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2. Adding a firewall address for the local network

Go to Policy & Objects > Addresses
and create an address for the local
network.

Set Type to IP/Netmark, Subnet/IP
Range to the local subnet, and
Interface to an internal port.

Name | Local-network

Type | IP/Netmask

Subnet/IP Range | 192.168.100.0/255.255.255.0

Interface | lan v

Show in Address List [ @]

Static Route Configuration (B

Comments

3. Configuring the IPsec VPN using the IPsec VPN Wizard

Goto VPN > IPsec Wizard and create a
new tunnel using a pre-existing template.

Name the VPN connection.

The tunnel name may not have any
spaces in it and should not exceed 13
characters.

Set Template to Remote Access, and
set Remote Device Type to FortiClient
VPN for OS X, Windows, and Android.

Set the Incoming Interface to the
internet-facing interface and
Authentication Method to Pre-shared
Key.

Enter a pre-shared key and select the
new user group, then click Next.

The pre-shared key is a credential for the
VPN and should differ from the user’s
password.
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€) VPN Setup © Policy & Routing » @ Client Options

Name | IPsec-FCT |

Template Type Site to Site Custom
Remote Device Type FortiClient VPN for OS X, Windows, and Android

@ 105 Native

I Android Native
== Windows Native

U5t Cisco Client

@ VPN Setup © Policy & Routing » @ Client Options

Incoming Interface | © wanl A |
Authentication Method Signature

Pre-shared Key | esecsnss *| @
User Group |ﬁ IPsec-users - |
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Set Local Interface to an internal
interface (in the example, /an) and set
Local Address to the local LAN
address.

Enter an Client Address Range for
VPN users.

The IP range you enter here prompts
FortiOS to create a new firewall object for
the VPN tunnel using the name of your
tunnel followed by the _range suffix (in
the example, IPsec-FCT_range).

Make sure Enable IPv4 Split Tunnel is
not selected, so that all Internet traffic
will go through the FortiGate.

If you do select Enable Split Tunneling,
traffic not intended for the corporate
network will not flow through the
FortiGate or be subject to the corporate
security profiles.

Select Client Options as desired.

After you create the tunnel, a summary
page appears listing the objects which
have been added to the FortiGate's
configuration by the wizard.

VPNs

@ VPN Setup © Policy & Routing » €3 Client Options

Local Interface | @ lan hd |
Local Address | B Local-network x |
Client Address Range | 10.10.100.1-10.10.100.254 *|
Subnet Mask | 255.255.255.255 *|
DNS Server Specify

Enable IPv4 Split Tunnel »
Allow Endpoint Registration @O

@ VPN Setup @ Policy & Routing » @ Client Options

Save Password [ o}
Auto Connect »
Always Up (Keep Alive) (B

@ VPN Setup @ Policy & Routing » @ Client Options

@ The VPN has been set up

Summary of Created Objects
Phase 1 Interface |Psec-FCT
Phase 2 Interface |Psec-FCT

Address |Psec-FCT_range
Remote to Local Policy wvpn_IPsec-FCT_remote
Endpoint Registration

@ Printable FortiClient VPN Setup Instructions
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4. Creating a security policy for access to the Internet

The IPsec wizard automatically created a security policy allowing IPsec VPN users to access the internal
network. However, since split tunneling is disabled, another policy must be created to allow users to access the

Internet through the FortiGate.

Go to Policy & Objects > IPv4 Policies
and create a new policy. Set a policy
name that will identify what this policy is
used for (in the example, IPsec-VPN-
Internet)

Set Incoming Interface to the tunnel
interface and Outgoing Interface to
wan1. Set Source to the IPsec client
address range, Destination Address to
all, Service to ALL, and enable NAT.

Configure any remaining firewall and
security options as desired.
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Name | IPsec-VPN-Internet |
Incoming Interface () IPsec-FCT x ‘
Outgoing Interface | @ wan1l xX ‘
Source | Bal X ‘
Destination Address | Ban 1% ‘
Schedule | always v
Service | 0 ALL %4 ‘
Action DENY

Firewall f Network Options

NAT ©

Fixed Port >

|IP Pool Configuration Use Dynamic IP Pool
Security Profiles

AntiVirus »

Web Filter © | [ default v ‘
DNS Filter »

Application Control C

Proxy Options

| [757] default

SSL/SSH Inspection @ | [ certificate-inspection

4

4

Logging Options

Log Allowed Traffic @O All Sessions

Capture Packets (B

Comments | Write a comment...

//J /1023

Enable this policy @
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5. Configuring FortiClient

Open FortiClient, go to Remote Access
and Add a new connection.

Set the Type to IPsec VPN and Remote
Gateway to the FortiGate IP address.

Set Authentication Method to Pre-
Shared Key and enter the key below.

VPNs

®0 FortiClient
| FortiClient FORTINET.
\ - / I vicki Martin | @
AntiVirus
New Threat Detected ”
o VPN Name LI - e |
Web Filter
. Web Filter Disabled J
= r
Remote Access
No VPN Connected
5 Setiings are locked by ForiiGate
VPN » Add Connection
VPN Type 1SSLVPN () IPsec VPN
Connection Name Waork VPN
Description
Remote Gateway 172.20.121.81
Authentication Method Pre-Shared Key <
Pre-Shared Key = sssssss .{
Authentication (XAuth) | Save Login
Username
Cancel | Add
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6. Results

On FortiClient, select the VPN, enter the
username and password, and select
Connect.

Once the connection is established, the
FortiGate assigns the user an IP address
and FortiClient displays the status of the
connection, including the IP address,
connection duration, and bytes sent and
received.
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VPN Mame Work-VPN

Username clementine

Password = ssseeees

Connect

L4

Work-VPN
gﬁ]\/ 10.10.100.1

; .
—1psecty” clementine

(=) Duration
=| Bytes Received
|+ Bytes Sent

Disconnect

08:08:12
77415 K
84,350 K
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On the FortiGate unit, go to Monitor >
IPsec Monitor and verify that the tunnel
Status is Up.

The monitor also shows the IP address
of the FortiClient user, under Remote
Gateway.

Browse the Internet, then go to
FortiView > Policies and select the now
view. You can see traffic flowing through
the IPsec-VPN-Internet policy.

Right-click on the policy, then select Drill

Down to Details. You can see more
information about the traffic.

Go to FortiView > VPN to see which
users have connected to the VPN.
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Name Type Remote Gateway Username Status
IPsec-FCT_0 %22 Dialup - FortiClient (Windows, Mac OS, Android) 172.20.121.46 @ Up
Policy Source Interface Destination Interface Bytes (Sent/Received) ¥ Sessions Bandwidth
IPsec-VPN-Internet IPsec-FCT O wan1 449.18kB | ] 137 1 176.55 kbps !
Summary of IPsec-VPN-Internet
Policy Name : IPsec-VPN-Internet
Policy ID : 3
Source Interface : IPsec-FCT
Destination Interface:  wan1
Bytes (Sent/Received): 44244 kB
Bandwidth : 15.02kbps
Sessions: 129
Time Period : Realtime
Sources  Destinations  Applications ~ Countries  Sessions
Source Device Source Interface Bytes (Sent/Received) + Sessions Bandwidth
10.10.100.1 1Psec-FCT_0 44428 kB EEm— 129 I 1502kbps
2 [ AddFilter 5 minutes 24hours | &
3Connections
Connections [%
2Connections
1Connectiens
oc
1030 10:35 10:40 10:45 1050 10:55 11:00 1105 11:10 11:15 11:20 1125
User Connections + Last Connection Time VPN Type Bytes (Sent/Received) Duration
1 2016-01-21, 8:38:23 AM ipsec 1556 MB [ 1 1h59m54s [
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Site-to-site IPsec VPN with two FortiGates

FORTIOS

5.4

VERSION

HQ wanl wanl Branch
I l ‘ 172.20.121.92 ) 172.20.]20.135 |
e IPsec VPN lntemet | l
FortiGate FortiGate

lan
10.10.40.1

HQ Branch
Internal Network Internal Network

In this example, you will allow transparent communication between two networks that are located behind different
FortiGates at different offices using route-based IPsec VPN. The VPN will be created on both FortiGates by using
the VPN Wizard's Site to Site - FortiGate template.

In this example, one office will be referred to as HQ and the other will be referred to as Branch.
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1. Configuring the HQ IPsec VPN

On the HQ FortiGate, go to VPN > IPsec
Wizard.

Select the Site to Site template, and
select FortiGate.

In the Authentication step, set IP
Address to the IP of the Branch
FortiGate (in the example,

172.20.120. 135). After you enter the
gateway, an available interface will be
assigned as the Outgoing Interface. If
you wish to use a different interface,
select Change.

Set a secure Pre-shared Key.

VPNs

VPN Creation Wizard

@ VPNSetup » @ Authentication ) @ Policy & Routing

Name | HQ-to-Branch |
Template Type RICAGRICE Remote Access | Custom

Remote Device Type == FortiGate

et Cisco

NAT Configuration No NAT between sites

This site is behind NAT
The remote site is behind NAT

Remote FortiGate

Site to Site - FortiGate

< Back Next > Cancel

VPN Creation Wizard

® VPNSetup ) @ Authentication ) € Policy & Routing
Remote Device (GO Dynamic DNS

IP Address [ 172.20.120.135 |

Outgoing Interface | @ wan1 v |
Detected via routing lookup
Authentication Method REEGEIEWERGEE Signature

Pre-shared Key | sensee | @

HQ-to-Branch: Site to Site - FortiGate

This FortiGate Remote FortiGate

< Back Next > Cancel
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In the Policy & Routing step, set the T ——
Local Interface. The Local Subnets

: -
will be added automatically. Set Remote . & oLy & toutne
Subnets to the Branch FortiGate's local

subnet (in the example, 5.5.5.5/24). LocalSubnets @ | 1010.100/24 |
Remote Subnets @ | 5.5.5.5/24 |

Local Interface | @ lan v

HQ-to-Branch: Site to Site - FortiGate

This FortiGate Remote FortiGate

A summary page shows the
configuration created by the wizard,

including firewall addresses, firewall

VPN Creation Wizard

address groups, a static route, and @ The VPN has been set up
Security pO|iCieS- Summary of Created Objects
Phase 1 Interface HQ-te-Branch
Phase 2 Interfaces HQ-to-Branch
Static Routes 5.5.5.5/24

Local Address Group ~ HQ-to-Branch_local
Remote Address Group HQ-to-Branch_remote
Local to Remote Policy  vpn_HQ-to-Branch_local

Remote to Local Policy  vpn_HQ-to-Branch_remote

Add Another Show Tunnel List
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2. Configuring the Branch IPsec VPN

On the Branch FortiGate, goto VPN >
IPsec Wizard.

Select the Site to Site template, and
select FortiGate.

In the Authentication step, set IP
Address to the IP of the HQ FortiGate (in
the example, 172.20.121.92). Afteryou
enter the gateway, an available interface
will be assigned as the Outgoing
Interface. If you wish to use a different
interface, select Change.

Set the same Pre-shared Key that was
used for HQ's VPN.

VPNs

VPN Creation Wizard

@ VPNSetup ) @ Authentication ) @ Policy & Routing

‘ Branch-to-HQ |

Name
Template Type ICRGRTICE Remote Access | Custom

Remote Device Type

wie Clsco

No NAT between sites

This site is behind NAT
The remote site is behind NAT

NAT Configuration

Site to Site - FortiGate

Internet

Remote FortiGate

This FortiGate

< Back Next » Cancel

VPN Creation Wizard

@ VPNSetup » @ Authentication > I€) Policy & Routing
(VGG Dynamic DNS

| 1722012192 |

Remote Device

IP Address

Qutgoing Interface | @ wan1 v |
Detected via routing lookup

Authentication Method REEEEICIGEE Signature

Pre-shared Key | sesene | @

Branch-to-HQ: Site to Site - FortiGate

Internet

Remote FortiGate

This FortiGate

< Back Next > Cancel
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In the Policy & Routing step, set the
Local Interface. The Local Subnets
will be added automatically. Set Remote
Subnets to the HQ FortiGate's local
subnet (in the example, 10.10.10.1/24).

A summary page shows the
configuration created by the wizard,
including firewall addresses, firewall
address groups, a static route, and
security policies.

3. Results

On either FortiGate, go to Monitor >
IPsec Monitor to verify the status of the
VPN tunnel. Right-click under Status
and select Bring Up.
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VPN Creation Wizard
@ VPNSetup » @ Authentication ) @ Policy & Routing
Local Interface | Q lan -

Local Subnets @ | 5.5.5.0/24 |
Remote Subnets € | 10.10.10.1/24 |

Branch-to-HQ: Site to Site - FortiGate

This FortiGate Remote FortiGate

VPN Creation Wizard

@ vPNSetup ) @ Authentication ) @ Policy & Routing

@ The VPN has been set up

Summary of Created Objects
Phase 1 Interface Branch-to-HQ

Phase 2 Interfaces Branch-to-HQ

Static Routes 10.10.10.1/24

Local Address Group ~ Branch-to-HQ_local
Remote Address Group Branch-to-HQ_remote
Local to Remote Policy  vpn_Branch-to-HQ_local

Remote to Local Policy  vpn_Branch-te-HQ_remote

Add Another Show Tunnel List

Status * In
@ Down
M Reset Statistics
@ BringUp
© Bring Down
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A user on either of the office networks should be able to connect to any address on the other office network
transparently.

If you need to generate traffic to test the connection, ping the Branch FortiGate's internal interface from the HQ's
internal network.
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IPsec troubleshooting

This page contains tips to help you with some common challenges of IPsec VPNs.

The options to configure policy-based IPsec VPN are unavailable.

Go to Feature Select and enable Policy-based IPsec VPN.

The VPN connection attempt fails.

If your VPN fails to connect, check the following:

Ensure that the pre-shared keys match exactly.
Ensure that both ends use the same P1 and P2 proposal settings.

Ensure that you have allowed inbound and outbound traffic for all necessary network services, especially if
services such as DNS or DHCP are having problems.

Check that a static route has been configured properly to allow routing of VPN traffic.
Ensure that your FortiGate unit is in NAT/Route mode, rather than Transparent.

Check your NAT settings, enabling NAT traversal in the Phase 1 configuration while disabling NAT in the
security policy.

Ensure that both ends of the VPN tunnel are using Main mode, unless multiple dial-up tunnels are being
used.

If you have multiple dial-up IPsec VPNs, ensure that the Peer ID is configured properly on the
FortiGate and that clients have specified the correct Local ID.

If you are using FortiClient, ensure that your version is compatible with the FortiGate firmware by reading
the FortiOS Release Notes.

Ensure that the Quick Mode selectors are correctly configured. If part of the setup currently uses firewall
addresses or address groups, try changing it to either specify the IP addresses or use an expanded
address range.

If XAUTH is enabled, ensure that the settings are the same for both ends, and that the FortiGate unit is set
to Enable as Server.

If your FortiGate unit is behind a NAT device, such as a router, configure port forwarding for UDP ports 500
and 4500.

Remove any Phase 1 or Phase 2 configurations that are not in use. If a duplicate instance of the VPN tun-
nel appears on the IPsec Monitor, reboot your FortiGate unit to try and clear the entry.

If you are still unable to connect to the VPN tunnel, run the following diagnostic command in the CLI:
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diag debug application ike -1
diag debug enable

The resulting output may indicate where the problem is occurring. When you are finished, disable the diagnostics
by using the following command:

diag debug reset
diag debug disable

The VPN tunnel goes down frequently.

If your VPN tunnel goes down often, check the Phase 2 settings and either increase the Keylife value or enable Autokey Keep Alive.
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SSL VPN using web and tunnel mode

Internet

1k

FortiGate

(Y sorven |

Remote user https://172.20.121.46:10443
leverett

....................

Internal Network el
https://192.168.200,1

In this example, you will allow remote users to access the corporate network using an SSL VPN, connecting
either by web mode or tunnel mode and with FortiClient. This allows users to access network resources, such as
the Internal Segmentation Firewall (ISFW) used in this example.

For users connecting via tunnel mode, traffic to the Internet will also flow through the FortiGate, to apply security
scanning to this traffic.

During the connecting phase, the FortiGate will also verify that the remote user’s antivirus software is installed
and up-to-date.
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1. Creating a user and a user group

Go to User & Device User Definition.
Create a local user account fora SSL
VPN user.

GotoUser & Device > User Groups.
Create a user group for SSL VPN users
and add the new user account.

VPNs

@ Login Credentials > @ Contact Info > @ Extra Info

Remote RADIUS User
Remote TACACS+ User
Remote LDAP User

9 Login Credentials 0 Contact Info Q Extra Info

User Name |Iwerett |

Password | Il |

(] Login Credentials € Contact Info @ Extralnfo

Email Address | leverett@example.com |

SMS5 »

(/] Login Credentials @ Contact Info & Extralnfo

Enable User Account [ @]
Two-factor Authentication O

User Group »

Name SSL-VPN-users

Type © Firewall () Fortinet Single Sign-On (FSS0) © Guest  RADIUS Single Sign-On (RS50)
Members | leverett %)@
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2. Creating an SSL VPN portal for remote users

Go to VPN > SSL-VPN Portals. Edit the
full-access portal. The full-access portal
allows the use of tunnel mode and/or web
mode.

Make sure Enable Split Tunneling is not
selected, so that all Internet traffic will go
through the FortiGate.

If you do select Enable Split Tunneling,
traffic not intended for the corporate
network will not flow through the
FortiGate or be subject to the corporate
security profiles. You will also have to
set your corporate network's address as
the Routing Address.

Set Source IP Pools to use the default
IP range SSLVPN_TUNNEL-ADDR1.

Under Predefined Bookmarks, select
create new to add a new bookmark.
Bookmarks are used as links to internal
network resources.

In the example, a bookmark is added to
connect to a FortiGate being used as an
ISFW, which can be accessed at
https://192.168.200.111.
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Name | full-access

Limit Users to One SSLVPN Connection at a Time O

& Tunnel Mode

Enable Split Tunneling €» OB

Source IP Pools | I3 ssLVPN_TUNNEL_ADDR1 »
Tunnel Mode Client Options
Allow client to save password >
Allow client to connect automatically OB
Allow client to keep connections alive O
@ Enable Web Mode
Portal Message | SSLVPN Portal |
Theme | Blue M |
Show Session Information @
Show Connection Launcher @O
Show Login History O
User Bookmarks €O
Edit Bookmark ®

Name [ 1sFW g

Type | HTTP/HTTPS v

URL ' https://192.168.200.111 |

Description | Internal Segmentation Firewall |

Single Sign-On Automatic = Static

OK Cancel
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3. Configuring the SSL VPN tunnel

Go to VPN > SSL-VPN Settings and set
Listen on Interface(s) towan1.

Connection Settings €

Listen on Interface(s)
To avoid port conflicts, set Listen on Listenon Port
Port to 10443. Set Restrict Access to
Allow access from any host.

Restrict Access
In the example, the Fortinet_Factory Idle Logout
certificate is used as the Server Inactive For
Certificate. It is, however, Server Certificate

recommended that you purchase a Require Client Certificate

certificate for your domain and upload it

for use with an SSL VPN.

Address Range
Under Tunnel Mode Client Settings, IP Ranges
set IP Ranges to use the default IP DNS Server

Specify WINS Servers

range SSLVPN_TUNNEL-ADDR1.

Allow Endpoint Registration

| wanl 0|°
| 10443 7]

€ Web mode access will be listening at https://172.20.121.46:10443

FAGUVECTR i ST L vl Limit access to specific hosts

| 300
| Fortinet_Factory

: |Second5

M

Tunnel Mode Client Settings €

Automatically assign addresses el ) el

| SSLVPN_TUNNEL_ADDR1 o|©@

Same as client system DNS JSsl134

Under Authentication/Portal Mapping,

; New Authentication/Portal Mappi x
add the SSL VPN user group and map it ew Authentication/Portal Mapping
to the full-access pOl'tal. Users/Groups | SSL-VPN-users o |0
If necessary, map a portal for All Other Portal | full-access v
Users/Groups.
0K Cancel
VPNs 156


http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/ssl-vpn-web-and-tunnel/4a-settings.png
http://cookbook.fortinet.com/wp-content/uploads/FortiGate/54/ssl-vpn-web-and-tunnel/4b-portal-mapping.png

4. Adding an address for the local network

Go to Policy & Objects > Addresses.

Add the address for the local network.
Set Type to IP/Netmark, Subnet/IP
Range to the local subnet, and
Interface to an internal port.
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Category

MName

Type

Subnet / IP Range
Interface

Show in Address List
Static Route Configuration

Comments

Explicit Proxy Address

| Local-LAN

| IP/Netmask

| 192.168.200.0/255.255.255.0

| lan

L &
»

A /255
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5. Adding security policies for access to the internal network and Internet

Go to Policy & Objects > IPv4 Policy.
Add a security policy allowing access to
the internal network through the VPN
tunnel interface. Set a policy name that
will identify what this policy is used for (in
the example, SSL-VPN-internal)

Set Incoming Interface to ssl.root and
Outgoing Interface to the local network
interface. Select Source and set
Address to all and Source User to the
SSL-VPN user group. Set Destination
Address to the local network address,
Service to ALL, and enable NAT.

Configure any remaining firewall and
security options as desired.

VPNs

Name | SSLVPN-internal |

Incoming Interface

(2) SSLVPN tunnel interface (ssl.roo % |

Qutgoing Interface ‘ @ lan x ‘

Source & an x
8% SSL-VPN-users b

Destination Address ‘ B Local-LAN x ‘

Schedule ‘ always - ‘

Service ‘ O ALL b 4 ‘

Action DENY

Firewall / Network Options

NAT O

Fixed Port >

IP Pool Configuration Use Dynamic IP Pool

Security Profiles

AntiVirus »

Web Filter >

DNS Filter »

Application Control >

Anti-Spam >

Web Application Firewall C

S55L/55H Inspection » |

Logging Options

Log Allowed Traffic @D BEERTASAAT: M All Sessions

Capture Packets

/J 071023

Comments | Write a comment...

Enable this policy @O
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Add a second security policy allowing
SSL VPN access to the Internet.

For this policy, Incoming Interface is
set to ssl.root, Outgoing Interface is
set towan1, and Destination is set to
all.
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Name | SSL-VPNM-Internet |

Incoming Interface

(2) SSLVPN tunnel interface (ssl.roo X |

Qutgoing Interface | © wanl x |
Source & an X
8% SSL-VPN-users ®
Destination Address ‘ & an x ‘
Schedule | always b |
Service ‘ 0l ALL x ‘

Action flelal gl DENY

Firewall / Network Options

NAT O
Fixed Port '

IP Pool Configuration RUEEReN G -g Il g e le-Ret [l Use Dynamic P Pool

Security Profiles

AntiVirus

Web Filter

DNS Filter

Application Control
Anti-Spam

Web Application Firewall
55L/55H Inspection

GUUUUU G

Logging Options
Log Allowed Traffic @0 B3l All Sessions
Capture Packets (B

Comments | Write a comment... A 01023

Enable this policy @O
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6. Setting the FortiGate unit to verify users have current AntiVirus software

Go tothe Dashboard. In the CLI Console widget, enter the following commands to enable the host to check

for compliant AntiVirus software on the remote user's computer:

config vpn ssl web portal
edit full-access
set host-check av
end

7. Results
Web mode:

Using a supported Internet browser,
connect to the SSL VPN web portal
using the remote gateway configured in
the SSL VPN settings (in the example,
172.20.121.46:10443)

Use the SSL VPN user's credentials to
authenticate.

VPNs

Please Login

leverett
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The web portal appears.

In this example, selecting the ISFW
Bookmark allows you to connect to the
ISFW FortiGate.
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SSL-VPN Portal

&) Download FortiClient +

Bookmarks

(' Quick Connection 4 New Bookmark

History

admin| *

Password *
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To connect to the Internet, select Quick
Connection. Select HTTP/HTTPS, then
enter the URL and select Launch.

The website will launch.

You can also use the Quick Connection
for other allowed types of traffic, such as
SSH.

VPNs

€ Quick Connection

3

URL | www.google.ca

L ™ R

RDP SSH
SMB/CIFS VNC Telnet
Citrix Port Forward
Ping

Google

Canada

Google Search I'm Feeling Lucky

Google.ca offered in: Frangais

< Quick Connection

&

HTTP/HTTPS

Host

7 & >

FTP RDP
SMB/CIFS VNC Telnet
Citrix Port Forward

Ping
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An SSH connection will open in your
browser, connecting to the requested
Host.

Java is required for an SSH connection.

On the FortiGate, go to Monitor > SSL-
VPN Monitor. The user is connected to
the VPN.

Tunnel mode:

If you have not done so already,
download FortiClient from
www.forticlient.com.

Open the FortiClient Console and go to

Remote Access. Add a new connection.

Set VPN Type to SSL VPN, set
Remote Gateway to the IP of the
listening FortiGate interface (in the
example, 172.20.121.46). Select
Customize Port and set it to 10443.

Select Add.
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Connect to:

Connec Disconnect

Dec 11 89:45:59 2815 from
1511

D T T T T TR
1

leverett

172.25.162.2 Fri Dec 11 08:33:17 2015

VPN =» Add Connection

VPN Type
Connection Name
Description

Remote Gateway

) SSL VPN IPsec VPN

Work VPN

172.20.121.46

w4 Customize Port 104431
Client Certificate Mone -
Authentication Save Login
Username
Cancel Add
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Connect to the VPN using the SSL VPN
user's credentials.

You are able to connect to the VPN
tunnel.

On the FortiGate, go to Monitor > SSL-
VPN Monitor. The user is connected to
the VPN.

VPNs

VPN Name Wark-VPN

Username leverett

Paﬁsmrd lll-l-lll4

Connect

L+

Work-VPN
g@ 10.212.134.200

p
—ssLYy  leverett

(=) Duration
=] Bytes Received
[+ Bytes Sent

28:08:35
573.585 K
326.864 K

O 1 leverett

152.168.200.3 Fri Dec 11 10:51:48 2015
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SSL VPN troubleshooting

This page contains tips to help you with some common challenges for SSL VPN.

There is no response from the SSL VPN URL.

Go to VPN Settings and check the SSL VPN port assignment. Also, verify that the SSL VPN policy is configured
correctly.

You receive an error stating that the web page cannot be found.

Check the URL you are attempting to connect to. It should follow this pattern:
https://<FortiGate IP>:<Port>/remote/login

Ensure that you are using the correct port number in the URL.

FortiClient cannot connect.
Read the Release Notes to ensure that the version of FortiClient you are using is compatible with your version of

FortiOS.

When you attempt to connect using FortiClient or in Web mode, you receive the fol-
lowing error message: “Unable to logon to the server. Your user name or pass-
word may not be configured properly for this connection. (-12).”

Ensure that cookies are enabled in your browser. Also, if you are using a remote authentication server, ensure that
the FortiGate is able to communicate with it.

The tunnel connects but there is no communication.

Make sure that there is a static route to direct packets destined for the tunnel users to the SSL VPN interface.

You can connect remotely to the VPN tunnel but are unable to access the network
resources.

Examine the policy allowing VPN access to the local network. If the destination address is set to all, create a
firewall address for the internal network. Change the destination address and attempt to connect remotely again.
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Users are unable to download the SSL VPN plugin.

Go to the VPN Portal to make sure that the option to Limit Users to One SSL-VPN Connection at a Time is
disabled. This allows users to connect to the resources on the portal page while also connecting to the VPN
through FortiClient.

Users are being assigned to the wrong IP range.

Ensure that the same IP Pool is used in VPN Portal and VPN Settings to avoid conflicts. If there is a conflict, the
portal settings will be used.
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Expert

FortiGate units can be deployed in many ways to meet a wide range of advanced requirements. This section
contains recipes and articles (which discuss topics in greater depth than a recipe) about a variety of these
configurations.

Recipes and articles in this section are intended for users with a high degree of background knowledge about
FortiGates and computer networking, such as users who have completed Fortinet’s Network Security Expert

(NSE) 4 level of training.

Authentication

« Single Sign-On using LDAP and FSSO agent in advanced mode
« Single Sign-On using FSSO agent in advanced mode and FortiAuthenticator
« SSO using a FortiGate, FortiAuthenticator, and DC Polling

VPN
« Configuring ADVPN in FortiOS 5.4

Expert
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Single Sign-On using LDAP and FSSO agentin
advanced mode

FORTIOS

5.4

VERSION

—

Internet

WAN 1 Internal Network

1 4]

FortiGate

FS50 Agent

Windows DC
/ LDAP server
10.10.20.3

This recipe illustrates FortiGate user authentication with FSSO and a Windows DC LDAP server. In this example,
user authentication controls Internet access.
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1. Integrating the FortiGate with the Windows DC LDAP server

Goto User & Device > LDAP Servers
to configure the LDAP server. Name LDAP
Server IF/Name 10.10.20.3
Server Port 389
Common Name ldentifier sAMAccountName
Distinguished Name dc=techdoc,dc=local Fetch DN
Bind Type Simple = Anonymous m
User DN administrator@techdoc.lo
Password ssssseee
Secure Connection @ J

2. Installing FSSO agent on the Windows DC server

Accept the license and follow the
Wizard. i'-“!r" Fortinet Single Sign On Agent

The user account on which you want to launch

Enter the Windows AD administrator

d Please input the user account's name and pass
password.

User name muskt be in Form DomainklamelUserMame, IF vou want to use local user account,
please enter \UserMame,

User Mame: I.'L.D.dministrator

Password: I bk g

Back Cancel

Select the Advanced Access method.
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In the Collector Agent IP address field,

enter the IP address of the Windows AD Fortinet Single Sign On Agent - Install DC Agent =

server. . . : o - .
Wwieloome to the DC Agent inztallation wizard. This wizard will install DC Agent an the Domain
Contrallers in your domain.

First please confirm the Collector fgent address and listening port.

Collector dugent

Callectar Agent P address: I'l 010203

Collector dugent liztening port; ISUUH

Mote: You need to have administrator access to the domain controller in order ta install the
DT Agent!

< Back I Mt » I Cancel Help

Select the domain you wish to monitor.

Fortinet Single Sign On Agent - Install DC Agent

Pleaze zelect the domain(z) yau want b ronitar:

TECHDOC:techdoc local

If zome domainz are mizzing, make sure the trusted relation between domainz is zet up
properly, thern run this wizard again.

< Back I MHest » I Cancel Help
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Next, select the users you do not wish to
monitor.

Under Working Mode, select DC Agent
Mode.

Reboot the Domain Controller.

Expert

Fortinet Single Sign On Agent - install DC Agent | x|

Pleasze mark the uzers pou D0 MOT want to monitor their logon events:

| Adrniristratar
| Guest
L1 jemith
] krbtgt
e telbar

< Back I Mewt » I Cancel Help

Fortinet Single Sign On Agent - Install DC Agent

Select damain contrallers Far manitaring user lagon event: Unzheck Al |

TECHDOCAwin2k8r techdoc. local

wiorking tMode
' DC Agent Mode [Click Mext will start the installation of DC &gent]
" Polling Mode [Polling logon sessions from Diomain Contraller]

= Foll logon sessions using Windows HetéF

% Check Windows Security Event Logs

< Back I Meut » I Cancel Help
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Upon reboot, the collector agent will start

up Fortinet Single Sign On Agent Configuration
¥ Moritoring user logon events ¥ Suppot NTLM authentication [Collector Agent Status: RUNNING
You can choose to Require [ e ‘ i
. . FortiGate: [B000 DC Agent: [B002 ;
authenticated connection from ShowSevceSous |
FortiGate and set a Password. | ShowMordued 06 |
Showe Logon Usess |
Select Domains To Moriar |
’V [ Requie suthenticated connection from FortiG ate Password: I"““" ‘ Set Directon Access Information |
Tinace- Set Group Filters |
Workstation veriy interval {minues) 5 -
et e T - St lgnore User List |
IP addkess change veiity interval (seconds) R Sync Configuration With Dihes Agents |
™ Cache user group lookup result -
Cache expite in [minutes): IEU B kad |
Advanced Setings | Savehclose Apphy Defmuk Help |

3. Configuring Single Sign-On on the FortiGate

Goto User & Device > Single Sign-On Type Poll Active Directory Server RADIUS Single-Sign-On Agent

and create a new SSO server. Name techdoc
Primary Agent IP/Name 10.10.20.3 Password| ssessses

Under the Groups tab, select the user Secondary Agent IP/Name Password Mare FSSO agents
LDAP Server LDAP [

groups to be monitored. In this example,
the "FortiOS Writers" group is used.

Users/Groups

‘LDAPTree Re[;urs]vem‘ Users | Groups | Organizational Units = Selected (1)
i@ dc=techdocdc=local

[Qsearcn

EnterpriseAdmins  Enterprise Admins  Ch=gnterprise Adrins Ch=Users DC=techdoc DC-
Enterprise Read-only  Enterprise Read-only CN=Enterprise Read-only Domain

Domain Contrallers  Domain Controllers  Controllers CN=-Users DC-techdoc, DC-local
EventlogReaders  EventlogReaders  CN=EventLog ReadersCN=Builtin DC=techdoc DC
FortiOs Writers FortiOs Writers CN=FortiOS Writers,Ch=Users,DC=techdoc,DC=lg

FortiOS_Writers PCs FortiOS Writers PCs  CN=FortiOS Wiriters_PCs,CN=Computers,DC=tect.

Group Policy Creator  Group Policy Creator - CN=Group Policy Creator

Owners Owners ‘Owmners,CN=Users,DC=techdoc,DC=local

Guests Guests. ‘CN=Guests,CN=Builtin,DC=techdoc,DC=local

11S_IUSRS 1IS_IUSRS ‘CN=IIS_IUSRS, CN=Builtin DC=techdoc,DC=local

Incoming Forest Incoming Forest ‘CN=Incoming Forest Trust v

>
1 /1 [Total:39]
Goto User & Device > User Groups to Name Fortos Writers
Cl'eate anew FSSO user grOUp. Type () Firewall @ Fortinet Single Sign-On (FS50) () Guest () RADIUS Single Sign-On (RS50)
Members CN=Fortios Writers,CN=Users,DC=techdo . x |

Under Members, select the "FortiOS
Writers" group.
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5. Adding a policy to the FortiGate

Go to Policy & Objects > IPv4 Policy
and create a policy allowing "FortiOS_
Writers" to navigate the Internet with
appropriate security profiles.

The default Web Filter security profile is
used in this example.

Expert

Name | Policy_1 |
Incoming Interface ‘ @ port1 x ‘
Qutgoing Interface ‘ © wanl 4 ‘
Source Ban %

[Eg FortiOS_Writers x
Destination Address ‘ Ban x ‘
Schedule ‘ [ always v ‘
Service @au x |
Action DENY | IPsec

Firewall / Network Options

NAT O

Fixed Port >

IP Pool Configuration Use Dynamic IP Pool
Security Profiles

AntiVirus >

Web Filter © ‘m default v
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9. Results

Have users log on to the domain, go to
the FSSO agent, and select Show
Logon Users.

From the FortiGate, go to Dashboard to
look for the CLI Console widget and
type this command for more detail about
current FSSO logons:

From the FortiGate, go to Monitor >
Firewall User Monitor and verify FSSO
Logons.

Have users go to the Internet and the
security profiles will be applied
accordingly.

GotoLog & Report > Forward Traffic
to verify the log.
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Currently logon users: 2
|P address | ‘wiorlstation | Dromainsuser | Status | Group | Time | Type |
10.10.20.3 WINZKBRZT... TECHDOC\ADMINL. 0K CH=ADMINIST..  2016/01/11 08:47.01  DC-Agent
1010207 TELBAR-PCY.... TECHDOCATELBAR 0K CW=TAHEREL.. 2016/01/11 08:43:33 DC:Agent

I3 54

Tiest'Workstation Clear User Cache Refresh Now Close |

diagnose debug authd fsso list

-—-—-FSSO logons-—-

IP: 10.10.20.3 User: ADMINISTRATOR Groups: CN=FORTIOS
WRITERS,CN=USERS,DC=TECHDOC,DC=LOCAL Workstation:
WIN2K8R2. TECHDOC.LOCAL MemberOf: FortiOS_Writers
IP: 10.10.20.7 User: TELBAR Groups: CN=FORTIOS
WRITERS,CN=USERS,DC=TECHDOC,DC=LOCAL Workstation:
TELBAR-PC7.TECHDOC.LOCAL MemberOf: FortiOS_Writers
Total number of logons listed: 2, filtered: 0

-—end of FSSO logons-—
£ Refresh | De-authenticate Show all FSSO Logons @©
User Name User Group Duration IP Address Traffic Volume Method
ADMINISTRATOR  FortiOS_Writers 0day(s) 0 hour(s) 2 minute(s) 10.1020.3 320B [§ Fortinet Single Sign-On (FSSO)
TELBAR FortiOS_Writers 0day(s) 0 hour(s) 0 minute(s) 10.10.20.7 0B [& Fortinet Single Sign-On (FS50)
# | @| DatefTime Source Destination Application Name Result Policy
1 13:54:42 TELBAR 5§ 56617112144 (forti @ & Fortinet-Web ©399kB/11836kB 9
2 13:54:42 TELBAR 28 00:0c:29:3:e1:b = 9.249 istia.com) & AOL-Web ©157kB/13250kB 9
3 13:54:42 TELBAR 8 00:0c:29:a3:1:b6 5574.121.50.17 (www.pagesO3.net) & Google-Web ©216B/92B 9
4 13:54:42 TELBAR 28 00:0c29:23:e1:b6 52.84.0.199 (content.mkt931.com) HTTP ©484B/545k8 9
5 13:54:42 TELBAR 28 00:0c:29:a3:e1:b6 142.0,160.13 (51953390366 elogua.com) & Microsoft-Office365 @ 216B/928 9
6 13:54:42 TELBAR 25 w741 1 - ©216B/928 9
7 13:54:42 TELBAR 28 00:0c:29:a3:e1:b6 173.194.43.77 (cm.g doubleclick.net) & Google-Web ©324B/387kB 9
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Select an entry for details.
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#

1

Application Categoryunscanned

Destination
Destination
Interface
Device
Duration

LAN In

Level

Master Src MAC
‘OS Version
Policy Type
Protocol
Received Bytes
Sent Bytes
Service

Source

Source Interface
SrcNATIP

Sub Type

Tran Display
Virtual Domain
'WAN Out

= 66.171.121.44 (fortinet.com) 2
wan1

25 00:0c:2%:a3:e1:b6
103
3989

00:0c:29:a3:e1:b6
7ord
policy
tcp
118365
3989
HTTP

TELBAR =@ 00:0c:29:a3:e1:b6
portl
172.20.120.22
forward
snat
root
3989

Action
Date/Time
Destination Country

Destination Port

Device Type
Group

LAN Qut

LogID

OS Name

Policy

Policy UUID
Protocol Number
Received Packets
Sent Packets
Session ID
Source Country
Source Port

Src NAT Port
Timestamp

User

WAN In

Accept: session close
13:54:42
United States

80

Windows PC

FortiOS_Writers

118365

13

Windows

9

1014caf4-3541-51e5-8733-9d89455230ff

6

21

74

799920

Reserved

56180

56180

1/11/2016, 1:54:42 PM
TELBAR

118365
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Single Sign-On using FSSO agent in advanced mode
and FortiAuthenticator

FORTIOS

5.4

VERSION

Internet

FortiAuthenticator
10.10.20.10

L]

Port1 @
FS50 Agent

Internal Network

[

FortiGate

Windows AD
Domain Controller (DC)
10.10.20.3

This recipe demonstrates FortiGate user authentication with FSSO agent installed on a Windows Domain
Controller, and the use of a FortiAuthenticator as an LDAP server. In this example, user authentication controls
Internet access.
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1. Configuring an LDAP directory on the FortiAuthenticator

Go to Authentication > User
Management > Local Users to create a
user list. Make sure to enable Allow
LDAP browsing.

Expert

Usermame: telbar

[] Dizabled

[/] Password-based authentication [Change Password]
[ ] Token-based authentication

[] Allow RADIUS authentication

[ ] Enable account expiration

User Role
Role: () Administrator
@ User
Allow LDAF browsing

¥ User Information

b Alternative Email Addresses
} Password Recovery Options

" Email Routing
F RADIUS Attributes

b Certificate Bindings
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Go to Authentication > User
Management > User Groups to create
a user group and add users toit.
"FortiOS_Writers" user group is used in
this example.

Go to Authentication > LDAP Service >
Directory tree and configure the LDAP
directory tree.
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Name: FortiQS_Writers
Type: ® Local Remaote LDAP Remote RADIUS
Users: Available users &
Q [Fiter teloar
+ Expand All I Delete (191 of 200 entries remaining)

= ) de=techdoc, de=local (4)
@ cn=Forti0S_Writers
= <3 ou=Cookbook (1)
t.. |G uid=telbar
B =3 ou=Forti0S (2)
- @i cn=Writers (1) & & ¥
t.. [Ty uid=telbar
‘.. |G uid=telbar
- |y uid=telbar
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2. Integrating the FortiGate with the FortiAuthenticator

On the FortiGate, go to User & Device >

LDAP Servers to configure the LDAP Name FAC_LDAP
server.
Server IP/Name 10.10.20.10
Server Port 389
Common Name Identifier uid

Distinguished Name
Bind Type

User DN

Password

Secure Connection

dc=techdoc,dc=local
Simple = Anonymous
uid=telbar.cn=Writers,ous:

o

Fetch DN

3. Installing FSSO agent on the Windows DC

Accept the license and follow the
Wizard.

Enter the Windows AD administrator

i'-.‘!rl' Fortinet Single Sign On Agent

The user account on which you want to launch

Please input the user account's name and pass

password.

please enter \UserMame,

ser Mame:

Password:

User name musk be in Form Domainblamellserflame. IF you want to use local user account,

I.'l,.ﬁ.dministrator

I sk Ak

Back Cancel

Expert
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Select the Advanced access method for | purrery=m—my—ry—
Windows Directory.

Install Options

Fartinet Single Sign On Agent could be set up ko monitar user logon events andfor serving
MTLM authentication requests From Fortigates, Select the proper options belaw,

¥ Monitor User logon events and send the information ko FortiGate,
[ Serve MTLM authentication requests coming From FortiGate,

Please select the access method of 'Windows Directory

€~ Standardie.g domainiuser)
-Select this option for easy setup, works for most situations

& Advanced(e.q. Ch=user,0l=5ales,DC=domain, DC=com);

-Select this option if vou setup LDAP access to Windows AD ko retrieve user/group
information From FortiGate

Back. I Mext I Cancel |

In the Collector Agent IP address field, Fortinet Single Sign On Agent - Install DC Agent x
enter the IP address of the Windows AD
server. weloome to the DC Agent inztallation wizard, Thig wizard will ingtall DC Agent an the Domain

Contrallers in your domain,

First please confirm the Collector Agent address and listening port.

Collector dugent

Collector dgent IP address: |1 010203

Collzctor &gent listening port; IBUUH

Mote: You need to have administrator access to the domain controller in order to install the
DT Agent!

< Back I I et > I Cancel Help
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Select the domain you wish to monitor. Fortinet Single Sign On Agent - Install DC Agent

Pleaze zelect the domain(z) yau want b ronitar:

TECHDOC:techdoc local

If zome domainz are mizzing, make sure the trusted relation between domainz is zet up
properly, thern run this wizard again.

< Back I MHest » I Cancel | Help |

Next, select the users you do not wish to Fortinet Single Sign On Agent - install DC Agent E

monitor.
Pleaze mark the uzers vou DO MOT want to monitor their logon events:

=
[ Adminiztratar
| Guest
L1 jemith
1 krbhgt
we ] telbar

< Back I Mesut » I Cancel Help
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Under WOI’kII"Ig MOde’ select DC Agent Fortinet Single Sign On Agent - Install DC Agent E
Mode.
Select domain controllers for maonitoring user logon event: Uncheck al |

TECHDOCwin2k8r techdoc. local

rwiorking Mode
¥ DC Agent Mode [Click Mext will start the installation of DC Agent]
" Palling Mode [Palling logan sessions from Domain Contraller]

= FPoll logon sessions using Windows Met&Fl

% Check Windows Security Event Logs

< Back I Memt » I Cancel | Help |

When .prompted’ select Yes to reboot the ortinet Single Sign On Agent - Install DC Agent x|
Domain Controller.
Select domain contrallers for monitoring uger logon event; Uncheck All |

TECHDOCAwinZk8r2 techdoc. local

installdcagent 1]

& DC Agent is successfully installed on domain controller:

e I winzkErz.techdac.local,
& ou must reboot the domain controller ko monitor user lagon
event, Do you wank to rebook winZksr 2 techdoc Jocal nowy
I

Yes | Mo I

Inztalling DC Agent on win2k 82 techdoc local ...

< Back et » Cancel Help
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Upon reboot, the collector agent will start
up.

You can choose to Require
authenticated connection from
FortiGate and set a Password which
will be used in step 4.

Fortinet Single Sign On Agent Configuration

¥ Monitoring user logon events ¥ Support NTLM authentication |Collectos Agent Status: RUNNING

Listening poits Common Tacks
[ FortiGate: [6000 DC Agent: [6002 ‘ Show Senvics Siatus |
- Logging
Show Monitored DCs
Loglevet [waming =] Log fle sze imifMBL [10 View Log | | I
Show Logon Usess |
™ Loglogon events in sepaate lags View Logon Everts
Select Domais ToMordor |
’V ¥ Requie authenticated connection from FortiGate Password: I-------- ‘ Set Director Access Information |
~Timare Set Group Filtess. |
Workstation venfy interval minutes]: 5
o . Set Ignore User List |
Dead enlry limeout interval [minutes) 480
IP address change veity interval [seconds) R Sync Configuration With Dthes Agents |
™ Cache user group kookup result i
Cache expite in [frirutes): Expart Conifiguration |
Advanced Settings | Savedclose Apchy Defouk | Hep |

4. Configuring Single Sign-On on the FortiGate

Go to User & Device > Single Sign-On
and create a new SSO server. Inthe
Primary Agent IP/Name field, enter the
Collector Agent IP Address used in
step 3. Likewise, enter the Password
required for authentication.

Under the Groups tab, select the user
groups to be monitored. In this example,
the "FortiOS_Writers" group is used.

Name | techdoc ‘

Primary AgentIP/Name | 10.10.20.3 [Password| sesesses |
Secondary Agent IP/Name | ‘ Password | ‘
LDAP Server | FAC_LDAP o

Users/Groups

| LDAP Tree

Recurs:vem‘ Users | Grnups| Organizational Units | Selected (1)

[ dc=techdocdc=local

IES Search

5. Adding a user group to the FortiGate

GotoUser & Device > User Groups to
create new user group. Under Remote
groups, add the remote LDAP server
created earlier in the FortiAuthenticator
(in this example it's called "FAC_
LDAP").

Expert

FortiOs_Writer FortiOs_Writer cn=FortiOS_Writers,dc=techdecdc=local
Writers Writers cn=Writers,ou=FortiOS,de=techdoc de=local
5
Name Fortios_Wwriters
Type @ Firewall () Fortinet Single Sign-On (FS50) () Guest () RADIUS Single Sign-On (RSS0)
Members | Click to add... -]
Remote groups
& Create New [ fil.
FAC_LDAP cn=FortiOS_Writers,de=techdoc,dc=lacal
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6. Adding a policy to the FortiGate

Go to Policy & Objects > IPv4 Policy
and create a policy allowing "FortiOS_
Writers" to navigate the Internet with
appropriate security profiles.

The default Web Filter security profile is
used in this example.
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MName | Policy_1 |
Incoming Interface ‘ © portl x ‘
Outgoing Interface ‘ © wanl X ‘
Source B an x

285 FortiOS_Writers ®
Destination Address ‘ B an x ‘
Schedule ‘ [@ always - ‘
Service ‘ ALL x ‘
Action DENY | IPsec

Firewall / Network Options

NAT ©

Fixed Port >

|IP Pool Configuration Use Dynamic IP Pool
Security Profiles

AntiVirus (@ ]

Web Filter © gy defautt v
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7. Results

Have users log on to the domain, go to
the FSSO agent, and select Show
Logon Users.

From the FortiGate, go to Dashboard to
look for the CLI Console widget and
type this command for more detail about
current FSSO logons:

Have users belonging to the "FortiOS_

Writers" user group navigate the Internet.

An authentication portal is presented to
allow only authorized users. Security
profiles will be applied accordingly.

Expert

Logon users list

Currently logon users: 2

I Status I Group I Time | Type |
CN=ADMINIST...  2016/01A11 08:47.01  DC-Agent
CN=TAHER EL 2016/01411 09:43:33  DCAgent

| ‘workstation | D omainwuser
WINZKBRZT..  TECHDOCHWADMINGL.  OK
TELBAR-PCY... TECHDOCNTELBAR — OK

IP address
1010203
1010207

Testiwiorkstation Clear Uger Cache Refresh Now Close: |

diagnose debug authd fsso list

--—-FSSO logons-—-

IP: 10.10.20.3 User: ADMINISTRATOR Groups: CN=FORTIOS
WRITERS,CN=USERS,DC=TECHDOC,DC=LOCAL Workstation:
WIN2K8R2. TECHDOC.LOCAL MemberOf: FortiOS_Writers

IP: 10.10.20.7 User: TELBAR Groups: CN=FORTIOS
WRITERS,CN=USERS,DC=TECHDOC,DC=LOCAL Workstation:
TELBAR-PC7.TECHDOC.LOCAL MemberOf: FortiOS_Writers
Total number of logons listed: 2, filtered: 0

-——end of FSSO logons----
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Upon successful authentication, from the
FortiGate, go to Monitor > Firewall User
Monitor and verify FSSO Logons.

GotoLog & Report > Forward Traffic
to verify the log.

Select an entry for details.
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User Name User Group Duration 1P Address Traffic Volume Method

telbar FortiOS Writers 0day(s) 0 hour(s) 0 minutefs) 1010207 849.04kB & Firewall

# | @ Date/Time Source Destination Application Name Result Policy
1 14:57:07 ADMINISTRATOR S8 WIN2K8R2 ~ 5588.8.8 (google-public-dns-a google.com) & Google-DNS ©858/1338 9
2 14:56:50 ADMINISTRATOR 5§ WIN2K8R2 5 8.8.8.8 (google-public-dns-a.google.com) & Google-DNS ©80B/80B 9
3 14:56:50 1:06 5564.4.54.165 (ursmicrosoft comnsatcnet) HTTPS Q169KB/671KB 9
4 14:56:49 5 13.107.5.80 (api-bing-com.e-0001.e-msedge.net) HTTP ©1.96kB/3.12kB 9
H 14:56:48 telbar &8 00:0c:29:a3:e1:06 56.64.4.54.165 (urs.microsoft comnsatc.net) HTTPS ©156kB/668KB 9
# 3 Action Accept: session close
Application Categoryunscanned Date/Time 14:56:50

Destination 2= 64.4.54.165 (urs.microsoft.com.nsatc.net) 2 Destination Country United States

Destination want DestinationPort 443

Interface

Device 58 00:0c:29:a3:e1:b6 Device Type ‘Windows PC

Duration 2 Group FortiOS_Writers

Level LogID 13

Master Src MAC 00:0c:29:a3:e1:b6 ‘OS Name Windows
OS Version 7ord Policy 9

Policy Type policy Policy UUID 1014caf4-3541-51e5-8733-9d89455a30ff
Protocol tcp Protocol Number 6

Received Bytes 6707 Received Packets 8
Sent Bytes 1685 Sent Packets 11
Service HTTPS Session 1D 806372
Source telbar Sm 00:0c:29:a3:e1:b6 Source Country Reserved
Source Interface portl Source Port 57084
SrcNATIP 172.20.120.22 Src NAT Port 57084
Sub Type forward Timestamp 1/11/2016, 2:56:50 PM
Tran Display snat User telbar
Virtual Domain root
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SSO using a FortiGate, FortiAuthenticator, and DC
Polling

FORTIOS

r 5.4

VERSION

Internet FortiAuthenticator

)\_ S50 server

10.10.20.10

1 71 ]

FortiGate

Internal Netwaork

Windows AD / DC
10.10.20.3

This recipe demonstrates FortiGate user authentication with a FortiAuthenticator as a Single Sign-On server. In
this example, the FortiAuthenticator is configured to collect the user logon by polling the Domain Controller logs.
User authentication controls Internet access.
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1. Configuring the FortiAuthenticator

Go to Fortinet SSO Methods > SSO >
General and configure these general
settings.

Go to Fortinet SSO Methods > SSO >
Domain Controllers and add the
Windows DC to the FortiAuthenticator.

Expert

FortiGate
Listening port: Booo

Enable authentication

Secret key: sssssses
Login expiry: 480 minutes
Extend user session beyond logoff by: 0 seconds (0-3600)

Enable NTLM authentication

User domain: techdoc.local

Fortinet Single Sign-On (FS50)

Maximum concurrent user Sessions: 0 [Configure Per User/Group]
Log level: Info IEI [Configure Log Filter]

Enable Windows Active Directory domain contraller polling
Enable polling additional logon events
Additional logon eventtimeout: 480 minutes (1-7200)
Enable DMNS lookup to get IP from workstation name
[] Directly use domain DNS suffix in lookup
Enable reverse DMNS lookup to get workstation name from [P
Do one more DINS lookup to get full list of IPs after reverse lookup of workstation name

Include account name ending with $ (usually computer account)

MetBIOS name: techdoc
Display name: techdoc-WinAD
Domain controller IP: 10.10.20.3
Account: Administrator
Password: sasssses
Priority: Primary IEI
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Go to Authentication > Remote Auth.
Servers > LDAP to set the Windows AD
as an LDAP server. This will be useful to
import SSO Filtering Objects from
Windows AD to the FortiAuthenticator.

Go to Fortinet SSO Methods > SSO >
FortiGate Filtering and create a new
FortiGate Filter.

Under Fortinet Single Sign-On
(FSSO), enable Forward FSSO
information for users from the
following subset of
users/groups/containers only.

Under SSO Filtering Objects, select
Import. In the Remote LDAP Server
field, select the LDAP server created in
the previous step (WinLDAP in this
example) and select Apply.

Next, select groups or containers to be
imported, controlled, and monitored by
the FortiAuthenticator. In this example,
the "FortiOS Writers" user group is
selected.

Name: WinLDAP

Primary server name/P; 10.10.20.3 Port: 389

[ Use secondary server

Base distinguished name: DC=techdoc,DC=local @

Bind type: () Simple (@ Regular

Username: administrator@techdoc local Password: LITTTITT
User object class: person

Username attribute: sAMAccountName

Group object class group

Group membership attribute: memberOf [ Attribute is group attribute

Edit FortiGate Filter

Name: SSO-Filter

FortiGate name/IP: 10.10.20.1
Desciiption

1P Filtering
[ Enable IP filtering for this semice.

Fortinet Single Sign-On (FSSO)
Forward FSSO information for users from the following subset

550 Filtering Objects
Name/DN

. CreateNew | | Import |

"] Import Remote LDAP Objects - Mozilla Firefox

@ https://10.10.20.10/fsae/import filterobjs/?_popup=18iclient id=3

Import Remote LDAP Objects

Remote LDAP senver. WinlDAP (10.10.20.3) [v] | Apply J

Selectusers, groups or containers to import below.
Acontainer has 3 modes to choose from:

- User container. users and future users in the Selected container (and sub-containers) will be included inthe filter

= Group container: groups and future groups in the selected container (and sub-containers) will be included inthe filter

- User & group container: both users and groups and fulure users and groups in the selected container (and sub-contai

&[] DC=techdoc,DC-local

) OlForsignSecurtyPrncipsis  cor
() Clitanage Servioe Accounts <
Ch-Program Dat

3 Repicaton Group 0700

Replcation Group <7000
[J@h Ch-DnsAdmins
[ Ch-DnsupaateProxy
[ Ch=Domain Admins
[ @ Ch-Domain Computers  aroce
[l v oniol

=Enterpr
Vlgh Ci-Fotos Wrters  roup

[ CN=Group Polcy Creator Owners  roup
[ Ch=Guest  use
]I Chi=lohn Smi
[ Ch=rvtgt

[ @) Ci=RAS and las
[]@h C=Read-only Dor
[ ]@h CH=Schema Admins
[ CH=Taher Ebar ~ user

2. Configuring SSO on the FortiGate

Go to User & Device > Single Sign-On
and create a new SSO server.

In the Type field, select Fortinet Single-
Sign-On Agent and set the Name, the
Primary Agent IP/Name, the Password
and select Apply & Refresh.
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Type Poll Active Directory Server BEgiyasSHERS-0NeLWr:Cl/l RADIUS Single-Sign-On Agent

Name | FAC-techdoc.local ‘

Primary Agent IP/Name | 10.10.20.10 |Password| sssssssses |

Secondary Agent IP/Name | ‘Password‘ |More FSSO agents
LDAP Server | Click to set.. v

Users/Groups | Clicktoadd... |

Cancel
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When selecting the Users/Groups field,
the SSO user groups initially polled by
the FortiAuthenticator from the Domain
Controller appear.

In this example, only the "FortiOS
Writers" group appears because of the
FortiGate Filtering configuration in the
previous step.

Name

Primary Agent IP/Name
Secondary Agent IP/Name
LDAP Server

Users/Groups

| FAC-techdoc.local |

[ 10.10.20.10 Password| sesssees |
| password] |
| click toset... v

| CN=FORTIOS WRITERS,CN=USERS,DC=... |

3. Creating a user group on the FortiGate

Goto User & Device > User Groups
and create a new Fortinet Single Sign-On
(FSSO) user group. Under Members,
select the user group to be monitored. In
this example only "FortiOS Writers"
appears because of the FortiGate
Filtering configured earlier.
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Name
Type

Members

Fortios_writers

O Firewall @ Fortinet Single Sign-0n (FS50) () Guest () RADIUS Single Sign-On (RS50)

| CN=FORTIOS WRITERS,CN=USERS,DC=TE... | (¥
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4. Adding a policy on the FortiGate

Go to Policy & Objects > IPv4 Policy
and create a policy allowing "FortiOS_
writers" to navigate the Internet with
appropriate security profiles.

The default Web Filter security profile is
used in this example.

Name | Policy_1 |
Incoming Interface ‘ © port1 4 ‘
Qutgoing Interface ‘ @ wan1 ® ‘
Source 4 all b

[E4 FortiOS_Writers x
Destination Address ‘ Ban »® ‘
Schedule ‘ [ always v ‘
Service @A x |
Action DENY | IPsec
Firewall / Network Options
NAT ©
Fixed Port ® ]
|IP Pool Configuration Use Dynamic IP Pool
Security Profiles
AntiVirus @ ]
Web Filter © ‘ =) default - ‘

5. Results from the FortiAuthenticator

Go to Monitor > SSO > Domains to
verify monitored domains. In this
example "techdoc.local" is monitored by
the FortiAuthenticator.

Have users log on to the domain.

Go to Monitor > SSO > SSO Sessions
to verify SSO sessions.
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‘D Refresh | w Expand Al

= r-—:'-,- techdoc.local
= £3 Domain Controllers
. (d win2ksr2 techdoc.local (10.10.20.3) @

LOCAL 1010203 ADMINISTRATOS

2016 WINZK CN=ADMNISTRATOR,CH=USERS, DC=TECHDOC, DC=LOCAL+CN=SCHEMA ADINS, CN=U

132016 Fr

05:42282016  Frilan 15 05:42:28 2016 1010207 1010207 TELBAR  DCPoling  CNSTAHER ELBAR CHi=USERS DC=TECHDOC,DC-LOCAL+CN=SCHENA ABMINS, Cli=US
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GotoLogging > Log Access > Logs to

verify logs.

Select an entry for details.

You can also verify FSSO users in the
User Inventory widget under System >

Dashboard > Status.
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o i s o451 ] o ] o o[ S B[l [ e e T e i
Log Details [
Log Record Detail
ID 15477
Timestamp 'Ié'l.fed Jan 13 11:43:45 201
Level information
Action Authentication
Status Success
NAS NamellP FAC_LDAP
Local uzer authentication(
Message chap) with no token succ
ezaful
User telbar
Log Type
Type Id 20001
Hame Authentication OK No FTK
Sub Category Authentication
Category Ewvent
Description Authentication successful

without FortiToken

w User Inventory ¢ B X

Users

Groups
FortiToken 200
FortiToken Mobile

F550 Users

FortiClient Workstations

Used: 2 Maximum allowed: 100
Used: 2 Maximum allowed: 10
Used: 0 Populated: 0

Used: 0 Populated: 2

Logged-in: 2 Max. allowed: 100

Logged-in: 0 Maximum allowed: 5

Available: 98 Dizabled: 0
Available: 8

Available: 0 Disabled: 0
Available: 2 Dizabled: 0
Available: 98

Available: 5
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6. Results from the FortiGate

Upon successful authentication, go to
Monitor > Firewall User Monitor and
verify FSSO Logons.

Have authenticated users navigate the
Internet. Security profiles will be applied
accordingly.

GotoLog & Report > Forward Traffic
to verify the log.

Select an entry for details.
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User Name User Group Duration IP Address Traffic Volume Method
ADMINISTRATOR  FortiOS_Writers 0Oday(s) O hour(s) 16 minute(s) ~ 10.10.20.3 417kB [t Fortinet Single Sign-On (FSSO)
TELBAR FortiOS_Writers 0day(s) 0 hour(s) 9 minute(s) 1010207 21.55kB [E3 Fortinet Single Sign-On (FS50)
# | @ Date/Time Source Destination Application Name Result Policy |!
1 10:55:28 TELBAR 53 00:0c:29:a3:elb6  [41184.150.152.168 (www.google.ca) & Google-Web ©@680B/227kB 9
2 10:55:24 TELBAR 0c:29:a%:e1b6  141184.150.152.168 (www.google.ca) & Google-Web ©@906B/303kB 9
3 10:55:19 TELBAR :0c:29:a3:e b6 5 23.34.199.187 (210088 dspb.akamaiedge.net) @B Microsoft-Web ©274B/2488B 9
4 10:55:19 TELBAR :0c:29:a%:e1:b6  141184.150.158.11 (a.adroll.com) HTTP ©552B/4548 9
5 10:55:19 TELBAR £ 00:0c:29:a3:e1:b6 = 13.107.5.80 (api.bing.com) HTTP ©131kB/155kB 9
6 10:55:11 ADMINISTRATOR SR WIN2K8R2 &= 8.8.8.8 (google-public-dns-agoogle.com) & Google-DNS @73B/168B 9
7 10:5503 & TELBAR EM00:0c29:a3elb6  5=184.106.30.104 (distillerywistia.com) & HTTP @856B/758 9
# 2 Action Accept: session close
Application Categoryunscanned Date/Time 10:55:24
Destination 0#1184.150.152.168 (www.google.ca) & Destination Country Canada
Destination wanl Destination Port 80
Interface
Device 28 00:0c:29:a3:e1:b6 Device Type Windows PC
Duration 110 Group FortiOS_Writers
LANIn 906 LAN Out 3030
Level LogID 13
Master Src MAC 00:0c:2%9:a3:e1:b6 0OS Name Windows
OS Version 7or8 Policy 9
Policy Type policy Policy UUID 1014¢af4-3541-51e5-8733-9d89455a30ff
Protocol tcp Protocol Number 6
Received Bytes 3030 Received Packets 9
Sent Bytes 206 Sent Packets 11
Service HTTP Session ID 469908
Source TELBAR R 00:0c:29:a3:e1:b6 Source Country Reserved
Source Interface port1l Source Port 60827
SrcNATIP 172.20.12022 Src NAT Port 60827
Sub Type forward Timestamp 1/15/2016, 10:55:24 AM
Tran Display snat User TELBAR
Virtual Domain root WAN In 3030
WAN Out 906
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Configuring ADVPN in FortiOS 5.4

FORTIOS
54
LAN subnet VERSION
192.168.1.0/24
I I ‘ Tunnel IP
10.10.10.1
Hub
wanl
IBGP 10.1.11 iBGP
& X
K Internet &%
wanl wanl
10.1.1.2 10.1.1.3
- - é;o?t_c_:t I -
Tunnel IP II‘ N = TS ”l Tunnel IP
10.10.10.2 i - 10.10.10.3
Spoke A Spoke B
LAN subnet LAN subnet
192.168.2,0/24 192.168.3.0/24

In this recipe, we will explore a new VPN feature introduced in FortiOS 5.4.0: ADVPN.

ADVPN (Auto Discovery VPN) is an IPsec technology based on an IETF RFC draft
(https://tools.ietf.org/html/draft-sathyanarayan-ipsecme-advpn-03). In simple terms, ADVPN allows a traditional
hub and spoke VPN's spokes to establish dynamic, on-demand direct tunnels between each other so as to avoid
routing through the topology's hub device. ADVPN requires the use of dynamic routing in order to function and
FortiOS 5.4 supports both BGP and RIP. This recipe will focus on using BGP and its route-reflector mechanism as
the dynamic routing solution to use with ADVPN.

ADVPN's primary advantages is that it provides the full meshing capabilities to a standard hub and spoke
topology, greatly reducing the provisioning effort required for full spoke to spoke low delay reachability and
addressing the scalability issues associated with very large fully meshed VPN networks.

BGP (and specifically, iBGP) is a natural fit for ADVPN as its route reflector mechanism resides on the VPN hub
device and mirrors routing information from each spoke peer to each other. Furthermore, dynamic group peers
result in near zero-touch hub provisioning when a new spoke is introduced in the topology.
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As pictured, while the static configuration will involve both spoke FortiGate units to connect to our circular hub
FortiGate, Spoke A will be able to establish a dynamic on-demand shortcut IPSec tunnel to Spoke B (and vice
versa) if a host behind either spoke attempts to reach a host behind the other spoke. We will complete the
configuration below and our verification step below will include reachability from 192.168.2.1 (spoke A) to
192.168.3.1 (spoke B) over the dynamically created shortcut link.

This recipe is documented in CLI as configuration such as BGP and ADVPN are best done using the command
line interface. We are assuming basic IP and default routing configuration has been completed on the devices.
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1. Configure the Hub FortiGate

Using the CLI,
configure phase
1 parameters.

The auto-
discovery
commands
enable the
sending and
receiving of
shortcut
messages to
spokes (the hub
is responsible
for lettings the
spokes know
that they should
establish those
tunnels).

Note:
aggressive
mode is not
supported
currently for
ADVPN.

Configure the
phase2
parameters.

Thisis a
standard phase
2 configuration.

Configure the
tunnel interface
IP.

ADVPN
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config vpn ipsec phasel-interface
"ADVPN"

edit

next
end

set
set
set
set
set
set
set

type dynamic

interface "wanl"

proposal aesl28-shal
add-route disable

dhgrp 2
auto-discovery-sender enable
psksecret fortinet

config vpn ipsec phase2-interface
"ADVPN-P2"

edit

next
end

set
set

phaselname "ADVPN"
proposal aesl28-shal

config system interface
"ADVPN"

edit

next

set
set
set
set
set

vdom "root"

ip 10.10.10.1 255.255.255.255
type tunnel

remote-ip 10.10.10.254
interface "wanl"
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requires that
tunnel IPs be
configured on
each device
connecting to
the topology.
Those IP
addresses need
to be unique for
each peer. A
particularity of
the hub is that it
needs to define
a bogus remote-
IP address
(10.10.10.254 in
our example).
This address
should be
unused in the
topology and it
will not be
actually
considered as
part of the
configuration for
the hub.

Configure iBGP
and route-
reflection.

iBGP will be our
overlay protocol
of choice for
enabling
ADVPN
communication
s. We are using
an arbitrary
private AS
number (65000)
in our example,
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end

config router bgp

set as 65000

set router-id 10.10.10.1
config neighbor-group
edit "ADVPN-PEERS"
set remote-as 65000
set route-reflector-client enable

next
end

config neighbor-range

edit 1

set prefix 10.10.10.0 255.255.255.0
set neighbor-group "ADVPN-PEERS"

next
end

config network

edit 1
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and configuring
a dynamic client
group to reduce
provisioning
requirements.

While we are
advertising our
LAN network
directly ("config
network"
command),
route
redistribution is
a perfectly valid
alternative.

Configure basic
policies to allow
traffic to flow
between the
local network
and the ADVPN
VPN topology.
As we generally
desire traffic to
be allowed
between spokes
inan ADVPN
setup, we must
remember to
create a policy
allowing spoke
to spoke
communication
S.

Expert

end
end

set prefix 192.168.1.0 255
next

config firewall policy

edit O
set
set
set
set
set
set
set
set
set

next

edit O
set
set
set
set
set
set
set
set
set

next

edit O
set
set
set
set
set
set
set
set

name "OUT ADVPN"

srcintf
dstintf
srcaddr
dstaddr

"larl"
"ADVPN"
"all"
"all"

action accept
schedule "always"

service

"ALL"

status enable

name "IN ADVPN"

srcintf
dstintf
srcaddr
dstaddr

"ADVPN"
"larl"
"all"
"all"

action accept
schedule "always"

service

"ATLL"

status enable

name "ADVPNtToOADVPN"

srcintf "ADVPN"
dstintf "ADVPN"
srcaddr "all"
dstaddr "all"
action accept
schedule "always"
service "ALL"

.255.255.0
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set status enable
next
end

2. Configure the Spoke FortiGates

Using the CLI, confég vgn ipsic phasel-interface
nfiaure ph edlit ADYPN

:O gure phase set interface "wanl"
parameters. set proposal aesl28-shal

set add-route disable

Notg thgt we are set dhgrp 2
configuring only set auto-discovery-receiver enable
one of the set remote-gw 10.1.1.1
spokes in this tset psksecret fortinet
nex
example - the end
parameters that
need to change
for each spoke
are highlighted
in red.
Configure the confég vpn ipsechhaseZ—interface
edit "ADVPN-P2"
phase2 set phaselname "ADVPN"
parameters. set proposal aesl28-shal
set auto-negotiate enable
next
end
Configure the config system interface

edit "ADVPN"

tunnel interf:
unne erace set vdom "root"

IP. set ip 10.10.10.2 255.255.255.255
. set type tunnel

Notice that on set remote-ip 10.10.10.1

the spokes, the set interface "wanl"

remote IP is next

actually used end

and points to the

IP defined on

the hub.

Config iBGP. config router bgp

set as 65000
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This is a static
standard
configuration
and as stated for
the hub,
redistribution
could be used
instead of
explicit route
advertisement.

Configure a
static route for
the tunnel IP
subnet.

This is an
important
special step for
the spokes as
they need a
summary route
that identifies all
tunnel IP used
over your
topology to point
towards the
ADVPN
interface. In our
example, we
use
10.10.10.0/24 (if
our network
planning
expects less
than 255 sites).
Be sure to
adequately plan
this IP range as
it needs to be
hardcoded in the
spokes.
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set router-id 10.10.10.2

config neighbor
edit "10.10.10.1"

set soft-reconfiguration enable
set remote-as 65000

next

end

config network
edit 1

set prefix 192.168.2.0 255.255.255.0

next
end
end

config router static
edit 3

set dst 10.10.10.0 255.255.255.0

set device "ADVPN"
next
end
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Configure
policies.

end

Results

We can validate
the behaviour of
our configuration
using a few
commands. We
are going to run
these
commands from
SPOKE A.

get router info
routing-table
bgp will ata
minimum
display the
learned routes
from the
topology. Note
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edit

next
edit

next

0
set
set
set
set
set
set
set
set
set

0
set
set
set
set
set
set
set
set
set

B 192.168.1.0/24
B 192.168.3.0/24

config firewall policy

name "OUT ADVPN"
srcintf "lan"
dstintf "ADVPN"
srcaddr "all"
dstaddr "all"
action accept
schedule "always"
service "ALL"

status enable

name "IN ADVPN"
srcintf "ADVPN"
dstintf "lan"
srcaddr "all"
dstaddr "all"

action accept
schedule "always"
service "ALL"
status enable

[200/0] via 10.0.0.1, ADVPN, 22:30:21
[200/0] via 10.0.0.3 (recursive via 10.0.0.1),

22:30:

21
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the recursive
routing - a result
of our spoke's
required static
route. In this
case, there has
not been any
traffic between
our local subnet
(192.168.2.0/24)
and the other
spoke's subnet,
as the routes are
both going
through the hub.

However once FG # exec ping-options source 192.168.2.1

we initiate a pin
ping FG # exec ping 192.168.3.1

between both PING 192.168.3.1 (192.168.3.1): 56 data bytes
spokes, we 64 bytes from 192.168.3.1: icmp seq=0 tt1=254 time=38.3 ms
obtain a different 64 bytes from 192.168.3.1: icmp seq=1 ttl=254 time=32.6 ms
display of Warning: Got ICMP 3 (Destination Unreachable)
routing 64 bytes from 192.168.3.1: icmp seg=2 ttl=255 time=43.0 ms
information - 64 bytes from 192.168.3.1: icmp_ seqg=3 ttl=255 time=31.7 ms

64 bytes from 192.168.3.1: icmp seg=4 ttl=255 time=31.2 ms

---192.168.3.1 ping statistics ---

5 packets transmitted, 5 packets received, 0% packet loss
newly round-trip min/avg/max = 31.2/35.3/43.0 ms

established

dynamic tunnel
directly through
the remote
spoke rather
than through the
hub. The ping
hiccup that
occurs is the
tunnel rerouting
through a newly
negotiated
tunnel to the
other spoke.

routing now
goes through a

FG # get router info routing-table bgp

B 192.168.1.0/24 [200/0] via 10.0.0.1, ADVPN, 22:34:13
192.168.3.0/24 [200/0] via 10.0.0.3, ADVPN O, 00:02:28

o

Our routing
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information now
displays the
remote subnet
as being
available
through the
spoke directly,
through
interface
ADVPN_O, a
dynamically
instantiated
interface going
to that spoke.

Some additional
data can be
obtained using
the very useful
diag vpn tunnel
list command.
We are
highlighting the
aspects in the
output which
convey data
specific to
ADVPN, in this
case the auto-
discovery flag
and the child-
parent
relationship of
new instantiated
dynamic tunnel
interfaces.
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FG # diag vpn tunnel list

list all ipsec tunnel in vd O

name=ADVPN 0 ver=1 serial=a 10.1.1.2:0->10.1.1.3:0

bound if=6 lgwy=static/l tun=intf/0 mode=dial inst/3 encap=none/0
parent=ADVPN index=0

proxyid num=1 child num=0 refcnt=19 ilast=3 olast=604 auto-discovery=2

stat: rxp=7 txp=7 rxb=1064 txb=588
dpd: mode=on-demand on=1 1d1le=20000ms retry=3 count=0 segno=0
natt: mode=none draft=0 interval=0 remote port=0
proxyid=ADVPN-P2 proto=0 sa=1 ref=2 serial=1 auto-negotiate adr
src: 0:0.0.0.0/0.0.0.0:0
dst: 0:0.0.0.0/0.0.0.0:0
SA: ref=3 options=2f type=00 soft=0 mtu=1438 expire=42680/0B
replaywin=2048 seqno=8 esn=0
life: type=01 bytes=0/0 timeout=43152/43200
dec: spi=9%a487db3 esp=aes key=16 55e53d9fbc8dbeaabdf1032fbc80c4£f6
ah=shal key=20 al470452c6a444f26a070add087£0d970c18e3a7
enc: spi=3c37fea’ esp=aes key=16 8f£d62a6745a%a4fda062d4504b76851
ah=shal key=20 44c606fleflbf5739ba62£6572031aa956974d0a
dec:pkts/bytes=7/588, enc:pkts/bytes=7/1064
name=ADVPN ver=1 serial=9 10.1.1.2:0->10.1.1.1:0
bound if=6 lgwy=static/1l tun=intf/0 mode=auto/l encap=none/0
proxyid num=1 child num=1 refcnt=22 ilast=8 olast=8 auto-discovery=2
stat: rxp=3120 txp=3120 rxb=399536 txb=191970
dpd: mode=on-demand on=1 i1dle=20000ms retry=3 count=0 seqgno=12
natt: mode=none draft=0 interval=0 remote port=0
proxyid=ADVPN-P2 proto=0 sa=1 ref=2 serial=1 auto-negotiate adr
src: 0:0.0.0.0/0.0.0.0:0
dst: 0:0.0.0.0/0.0.0.0:0
SA: ref=3 options=2f type=00 soft=0 mtu=1438 expire=4833/0B
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replaywin=2048

seqgno=5ba esn=0
life: type=01 bytes=0/0 timeout=43148/43200
dec: spi=9%ad487db2 esp=aes key=16 4f70d27edad656cfcacbae6lb23d4bll
ah=shal key=20 bl9ea87c90dd92dlcab58cbf24ae8fel2ee927cb
enc: spi=b3dde355 esp=aes key=16 efbb4440df75018610b4ba8f5756167d
ah=shal key=20 8lcc9cee3beelc2dbaleble7ac66e9d34b67bde9
dec:pkts/bytes=1465/90152, enc:pkts/bytes=1465/187560
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Border Gateway Protocol is primarily used to connect the networks of large organizations that have two or more
ISP connections, or between other autonomous systems. If used in such a situation, a FortiGate can use BGP
for routing.

Bring Your Own Device (also called device management) is the practice of allowing network users to access an
organization’s (usually wireless) network with their own computers, smart phones, tablets and other devices.
BYOD has a major impact on networks with large and diverse user bases, such as educational institutions, but
also affects large and small business networks.

A certificate authority (CA) is an entity that issues digital certificates, which are used to establish secure
connections over a network, typically the Internet. The CA acts as a trusted third-party by verifying the identity of
a certificate’s owner: for example, the certificate found when you go to https://www.facebook.com is verified as
belonging to Facebook.

In networking, certificates (including public key certificates, digital certificates, and identity certificates) provide
digital signatures for websites or other electronic communication and allow you to verify whether a digital identity
is legitimate.. A FortiGate can use certificates for many things, including SSL inspection and user authentication.

The Command Line Interface is a text-based interface used to configure a FortiGate unit. Most stepsin the
FortiGate Cookbook use the Graphical User Interface (see GUI), but some configuration options are only
available using the CLI.

Dynamic Host Configuration Protocol is a networking protocol that allows devices to request network
parameters, such as IP addresses, automatically from a DHCP server, reducing the need to assign these
settings manually. A FortiGate can function as a DHCP server for your network and can also receive its own
network parameters from an external DHCP server.

Adial-up VPN, also called a dynamic VPN, is a type of IPsec VPN where one of the endpoints has a dynamic IP
address.

A Demilitarized Zone is an interface on a FortiGate unit that provides external users with secure accessto a
protected subnet on the internal network without giving them access to other parts of the network. This is most
commonly done for subnets containing web servers, which must be accessible from the Internet. The DMZ
interface will only allow traffic that has been explicitly allowed in the FortiGate’s configuration. FortiGate models
that do not have a DMZ interface can use other interfaces for this purpose.

Domain Name System is used by devices connecting to the Internet to locate websites by mapping a domain
name to a website’s IP address. For example, a DNS server maps the domain name www.fortinet.com to the IP
address 66.171.121.34. Your FortiGate unit controls which DNS servers the network uses. A FortiGate can also
function asa DNS server.

In a typical load balancing scenario, server responses to client requests are routed through a load balancer on
their way back to the client. The load balancer examines the headers of each response and can insert a cookie
before sending the server response on to the client. In a Direct Server Return (DSR) configuration, the server
receiving a client request responds directly to the client IP, bypassing the load balancer. Because the load

balancer only processes incoming requests, load balancing performance is dramatically improved when using
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DSR in high bandwidth applications. In such applications, it is not necessary for the load balancer to receive and
examine the server’sresponses. So the client makes a request and the server simply streams a large amount of
data to the client.

A dynamic IP address is one that can change without the device’s user having to do anything. Dynamic IP
addresses allow networks to control the IP addresses of devices that connect to them. This allows you to connect
portable devices to different networks without needing to manually change their IP addresses.

Dynamic IP addresses are set by network protocols, most often DHCP.

Equal Cost Multipath Routing allows next-hop packet forwarding to a single destination to occur over multiple
best paths that have the same value in routing metric calculations. ECMP is used by a FortiGate for a variety of
purposes, including load balancing.

Explicit proxy is a type of configuration where all clients are configured to allow requests to go through a proxy
server, which is a server used as an intermediary for requests from clients seeking resources from other
servers. When a FortiGate uses explicit proxy, the clients sending traffic are given the IP address and port
number of the proxy server.

AFortiAP unitis a wireless Access Point that can be managed by a FortiGate. Most FortiAP functions can also
been accomplished using a FortiWiFiunit.

The FortiClient software provides a variety of features, including antivirus, web filtering, firewall, and parental
controls, to individual computers and mobile devices. It can also be used to connect to a FortiGate using either an
SSL or IPsec VPN.

FortiClient is available for Windows, Mac OSX, iOS, and Android, and can be set up quickly. After being installed,
it automatically updates its virus definition files, does a full system scan once per week, and much more.

FortiClient can be downloaded at www.forticlient.com.
FortiOS is the operating system used by FortiGate and FortiWiFi units. Itis also referred to as firmware.

File Transfer Protocol is a standard protocol used to transfer computer files from one host to another host over a
computer network, usually the Internet, using FTP client and server applications.

A gateway is the IP address that trafficis sent to if it needs to reach resources that are not located on the local
subnet. In most FortiGate configurations, a default route using a gateway provided by an Internet service
provider must be set to allow Internet traffic.

The Graphical User Interface, also known as the web-based manager, is a graphics-based interface used to
configure a FortiGate unit and is an alternative to using the Command Line Interface (see CLI). You can connect
to the GUI using either a web browser or FortiExplorer. Most steps in the FortiGate Cookbook use the GUI.

Ahardware switch is a virtual interface that groups different interfaces together, allowing a FortiGate to treat the
group as a single interface. Many FortiGate models have a default hardware switch, called either lan or internal.

Hypertext Transfer Protocol is a protocol used for unencrypted communication over computer networks,
including the Internet, where it is used to access websites. FortiGate units handle more HT TP traffic than any
other protocol.
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Hypertext Transfer Protocol Secure is a protocol that secures HT TP communications using the Secure Sockets
Layer (SSL) protocol. HTTPS is the most commonly used secure communication protocol on the Internet.

Interfaces are the points at which communication between two different environments takes place. These points
can be physical, like the Ethernet ports on a FortiGate, or logical, like a VPN portal.

An Internal Segmentation Firewall (ISFW) is a FortiGate in that sits at strategic internal points of the internal
network, rather than on the network edge. This allows extra security measures to be taken around key network
components, such a servers that contain valuable intellectual property.

An Internet Protocol address is a numerical label assigned to each device participating in a computer network
that uses the Internet Protocol for communication. FortiGate units can use IP addresses to filter trafficand
determine whether to allow or deny traffic. Both IP version 4 and IP version 6 (see IPv4 and IPv6) are supported
by your FortiGate.

Internet Protocol Security is used to for securing IP communications by authenticating and encrypting each
packet of a session. A FortiGate primarily uses this protocol to secure virtual private networks (see VPN).

Internet Protocol version 4 is the fourth version of the Internet Protocol (IP), the main protocol used for
communication over the Internet. IPv4 addresses are 32-bit and can be represented in notation by 4 octets of
decimal digits, separated by a period: for example, 172.16.254.1.

Internet Protocol version 6 is the sixth version of the Internet Protocol (IP), the main protocol used for
communication over the Internet (IPv5 never became an official protocol). IPv6 was created in response to the
depletion of available IPv4 addresses. IPv6 addresses are 128-bit and can be represented in notation by 8
octets of hexadecimal digits, separated by a colon: for example, 2001:db8:0000:0000:0000:0000:0000:0000.
IPv6 addresses can be shortened if all the octets are 0000; for example, the previous address can also be
written as 2001:db8::

The LAN/internalinterface is an interface that some FortiGate models have by default. This interface contains a
number of physical ports that are all treated as a single interface by the FortiGate unit. This allows you to
configure access for the entire Local Area Network at the same time, rather than configuring each port
individually.

Lightweight Directory Access Protocolis a protocol used for accessing and maintaining distributed directory
information services over a network. LDAP servers are commonly used with a FortiGate for user authentication.

A Media Access Control address is a unique identifier assigned to a network interface used for network
communication. AMAC address is assigned to a device by the manufacturer and so this address, unlike an IP
address, is not normally changed. MAC addresses are represented in notation by six groups of two hexadecimal
digits, separated by hyphens or colons: for example, 01:23:45:67:89:ab. Your FortiGate can identify network
devices using MAC addresses.

Multicast is a method of group communication where information is addressed to a group of destinations
simultaneously. A FortiGate can use multicast traffic to allow communication between network devices.

Network Address Translation is a process used to modify, or translate, either the source or destination IP
address or portin a packet header. The primary use for NAT is to allow multiple network devices on a private
network to be represented by a single public IP address when they browse the internet. FortiGate also supports
many other uses for NAT.
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A packet is a unit of data that is transmitted between communicating devices. A packet contains both the
message being sent and control information, such as the source address (the IP address of the device that sent
the packet) and the destination address (the IP address of the device the packet is being sent to).

Ping is a utility used to test whether devices are connected over a IP network and to measure how long it takes
for areply to be received after the message is sent, using a protocol called Internet Control Message Protocol
(ICMP). If ICMP is enabled on the destination interface, you can ping the IP address of a FortiGate interface to
test connectivity between your computer and the FortiGate. You can also use the CLI command execute ping
to test connectivity between your FortiGate and both internal and external devices.

See Interfaces and Port Numbers.

Port numbers are communication endpoints used to allow network communication. Different ports are used for
different application-specific or process-specific purposes; for example, HT TP protocol commonly uses port 80.

In cryptography, a pre-shared key is a character string (like a password) known by two parties, and used by
those parties to identify each other. Pre-shared keys are commonly used for granting access to IPsec VPNs and
WiFinetworks.

Pre-shared keys are different from regular passwords because they are not normally associated with a specific
individual's credentials.

Remote Authentication Dial In User Service is a protocol that provides centralized Authentication, Authorization,
and Accounting (AAA) management for users that connect and use a network service. RADIUS servers are
commonly used with a FortiGate for user authentication, including single-sign on.

The Real Time Streaming Protocol is a media control protocol that is used for controlling streaming audio and
video streams. RTSP has a wide range of uses and is often leveraged by other media-related services such as
SIP. Itmost commonly uses TCP and UDP port 554 but additional ports are used by the actual media controlled
by RTSP.

FortiOS includes an RSTP session helper that opens the ports used by individual RT SP-controlled streams.
FortiRecorder and FortiCamera use RTSP for video streaming.

The Stream Control Transmission Protocol is a transport layer protocol (protocol number 132) used most often
for sending telephone signalling messages over carrier IP networks.

A session is the dialogue between two or more communicating devices that include all messages that pass
between the devices; for example, a session is created when a user browses to a specific website on the Internet
for all communication between the user’s computer and the web server that hosts the site. Sessions are tracked
by a FortiGate unitin order to create logs about the network traffic.

Session Initiation Protocol is used for controlling multimedia communication sessions such as voice and video
calls over Internet Protocol networks. FortiGate units use this protocol for voice over IP (see VolP).

A site-to-site VPN allows two networks that are each behind a VPN gateway (for example, a FortiGate unit), to
establish secure connections with each other over a public network, typically the Internet.

Site-to-site VPNs most often use IPsec and can be established between two FortiGates, or between a FortiGate
and any other IPsec VPN gateway, such as a Cisco ASA or Microsoft Azure.
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Stateless Address Autoconfiguration is a feature of IPv6 that allows devices on an IPv6 network to automatically
get IPv6 addresses. SLAAC is similar to DHCP except that DHCP requires you to run and configure a DHCP
server. SLAAC is builtinto IPv6 and requires only minor additional configuration. SLAAC is defined by RFC
2462.

Simple Network Management Protocol is a protocol that monitors hardware on your network. A FortiGate can
use SNMP to monitor events such as high CPU usage, VPN tunnels going down, or hardware becoming
disconnected.

Secure Shellis a protocol used for secure network services between two devices, including remote command-
line access. SSH can be used to access a FortiGate’s command line interface (CLI).

A Service Set Identifier is the name that a wireless access point broadcasts to wireless users. Wireless users
select this name to join a wireless network.

Secure Sockets Layer is a protocol for encrypting information that is transmitted over a network, including the
Internet. SSL can be used for secure communications to a FortiGate, as well as for encrypting Internet traffic
(see HTTPS) and for allowing remote users to access a network using SSL virtual private network (see VPN).

Secure Sockets Layer inspection is used by your FortiGate to scan traffic or communication sessions that use
SSL for encryption, including HTTPS protocol.

Single Sign-On is a feature that allows a user to login just once and remembers the credentials to re-use them
automatically if additional authentication is required. A FortiGate supports both Fortinet single sign-on (FSSO)
and single sign-on using a RADIUS server (RSSO).

Static IP addresses require user intervention to change. Normally a device that always has a wired connection to
an Ethernet network has a static IP address.

A static route is a manually-configured routing entry that is fixed and does not change if the network is changed
or reconfigured.

A subnetwork, or subnet, is a segment of the network that is separated physically by routing network devices
and/or logically by the difference in addressing of the nodes of the subnet from other subnets. Dividing the
network into subnets helps performance by isolating traffic from segments of the network where it doesn’t need
to go, and it aids in security by isolating access. The addressing scope of a subnet is defined by its IP address and
subnet mask and its connection to other networks is achieve by the use of gateways.

A subnet maskis the part of an IP address that is used to determine if two addresses are on the same subnet by
allowing any network enabled device, such as a FortiGate, to separate the network address and the host
address. This lets the device determine if the traffic needs to be sent through a gateway to an external network
or if itis being sent to host on the local network.

A Uniform Resource Locator is a text string that refers to a network resource. The most common use for URLs is
on the Internet, where they are also known as web addresses.

URLs are used by a FortiGate to locate websites on the Internet and can also be used in web filtering to block
specific sites from being accessed.

Virtual Domains are used to divide a single FortiGate unit into two or more virtual instances of FortiOS that
function separately and can be managed independently.
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Virtual Local Area Networks are used to logically divide a single local area network (LAN) into different parts that
function independently. A FortiGate uses VLANSs to provide different levels of access to users connecting to the
same LAN.

Voice over Internet Protocolis a protocol that is used to allow voice communications and multimedia sessions
over Internet Protocol sessions, including the Internet. VolP protocolis used by a FortiGate when traffic needs to
reach a connected VolP phone or FortiVoice unit.

A Virtual Private Network is a private network that acts as a virtual tunnel across a public network, typically the
Internet, and allows remote users to access resources on a private network. There are two main types of VPNs
that can be configured using a FortiGate unit: IPsec VPN (see IPsec) and SSL VPN (see SSL).

The WAN or WAN1 port on your FortiGate unitis the interface that is most commonly used to connect the
FortiGate to a Wide Area Network, typically the Internet. Some FortiGate models have a WAN2 port, which is
commonly used for redundant Internet connections.
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The FortiGate Cookbook contains a variety of step-by-step examples of how to integrate a FortiGate
unit into your network and apply features such as security profiles, wireless networking, and VPN.

Using the FortiGate Cookbook, you can go from idea to execution in simple steps, configuring a
secure network for better productivity with reduced risk.

Written for FortiOS 5.4
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